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CHANGE #2
5.4.1.2
Initial registration and user-initiated reregistration

5.4.1.2.1
Initial registration




Upon receipt of a REGISTER request for a user that is not registered and for which also no authentication is currently ongoing (i.e. timer reg-await-auth is not running), the S-CSCF shall: 
Editor’s Note: Whether a REGISTER request is initial for an private user identity or an public user identity needs further discussion.
1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2) 
check if the P-Visisted-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

Editor’s Note: The name of and details for the P-Visited-Network header needs further clarification.

3) 
check the value of the Expires header. The S-CSCF shall only proceed with the following procedures if the Expires header is set to a value greater than zero; 
4) 
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.229 [12A], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [14];
5)
store the <icid> XML element from the message body (see subclause 7.6);
6) 
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header which transports: 
- 
the home network identification in the realm field;

- 
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

- 
the security mechanism, which is AKAv1-MD5, in the algorithm field;
- 
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2.3);
- 
optionally the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2.3);
7) informs the HSS that it has been assigned to serve this user by passing its SIP URL to the HSS. This URL shall indicate that the S-CSCF is a loose router, and it may specify the transport protocol and a dedicated port.

8) 
send the so generated 401 (Unauthorized) response towards the UE; and,
9) 
start timer reg-await-auth which guards the receipt of the next REGISTER request.

While timer reg-await-auth is running, Upon receipt of a REGISTER request, the S-CSCF shall:
1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2)
stop timer reg-await-auth;
3) 
check whether the P-CSCF included the Integrity-protection field of the Authorization header set to yes, indicating that the REGISTER request was received integrity protected. The S-CSCF shall only proceed with the following steps it the integrity check parameter is included;


4) 
check whether an Authorization header is included, containing: 
-
the private user identity of the user in the username field; 
-
the algorithm which is AKAv1-MD5 in the algorithm field;
-
the RES parameter needed for the authentication procedure in the response field. 
The S-CSCF shall only proceed with the following steps in this paragraph if the RES parameter was included;

5) 
check whether the received RES parameter and the XRES parameter match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if RES and XRES are matching;

6)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.229 [12A],  store the following information in the local data: 

-
the list of public user identities which are implicitly registered due to the received REGISTER request; and,
-
the user profile of the user including initial Filter Criteria;

7)
bind to each registered public user identity all registered contact information;

NOTE 1:
There might be more then one contact information available for one public user identity.

8) 
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 2:
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

9) 
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may adjust the duration of the registration due to local policy;
10)
store the <icid> XML element from the message body (see subclause 7.6);
11)
 create a 200 (OK) response for the REGISER request, including:
-
an expiration time in the Expires header, using one value provided within the S-CSCF, according to the local policy of the network, if this expiration time is shorter than the requested expiry time received from the UE; and, 
-
the list of received Path headers, with an additional entry at the top of that list which indicates:
-
the SIP URL identifying the S-CSCF; and,
-
an indication that requests routed in this direction of the path (i.e. from the P-CSCF to the S-CSCF) shall be treated as for the mobile originating case. This indication may e.g. be in a Path header parameter, a character string in the user part or be a port number;
Editor’s Note: The above statement shall be aligned to the outcome of the IETF Service-Route discussion / draft.

12) send the so created 200 (OK) response to the UE;

13)
 send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event; and,
NOTE 2:
If this registration is a reregistration, the Filter Criteria already exists in the local data. 
14) handle the user as registered for the duration indicated in the Expires header.

5.4.1.2.2
User-initiated reregistration

Upon receipt of a REGISTER request for an already registered user, the S-CSCF shall:
1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the from header of the REGISTER request;

2) 
check whether the P-CSCF included the Integrity-protection field of the Authorization header set to yes, indicating that the REGISTER request was received integrity protected. The S-CSCF shall only proceed with the following steps if the field is set to yes;


3)
check if the user needs to be reauthenticated.  

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for registration requests received without integrity protection by the P-CSCF. The information that a REGISTER request was received integrity protected at the P-CSCF may be used as part of the decision to challenge the user. 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the initial REGISTER in subclause 5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; and, 

4)
check whether an Expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in section 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall proceed with the procedures as described for the second REGISTER in subclause 5.4.1.2, beginning with step 7).





















5.4.1.2.3
Abnormal cases

In the case that the authentication response from the UE is incorrect the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the response from the UE is incorrect for three consecutive attempts then the S-CSCF shall deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the response from the UE indicates that the authentication challenge was invalid with no RES or AUTS parameter in the subsequent REGISTER message, the S-CSCF shall:

-
respond with the relevant 4xx response (e.g. 401 (Unauthorized) to initiate a further authentication attempt, or 403 Forbidden if the authentication attempt is to be abandoned).

In the case that the response from the UE indicates that the authentication challenge was invalid with the AUTS parameter in the subsequent REGISTER message, the S-CSCF shall:

-
fetch new authentication vectors from the HSS, including AUTS and RAND in the request to indicate a resynchronisation; and

-
on receipt of the new vectors send a 401 Unauthorized to initiate a further authentication attempt, using these new vectors.

In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER with a 423 Registration Too Brief, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.
On receiving a failure response to one of the third-party REGISTER requests, the S-CSCF may initiate network-initiated deregistration procedure based on the information in the Filter Criteria. If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the Application Server, the S-CSCF shall not initiate network-initiated deregistration procedure.
CHANGE #3
5.4.3.2
Requests terminated at the served user

When the S-CSCF receives, destined for the served user, an initial request for a dialog or a request for a standalone transaction, prior to forwarding the request, the S-CSCF shall:

-
remove its own URL from the topmost Route header;

-
check if <original-dialog-id> XML element is present in the payload of the incoming request. If present, it indicates an association with an existing dialog, the request has been sent from an Application Server in response to a previously sent request. The <od-to>, <od-from> and <od-call-id> XML element values from the <original-dialog-id> XML element may be used as additional parameters when searching for existing dialogs. Local data shall be updated to indicate that this Application Server has been contacted for the initial request. The S-CSCF shall determine the next hop using initial filter criteria and local data on status of which Application Servers have been contacted. If the next hop is another Application Server, the S-CSCF shall retain the <original-dialog-id> XML element in the message body of the request. If the next hop is not an Application Server, the S-CSCF shall leave out the <original-dialog-id> XML element from the payload of the request;

-
check whether the initial request matches the initial filter criteria of the application servers assigned for the public user identity as described in 3GPP TS 23.218 [5] subclause 6.5. Depending on the result of the previous check the S-CSCF may contact one or more application server(s) before contacting an I-CSCF/P-CSCF respectively. In case of contacting one or more application server(s) the S-CSCF shall:

-
insert the AS URL to be contacted into the Route header as the topmost entry followed by its own URL; and

-
initialise local data to track the status of contacting each application server specified in the service profile. Additionally S-CSCF shall also populate the <original-dialog-id> XML element in the message body with the original To, From and Call-ID headers received in the request. See subclause 5.4.3.3 for further information on the original dialog identifier.

-
store the value of the <icid> XML element received in the message body (see subclause 7.6) and retain the <icid> XML element in the message body;

-
in case there are no Route headers in the request, then determine, from the destination public user identity, the list of preloaded routes saved during registration or re-registration, as described in subclause 5.4.1.2;

-
determine, from the destination public user identity, the saved Contact URL where the user is reachable saved at registration or reregistration, as described in subclause 5.4.1.2;

-
build the Request-URI and Request header field values from the preloaded routes and saved Contact URL, as described in RFC 2543bis [20];

-
insert a P-Called-Party-ID SIP header field including the Request-URI received in the INVITE;

-
in case of an initial request for a dialog create a Record-Route header containing its own SIP URL and save the necessary header fields from the request (and from its appropriate responses) in order to release the dialog when needed;

-
replace the Request-URI with the contents of the user Contact URL saved by the S-CSCF at registration time; and

-
forward the request based on the topmost Route header.

When the S-CSCF receives, destined for the served user, a refresh request for a dialog, prior to forwarding the request, the S-CSCF shall:

-
remove its own URL from the topmost Route header;

-
create a Record-Route header containing its own SIP URL and save the necessary header fields from the request (and from its appropriate responses) in order to release the dialog when needed; and

-
forward the request based on the topmost Route header.

When the S-CSCF receives, destined for the served user, a subsequent request other than refresh request for a dialog, prior to forwarding the request, the S-CSCF shall:

-
remove its own URL from the topmost Route header; and

-
forward the request based on the topmost Route header.
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