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8
Handling of unknown, unforeseen, and erroneous protocol data

8.1
General

The procedures specified in 3GPP TS 24.008 and call-related supplementary service handling in 3GPP TS 24.010 apply to those messages which pass the checks described in this clause.

This clause also specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to providing recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocols.

Error handling concerning the value part of the Facility IE and of the SS Version Indicator IE are not in the scope of the present document. It is defined in 3GPP TS 24.010 and the GSM 04.8x series.

Clauses 8.1 to 8.8 shall be applied in order of precedence.

Most error handling procedures are mandatory for the mobile station.

Detailed error handling procedures in the network are implementation dependent and may vary from PLMN to PLMN. However, when extensions of this protocol are developed, networks will be assumed to have the error handling that is indicated in this clause as mandatory ("shall") and that is indicated as strongly recommended ("should"). Clauses 8.2, 8.3, 8.4, 8.5 and 8.7.2 do not apply to the error handling in the network applied to the receipt of initial layer 3 message: If the network diagnoses an error described in one of these clauses in the initial layer 3 message received from the mobile station, it shall either:

-
try to recognize the classmark and then take further implementation dependent actions; or

-
release the RR-connection.

Also, the error handling of the network is only considered as mandatory or strongly recommended when certain thresholds for errors are not reached during a dedicated connection.


An IE is defined to be syntactically incorrect in a message if it contains at least one value defined as "reserved" in clause 10, or if its value part violates rules of clause 10. 
It is not a syntactical error that a type 4 IE specifies in its length indicator a greater length than defined in clause 10. Additional octets in the type 4 IE shall be ignored.
It is not a syntactical error if a received type 4 IE is shorter than the full length defined in clause 10, provided that IE conforms to the requirements stated in clause 10.
A message is defined to have semantically incorrect contents if it contains information which, possibly dependent on the state of the receiver, is in contradiction to the resources of the receiver and/or to the procedural part (i.e. clauses 3, 4, 5) of 3GPP TS 24.008, 3GPP TS 24.010, or relevant GSM 04.8X series.
NOTE: These error handling requirements are intended to provide compatibility between different versions of the protocol.
8.2
Message too short

When a message is received that is too short to contain a complete message type information element, that message shall be ignored, cf. 3GPP TS 24.007.

9.5.2
Activate PDP context accept

This message is sent by the network to the MS to acknowledge activation of a PDP context.

See table 9.5.2/3GPP TS 24.008.

Message type:
activate PDP context accept

Significance:

global

Direction:


network to MS

Table 9.5.2/3GPP TS 24.008: Activate PDP context Accept message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Transaction identifier


	Transaction identifier

10.3.2
	M
	V
	1/2– 3/2

	
	Activate PDP context accept message identity
	Message type

10.4
	M
	V
	1

	
	Negotiated LLC SAPI
	LLC service access point identifier 10.5.6.9
	M
	V
	1

	
	Negotiated QoS
	Quality of service

10.5.6.5
	M
	LV
	4-12

	
	Radio priority
	Radio priority

10.5.7.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

10.5.1.8
	M
	V
	1/2

	2B
	PDP address
	Packet data protocol address

10.5.6.4
	O
	TLV
	4 - 20

	27
	Protocol configuration options
	Protocol configuration options

10.5.6.3
	O
	TLV
	3 - 253

	34
	Packet Flow Identifier
	Packet Flow Identifier

10.5.6.11
	O
	TLV
	3


9.5.2.1A

Negotiated QoS

In GSM, the network shall send only octets 1-5 in Negotiated QoS IE to a release 98 or earlier MS.
9.5.2.1B
PDP address

If the MS did not request a static address in the corresponding ACTIVATE PDP CONTEXT REQUEST message, the network shall include the PDP address IE in this Activate PDP context Accept message.

If the MS requested a static address in the corresponding ACTIVATE PDP CONTEXT REQUEST message, the network shall not include the PDP address IE in this Activate PDP context Accept message. 

9.5.2.2
Protocol configuration options

This IE is included in the message when the network wishes to transmit protocol configuration options for the external PDN. 

9.5.2.3
Packet Flow Identifier

This IE may be included if the network wants to indicate the Packet Flow Identifier associated to the PDP context.

9.5.5
Activate Secondary PDP Context Accept

This message is sent by the network to the MS to acknowledge activation of an additional PDP context associated with the same PDP address and APN as an already active PDP context. See Table 9.5.5/3GPP TS 24.008.

Message type:

activate SECONDARY PDP context accept

Significance:

global

Direction:


network to MS

Table 9.5.5/3GPP TS 24.008: Activate secondary PDP context Accept message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Transaction identifier
	Transaction identifier

10.3.2
	M
	V
	1/2– 3/2

	
	Activate secondary PDP context accept message identity
	Message type

10.4
	M
	V
	1

	
	Negotiated LLC SAPI
	LLC service access point identifier 10.5.6.9
	M
	V
	1

	
	Negotiated QoS
	Quality of service

10.5.6.5
	M
	LV
	4-12

	
	Radio priority 
	Radio priority
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

10.5.1.8
	M
	V
	1/2

	34
	Packet Flow Identifier
	Packet Flow Identifier

10.5.6.11
	O
	TLV
	3


9.5.5.1A
Negotiated QoS 

In GSM, the network shall send only octets 1-5 in Negotiated QoS IE to a release 98 or earlier MS.
9.5.5.1B
Packet Flow Identifier

This IE may be included if the network wants to indicate the Packet Flow Identifier associated to the PDP context.
9.5.9
Modify PDP context request (Network to MS direction)

This message is sent by the network to the MS to request modification of an active PDP context. See table 9.5.9/3GPP TS 24.008.

Message type:
modify PDP context request (NETWORK to MS Direction)
Significance:

global

Direction:


network to MS

Table 9.5.9/3GPP TS 24.008: modify PDP context request (Network to MS direction) message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Transaction identifier
	Transaction identifier

10.3.2
	M
	V
	1/2– 3/2

	
	Modify PDP context request message identity
	Message type

10.4
	M
	V
	1

	
	Radio priority
	Radio priority

10.5.7.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

10.5.1.8
	M
	V
	1/2

	
	Requested LLC SAPI
	LLC service access point identifier 10.5.6.9
	M
	V
	1

	
	New QoS
	Quality of service

10.5.6.5
	M
	LV
	4-12

	2B
	PDP address
	Packet data protocol address

10.5.6.4
	O
	TLV
	4-20

	34
	Packet Flow Identifier
	Packet Flow Identifier

10.5.6.11
	O
	TLV
	3


9.5.9.1A
New QoS 

In GSM, the network shall send only octets 1-5 in New QoS IE to a release 98 or earlier MS.
9.5.9.1B
PDP address

If the MS requested external PDN address allocation at PDP context activation via an APN and this was confirmed by the network in the ACTIVATE PDP CONTEXT ACCEPT message, then the network shall include the PDP address IE in the MODIFY PDP CONTEXT REQUEST message once the address has been actually allocated, in order to update the PDP context in the MS.

9.5.9.2
Packet Flow Identifier

This IE may be included if the network wants to indicate the Packet Flow Identifier associated to the PDP context.

9.5.12
Modify PDP context accept (Network to MS direction)

This message is sent by the network to the MS to acknowledge the modification of an active PDP context. See table 9.5.12/3GPP TS 24.008.

Message type:
modify PDP context accept (NeTWORK to ms direction)
Significance:

global

Direction:


Network to MS

Table 9.5.12/3GPP TS 24.008: modify PDP context accept (NETWORK to ms direction) message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	½

	
	Transaction identifier
	Transaction identifier

10.3.2
	M
	V
	½– 3/2

	
	Modify PDP context accept message identity
	Message type

10.4
	M
	V
	1

	30
	Negotiated QoS
	Quality of service

10.5.6.5
	O
	TLV
	5-13

	32
	Negotiated LLC SAPI
	LLC service access point identifier 10.5.6.9
	O
	TV
	2

	8
	New radio priority
	Radio priority

10.5.7.2
	O
	TV
	1

	34
	Packet Flow Identifier
	Packet Flow Identifier

10.5.6.11
	O
	TLV
	3


9.5.12.1
Negotiated QoS

This IE is included in the message if the network assigns a new QoS.
In GSM, the network shall send only octets 1-5 in Negotiated QoS IE to a release 98 or earlier MS.
9.5.12.2
Negotiated LLC SAPI

This IE is included in the message if the network assigns a new LLC SAPI.

9.5.12.3
New radio priority

This IE is included in the message only if the network modifies the radio priority.

9.5.12.4
Packet Flow Identifier

This IE may be included if the network wants to indicate the Packet Flow Identifier associated to the PDP context.

10.5.4.5a
Call Control Capabilities

The purpose of the Call Control Capabilities information element is to identify the call control capabilities of the mobile station.

The Call Control Capabilities information element is coded as shown in figure 10.5.89/3GPP TS 24.008 and table 10.5.116/3GPP TS 24.008.

The Call Control Capabilities is a type 4 information element with a length of 3 or 4 octets.
Sending of octet 4 is conditional on the sender supporting this version of the protocol. Receivers supporting this version of the protocol shall support reception of this information element with 3 or 4 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Call Control Capabilities IEI
	octet 1

	Length of Call Control Capabilities contents
	octet 2

	Maximum number of
	0
	0
	
	
	

	supported bearers
	spare
	PCP
	DTMF
	octet 3

	0
	0
	0
	0
	Maximum number of
	

	spare
	speech bearers
	octet 4*


Figure 10.5.89/3GPP TS 24.008 Call Control Capabilities information element

Table 10.5.116/3GPP TS 24.008: Call Control Capabilities 

	DTMF (octet 3, bit 1)

	0
	
	
	
	This value is reserved for earlier versions of the protocol.

	1
	
	
	
	This value indicates that the mobile station supports DTMF as specified in clause 5.5.7 of the present document.

	
	
	
	
	

	PCP  (octet 3, bit 2)

	0
	
	
	
	This value indicates that the mobile station does not support the Prolonged Clearing Procedure

	1
	
	
	
	This value indicates that the mobile station supports the Prolonged Clearing Procedure.

	
	
	
	
	

	Maximum number of supported bearers (octet 3, bit 5 to bit 8)

	0
	0
	0
	0
	1 bearer supported

	
	
	
	
	

	All values are interpreted as the binary representation of the number of bearers supported.

	

	Bit 5 of octet 3 is the least significant bit and bit 8 of octet 3 is the most significant bit.

	

	Maximum number of speech bearers (octet 4, bit 1 to bit 4)

	

	All values are interpreted as the binary representation of the number of bearers supported.

	

	Bit 1 of octet 4 is the least significant bit and bit 4 of octet 4 is the most significant bit.

	

	Note:
In this version of the protocol, the MS should not indicate more than one speech bearer.

	


10.5.5.12
MS network capability 

The purpose of the MS network capability information element is to provide the network with information concerning aspects of the mobile station related to GPRS. The contents might affect the manner in which the network handles the operation of the mobile station. The MS network capability information indicates general mobile station characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The MS  network capability is a type 4 information element with a maximum of 10 octets length.

NOTE: In earlier versions of the protocol this IE had maximum length of 4 octets.

The value part of a MS network capabilityinformation element is coded as shown in figure 10.5.128/3GPP TS 24.008 and table 10.5.145/3GPP TS 24.008.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MS network capability IEI
	octet 1

	Length of MS network capability contents
	octet 2

	MS network capability value
	octet 3-10


Figure 10.5.128/3GPP TS 24.008 MS network capability information element

Table 10.5.145/3GPP TS 24.008 MS network capability information element

	<MS network capability value part> ::=


<GEA1 bits>
<SM capabilities via dedicated channels: bit>
<SM capabilities via GPRS channels: bit>

<UCS2 support: bit>
<SS Screening Indicator: bit string(2)>
<SoLSA Capability : bit>
<Revision level indicator: bit>

<PFC feature mode: bit>
<Extended GEA bits>

<Spare bits>;

<GEA1 bits> ::= < GEA/1 :bit>;

<Extended GEA bits> ::= <GEA/2:bit><GEA/3:bit>< GEA/4:bit >< GEA/5:bit >< GEA/6:bit ><GEA/7:bit>;

<Spare bits> ::= null | {<spare bit> < Spare bits >};

SS Screening Indicator

0 0
defined in 3GPP TS 24.080 


0 1
defined in 3GPP TS 24.080 


1 0
defined in 3GPP TS 24.080 


1 1
defined in 3GPP TS 24.080 

SM capabilities via dedicated channels

0
Mobile station does not support mobile terminated point to point SMS via 


dedicated signalling channels


1
Mobile station supports mobile terminated point to point SMS via dedicated 


signalling channels

SM capabilities via GPRS channels

0
Mobile station does not support mobile terminated point to point SMS via 


GPRS packet data channels

1
Mobile station supports mobile terminated point to point SMS via GPRS 


packet data channels

UCS2 support
This information field indicates the likely treatment by the mobile station of UCS2 encoded character strings.

0
the ME has a preference for the default alphabet (defined in GSM 03.38)


over UCS2.

1
the ME has no preference between the use of the default alphabet and the


use of UCS2.

GPRS Encryption Algorithm GEA/1
0
encryption algorithm GEA/1not available
1
encryption algorithm GEA/1 available
SoLSA Capability

0
The ME does not support SoLSA.

1
The ME supports SoLSA.
Revision level indicator 

0
used by a mobile station not supporting R99 or later versions of the protocol


1
used by a mobile station supporting R99 or later version of the protocol 

PFC feature mode

0 Mobile station does not support BSS packet flow procedures

1 Mobile station does support BSS packet flow procedures

GEA/2

0
encryption algorithm GEA/2 not available
1
encryption algorithm GEA/2 available

GEA/3

0
encryption algorithm GEA/3 not available
1
encryption algorithm GEA/3 available

GEA/4

0
encryption algorithm GEA/4 not available
1
encryption algorithm GEA/4 available

GEA/5

0
encryption algorithm GEA/5 not available
1
encryption algorithm GEA/5 available

GEA/6

0
encryption algorithm GEA/6 not available
1
encryption algorithm GEA/6 available

GEA/7

0
encryption algorithm GEA/7 not available
1
encryption algorithm GEA/7 available




10.5.5.12a
MS Radio Access capability

The purpose of the MS RA capability information element is to provide the radio part of the network with information concerning radio aspects of the mobile station. The contents might affect the manner in which the network handles the operation of the mobile station.

The MS RA capability is a type 4 information element, with a maximum length of 52 octets.

NOTE 1: In earlier versions of the protocol this IE had maximum length of 14 octets.

The value part of a MS RA capability information element is coded a shown table 10.5.146/3GPP TS 24.008. 


SEMANTIC RULE : Among the three Access Type Technologies GSM 900-P, GSM 900-E and GSM 900-R only one shall be  present. 


The MS shall indicate supported Access Technology Types. e.g. [450, 480, 900, 1800, UMTS] or [850, 1900] MHz bands during a single MM procedure.


Error handling : If a received Access Technology Type is unknown to the receiver, it shall ignore all the corresponding fields;


If within a known Access Technology Type a receiver recognizes an unknown field it shall ignore it.


See more details about error handling of MS radio access capability in 3GPP TS GSM 08.18.

-
Due to shared radio frequency channel numbers between 1800 and 1900, the mobile should provide the relevant MS Radio Access capability for either 1800 band OR 1900 band, not both.

NOTE 2:
The MS should not add spare bits following the <Content> field for the Access capabilities of an Access Technology Type, i.e. the MS should encode the <Length> field of the < Access capabilities struct > as the length in bits of <Content> only.
Table 10.5.146/3GPP TS 24.008 : Mobile Station Radio Access Capability Information Element

< MS Radio Access capability IE > ::=

<MS Radio Access capability IEI :  00100100 >

<Length of MS RA capability: <octet>> 
-- length in octets of MS RA capability value part and spare bits 

<MS RA capability  value part : < MS RA capability  value part struct >>

<spare bits>**; -- may be used for future enhancements

<MS RA capability  value part struct >::=  --recursive structure allows any number of Access technologies
< Access Technology Type: bit (4) >

< Access capabilities : <Access capabilities struct> >

{ 0 | 1 <MS RA capability  value part struct> } ;

< Access capabilities struct > ::=


< Length : bit (7) > -- length in bits of Content and spare bits


<Access capabilities : <Content>> 


<spare bits>** ; -- expands to the indicated length




  -- may be used for future enhancements

< Content > ::=


< RF Power Capability : bit (3) >

{ 0 | 1 <A5 bits : <A5 bits> > } 
-- zero means that the same values apply for parameters as in the immediately

 preceeding Access capabilities field within this IE

      








-- The presence of the A5 bits is mandatory in the 1st Access capabilities struct within this IE.

< ES IND : bit >

< PS : bit >


< VGCS : bit >


< VBS : bit >


{ 0 | 1 < Multislot capability : Multislot capability struct > } -- zero means that the

 same values for multislot parameters as given in an earlier Access capabilities field within this IE apply also here

-- Additions in release 99

{ 0 | 1 < 8PSK Power Capability : bit(2) >} -- '1' also means 8PSK modulation capability in uplink.


< COMPACT Interference Measurement Capability : bit >

< Revision Level Indicator : bit >


< UMTS FDD Radio Access Technology Capability : bit >    -- 3G RAT

< UMTS TDD Radio Access Technology Capability : bit >    -- 3G RAT

< CDMA 2000 Radio Access Technology Capability : bit >;    -- 3G RAT

 error: struct too short, assume features do not exist


-- error: struct too long, ignore data and jump to next Access technology

10.5.6.5
Quality of service 

The purpose of the quality of service information element is to specify the QoS parameters for a PDP context.

The QoS IE is defined to allow backward compatibility to earlier version of Session Management Protocol. 
The quality of service is a type 4 information element with a length of 5 or 13 octets. The QoS requested by the MS shall be encoded both in the QoS attributes specified in octets 3-5 and in the QoS attributes specified in octets 6-13.
Sending octets 6-13 is conditional on the sender supporting this version of the protocol. Quality of service octets 6 – 13 shall be sent by the network to only those MSs which indicate revision level R99 or later.

Receivers supporting this version of the protocol shall support reception of this information element with 5 or 13 octets.
The quality of service information element is coded as shown in figure 10.5.138/3GPP TS 24.008 and table 10.5.156/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Quality of service IEI
	octet 1

	Length of quality of service IE
	Octet 2

	0
0
spare
	Delay
class
	Reliability
class
	octet 3

	Peak 
throughput
	0
spare
	Precedence
class
	octet 4

	0
0
0
spare
	Mean
throughput
	octet 5

	Traffic Class
	Delivery order
	Delivery of erroneous SDU
	Octet 6*

	Maximum SDU size
	Octet 7*

	Maximum bit rate for uplink
	Octet 8*

	Maximum bit rate for downlink
	Octet 9*

	Residual BER
	SDU error ratio
	Octet 10*

	Transfer delay
	Traffic Handling priority
	Octet 11*

	
Guaranteed bit rate for uplink
	Octet 12*

	Guaranteed bit rate for downlink
	Octet 13*


Figure 10.5.138/3GPP TS 24.008: Quality of service information element

Table 10.5.156/3GPP TS 24.008: Quality of service information element
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