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Introduction

The current text in 24.229 states that the S-CSCF will deregister a user who has performed a register but failed the authentication cycle, see section 5.4.1.2.2 Abnormal Cases of 24.229.

The currently defined action is open to an attack that would cause a valid user to be deregistered and sessions lost i.e. an attacker could send an unprotected REGISTER (i.e. not using the integrity key IK) knowing that it will fail as they do not have the correct security parameters. This would result in the real user being deregistered, and is clearly not a desirable outcome.

Alternative Procedures

This paper discusses an alternative solution that will ensure that a valid user is not deregistered due to an unprotected registration from an attacker. The proposed operation is illustrated in the diagram below.
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The new operation is defined for step 3 in the above diagram. Step 1 is the successful authenticated registration of a valid user for time T. Then in step 2 an unprotected registration takes place. This cannot be blocked in the network as it may be a valid registration from the already registered user. The P-CSCF would need to be stateful in respect to registrations (effectively would need to mirror the registration status in S-CSCF) if it were to be able to throw the unprotected registration away.

The S-CSCF will receive the registration in step 2, with an indication that it is unprotected, and will therefore request an authentication. If it is a valid user then the authentication should succeed, and if it is an attacker it will fail. It may also fail if it is a valid user, and the same procedures should apply in both cases.

If the valid user is deregistered at step 3 due to the failure in authentication then all sessions will be lost, and the attacker will have successfully disrupted the system.

The proposed changes is that the S-CSCF has the option to initiate a new authentication cycle or do nothing. If a new authentication cycle is initiated then it will be directed to the valid user, and should succeed.  In this case the S-CSCF should also set the time of expiry of the existing registration to something shorter than the remaining period – but long enough to allow the UE time to perform a registration procedure.

If nothing is done then the valid user should re-register and authenticate before the existing registration expires. No ill effects are experienced by the network or the user from the attack.

Proposal

The modified behaviour described above is proposed to be included in 24.229.

A CR to implement the proposed changes is provided in document N1-020741.

