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There is duplicated text in the UE procedures describing the receipt and response to the 401 Unauthorised message. This contribution proposes to consolidate the description into a single section.

Proposal

It is proposed to change 24.229 as follows

5 Application usage of SIP

5.1
Procedures at the UE

5.1.1
Registration and authentication

Editor’s Note: Normal and Exceptional Procedures might be splitted in sub-sections of the following clauses. This is true for all of the sub-sections 

5.1.1.1
General

The UE shall register public user identities (see Table A.3/1 and dependencies on that major capability).

In case a UE registers several public identities at different point in time, the procedures to re-register, deregister and subscribe to the registration-state event package for these public identities can remain uncoordinated in time.

5.1.1.2
Initial registration

The UE can register a public user identity at any time that a valid PDP context exists.

A REGISTER request may be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier registration. 

The public user identity to be registered can be extracted either from the USIM or may be input from the end user. On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain the public user identity to be registered;

c)
the To header shall contain the public user identity to be registered;

d)
the Expires header, or the expires parameter within the Contact header, may contain any value desired for the duration of the registration.

NOTE 1:
The registrar (S-CSCF) might adjust the duration of the registration in accordance with network policy.

The use of the Path header shall not be supported by the UE. 
On receiving the 200 OK response to the REGISTER request, the UE shall store the expiration time of the registration.

The network may request authentication in response to a REGISTER by sending a 401 Unauthorized response. The UE shall respond as described in clause 5.1.1.5.1





5.1.1.3
Initial subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the users registration-state event package for the public user identity registered as described in clause 5.1.1.2 at the users registrar (S-CSCF). Therefore the UE shall generate a SUBSCRIBE request with the following elements:

-
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URL that contains the public user identity that was previously registered;

-
a From header set to a SIP URL that contains the public user identity that was previously registered;

-
a To header, set to a SIP URL that contains the public user identity that was previously registered;

-
an Event header set to the “registration-state” event package;

-
an Expires header set to a value higher than the Expires header of the before sent REGISTER request;

Afterwards it shall send out the so generated SUBSCRIBE request.

Upon receipt of a 2xx response to the SUBSCRIBE message, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

The UE shall automatically resubscribe to the registration-state event package for a previously registered public user identity if the expiration time, as indicated in the Expires header of the 2xx response to the SUBSCRIBE message, has run out and the public user identity is still registered.
5.1.1.4
User-initiated re-registration

The UE can reregister a previously registered public user identity at any time. The UE shall reregister the public user identity before the expiration time of a previous registration, unless either the user or the application within the UE has determined that a continued registration is not required.

The REGISTER request may be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier registration.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain the public user identity to be registered;

c)
the To header shall contain the public user identity to be registered;

d)
the Expires header, or the expires parameter within the Contact header, may contain any value desired for the duration of the registration.

NOTE 1:
The registrar (S-CSCF) might adjust the duration of the registration in accordance with network policy.

On receiving the 200 OK response to the REGISTER request, the UE shall store the new expiration time of the registration for this public user identity.

The use of the Path header shall not be supported by the UE. 

The network may request authentication in response to a REGISTER by sending a 401 Unauthorized response. The UE shall respond as described in clause 5.1.1.5.1





5.1.1.5
Authentication

5.1.1.5.1 General

Authentication is achieved via the registration and re-registration procedures. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 Unauthorized response to the REGISTER request. 

On receiving a 401 Unauthorized response to the REGISTER request, the UE shall:

-
extract the RAND and AUTN parameters, and use the derived keys (CK and IK) to protect future messages, see 3 GPP TS 33.203 [19]; and

· send another REGISTER request using the derived IK to integrity protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response (RES parameter).








5.1.1.5.2
Network-initiated re-authentication

Upon receipt of a NOTIFY message on the dialog which was generated during subscription to the registration-state event package, which contains the registration state value “re-authenticate” for a public user identity, the UE shall start the re-authentication procedures by initiating a re-registration as described in clause 5.1.1.4
5.1.1.5.3
Abnormal Cases

A UE shall respond to an authentication challenge that has been deemed invalid, i.e. the AUTN parameter in the challenge is incorrect, by indicating to the S-CSCF that the challenge has been rejected. 

Editor’s note: The details of how the UE signals this rejection is FFS. 

A UE shall only respond to two consecutive invalid challenges. After this the UE shall consider itself to be de-registered. 

Editor’s note: Subsequent UE actions are FFS. 

