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The UE initiated re-registration opens up a potential denial-of-service attack in the sense that an attacker could re-register a subscriber in an unprotected message and respond with the wrong RES and CSCF could then de-register the subscriber. The text in 5.4.1.2.2 of 24.229 opens up this possibility.

It is therefore proposed to make the folowing changes to 24.229:

Proposal

5.4.1.2.2
Exceptional procedures

In the case that the authentication response from the UE is incorrect the S-CSCF may
 attempt a further authentication challenge.  The IMS subscriber remains registered after unsuccessful re-registration unless the expiration timer set for registration has expired.
 




· 
5.4.1.6
Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable triggers as described in clause 

If the S-CSCF gets informed that a private user identity needs to be re-authenticated, the S-CSCF shall generate a NOTIFY request on all dialogs (i.e. the dialog between S-CSCF and the UE and additionally between S-CSCF and P-CSCF) which have been established due to subscription to the registration-state event package of that user. The S-CSCF shall populate the content of the NOTIFY request and additionally shall:

-
set Request URI and Route header due to the saved route information during subscription;

-
set Event header to the “registration-state” value;

-
indicate a public user identity of the user which private user identity needs to be re-authenticated in the body of the NOTIFY request with registration state “re-authenticate”. 

Afterwards the S-CSCF shall: 

1) 
send out the so generated NOTIFY request on the dialogs;

2) 
await a 2xx responses for the NOTIF requests;

3) await the user to reauthenticate (see clause).

NOTE: 
Network initiated re-authentication might be requested from the HSS or may occur due to internal processing within the S-CSCF. Upon receipt of a 2xx response to the NOTIFY, the S-CSCF shall await the re-authentication procedures initiated by the UE.

In case S-CSCF receives no data it can authenticate the subscriber from, the S-CSCF may as an implementation option try to request the UE by other means to re-authenticate, e.g. by sending a REFER method in order to request a REGISTER message. 

If UE does not re-authenticate within a certain period of time, the S-CSCF shall deregister the private user identity as described in clause   and terminate the ongoing sessions of that user. 

In the case that the authentication response from the UE is incorrect the S-CSCF shall either:

· attempt a further authentication challenge or

· deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

