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Introduction

Contribution N1-020xxx at CN1 #22 moved text relating to the use of the Record-Route header by the I-CSCF. At the same time the proposal also changed the usage as follows:

1. by implying that the Record-Route header can only be used when topologoy hiding is to be performed.

2. by implying that the Record-Route header can only be used on initial requests.

3. by requiring the THIG to perform a routeing operation, rather than the I-CSCF independently using THIG functionality and performing routeing functionality.

In relation to 1) above, we believe that an I-CSCF should not be precluded from Record-Routeing if it so wishes. Reasons for doing this should not be specified, but operators may need to use this capability for some application specific purpose, or it may be required for some future extension to the IM CN subsystem. It should not be assumed at other entities that the I-CSCF will not Record-Route for other purposes as this will remove future extensibility.

In relation to 2) above, a standard attribute of a stateless proxy is that it can treat transactions independent of the method of that transaction. Record-Route is defined as optional in all methods for this reason. Therefore a proxy implementation can decide to Record-Route all transactions, in the knowledge that the UA (in our case the P-CSCF) will resolve only those activities relating to initial transactions of a dialog. This has an attribute for future extensibility of the protocol, as this means that new methods can be created without upgrade to the I-CSCF functionality.

In relation to 3) we believe that the THIG functionality relates only to the functionality applied to the encryption or decryption functionality of headers. All other functions relating to header processing are pure I-CSCF functions and should not therefore be specified in clause 5.3.3 but should instead be in clause 5.3.2.

In order to retain the clarity of usage of the Record-Route header, we believe that the text should be returned to its original clause, and an extra note added for clarity, removing any implication that this statement overrides the existing procedures of SIP relating to the Record-Route header and SIP proxies.

Proposal

The text should be amended as follows:

5.3.2
Further initial requests

5.3.2.1
Normal procedures

The I-CSCF may behave as a stateful proxy for further initial requests.

When the I-CSCF receives an initial request, the I-CSCF shall  start the user location query procedure to the HSS as specified in 3GPP TS29.228 [26] for the called user, indicated in the Request URI.

Upon successful user location query, the I-CSCF shall:

1) 
add a Route header to the request, indicating the originally received Request URI, i.e. the public user identity of the callee as it was indicated by the caller;

2) 
replace the received Request URI with the SIP URI received from the HSS, i.e. the S-CSCF assigned to the public user identity;

3)
apply the procedures as described in clause 5.3.3 if topology hiding is required; and

4)
forward the request to the location indicated in the Request URI.

NOTE:
In accordance with SIP the I-CSCF can add its own routeable SIP URL to the top of the Record-Route header to any request, independently of whether it is an initial request, or whether topology hiding is performed. The P-CSCF will ignore any Record-Route header that is not in the initial request of a dialog.
5.3.2.3
Exceptional procedures

If the HSS sends a negative response to the user location query, the I-CSCF shall send back a 404 Not Found response.

Editor’s Note: The procedures for selection of a default S-CSCF are ffs.

If the I-CSCF receives a CANCEL request and if the I-CSCF finds an internal state indicating a pending Cx transaction with the HSS, the I-CSCF:

-
shall answer the CANCEL with a 200 OK;

-
shall answer the original request with a 487 Request Terminated; and

-
shall silently discard the later arriving (pending) Cx answer message from the HSS.

5.3.3
THIG functionality in the I-CSCF(THIG)
5.3.3.1
General

The following procedures shall only be applied if topology hiding is required by the network. The network requiring topology hiding is called the hiding network. 

NOTE:
Requests and responses are handled independently therefore no state information is needed for that purpose within an I-CSCF(THIG).

All headers which reveal topology information, such as Via, Route, Record-Route, Path, shall be subject to topology hiding. The Refer-To header shall not be subject to topology hiding.
Upon receiving an incoming REGISTER request for which topology hiding has to be applied and which includes a Path header, the I-CSCF(THIG) shall add the routeable SIP URL of an I-CSCF(THIG) to the top of the Path header. 

Upon receiving an incoming initial request for which topology hiding has to be applied and which includes a Record-Route header, the I-CSCF(THIG) shall add its own routeable SIP URL to the top of the Record-Route header.

5.3.3.2
Encryption for topology hiding

Upon receiving an outgoing request/response from the hiding network the I-CSFC(THIG) shall perform the encryption for topology hiding purposes, i.e. the I-CSCF(THIG) shall:

1)
use the whole header values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the headers subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header entries subject to encryption, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;

4)
add after the encrypted string a “tokenized-by=” tag, indicating the encrypting network as a parameter;

5)
form one valid entry for the specific header out of the resulting string, e.g. add “SIP/2.0/UDP” for Via headers and “sip:” for Route and Record-Route headers.

NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP icscf1_s.home1.net, 


 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net, 








SIP/2.0/UDP pcscf1.home1.net);tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example

Route:
sip:icscf1_s.home1.net, 





sip:Token(sip:scscf1.home1.net);tokenized-by=home1.net,





sip:as1.foreign.net, 





sip:Token(sip:scscf1.home1.net, 







  sip:pcscf1.home1.net);tokenized-by=home1.net, 





sip:[5555::aaa:bbb:ccc:ddd]

5.3.3.3
Decryption for Topology Hiding

Upon receiving and incoming requests/response to the hiding network the I-CSCF(THIG) shall perform the decryption for topology hiding purposes, i.e. the I-CSCF shall:

1)
identify encrypted strings within all headers of the incoming message; 

2)
use all those encrypted strings that carry the identification of the hiding network within the value of the tokenized-by tag as input to decryption;

3)
use as encrypted string the data between the sent-protocol (for Via Headers, e.g. “SIP/2.0/UDP”) or the URI scheme (for Route and Record-Route Headers, e.g. “sip:”) and the tokenized-by tag; 

4)
replace all content of the received header which carries encrypted information with the entries resulting from decryption.

EXAMPLE: 
An encrypted entry to a Via header that looks like

Via: 
SIP/2.0/UDP Token(SIP/1.0/UDP scscf1.home1.net, 

SIP/1.0/UDP pcscf1.home1.net);tokenized-by=home1.net

will be replace with the following entries:

Via: SIP/1.0/UDP scscf1.home1.net, SIP/1.0/UDP pcscf1.home1.net

NOTE:
Motivations for these decryption procedures are e.g. to allow the correct routeing of a response through the hiding network, to enable loop avoidance within the hiding network, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header. 

