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CN1 has been had several discussions on the use of the To and From headers for IMS signaling. Currently based on the Privacy draft the contents of both From and To headers are encrypted by the terminal regardless of whether privacy is required by the calling party or not. This seems an unnecessary and severe restriction. We consider it a feature for the calling party to be known and to be able to address the calling party in the manner they wish. Therefore our view is that it should be possible for the UE to insert in the From and To headers whatever the caller wishes and to have those headers be set to ANONYMOUS if the caller desires privacy. In order to satisfy the requirements of different operators with this functionality the use of the To and From headers could be based on a SIM parameter.

We understand that certain regulators require that the network always provide privacy and that it is felt that a requirement to always have a B2BUA to fulfill this requirement is not acceptable.

The problem arises because of the current use within SIP of the URIs in the From and To headers in creating a Dialog ID which means that any modification to these headers would change the Dialog ID and thus could only be done by a B2BUA which then needs to keep track of the mapping between the two Dialogs Ids as well as having other performance and flexibility limitations.

Recently (February 8th) Jonathan Rosenberg has circulated a proposal to the SIP list that the next version of RFC 2543 Bis (08)  should “specify ONLY the tags as dialog identifiers (so that finally, no sip identifiers include urls), but mandate that the To and From URL be reflected in the response, noting that elements shouldn't depend on it, however”.

This proposal has not met with any negative comments and will be incorporated in the 08 version of RFC 2543Bis. This means that providing the S-CSCF is not communicating with an RFC 2543 endpoint that it can modify the To and From URLs  without being a B2BUA. In the case of an RFC 2543 endpoint a B2BUA would be required but a B2BUA is required in such a circumstance anyway because of the need to interwork between Manyfolks and RFC 2543.

It is therefore advocated that the changes to the RFC 2543 Bis now allow CN1 to change it’s approach with regard to encryption of To and From headers and allow the possibility of the caller determining what is inserted in the From and To headers.
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