3GPP TSG-CN1 Meeting #22bis
Tdoc N1-020544

Oulu, Finland, 19. - 22. February 2002
Source:
Hutchison 3G, Vodafone

Title:
Authentication Failure Scenarios
Agenda item:
8.6

Document for:
DISCUSSION

Discussion

24.229 section 5.1.1.5 contains two editors notes regarding UE detection of an invalid authentication challenge from the network.

This paper proposes some text to replace at least one of these editors notes, and bring the text into line with the latest version of 33.203.

Proposal 1

5.1.1.5
Authentication

5.1.1.5.1 General

 A UE shall check the validity of a received authentication challenge, as described in 3GPP TS 33.102 [27] as follows:

 - The locally calculated MAC must match the MAC parameter derived from the AUTN part of the challenge; and
· The SQN parameter derived from the AUTN part of the challenge must be within the correct range.
If either the MAC or SQN is incorrect the UE shall respond with a further REGISTER  indicating to the S-CSCF that the challenge has been deemed invalid as follows:

·  - In the case where the UE deems the MAC parameter to be invalid, the UE shall respond with a REGISTER containing no response parameter (e.g. no RES or AUTS).
· In the case where the UE deems the SQN to be out of range, the UE shall respond with a REGISTER containing the AUTS parameter (see 3GPP TS 33.102 [27]).

A UE shall only respond to two consecutive invalid challenges. After this the UE shall consider itself to be de-registered. The UE may attempt to register with the network again after a random time.
. 

Proposal 2

5.4.1.2.2 Exceptional procedures

In the case that the authentication response from the UE is incorrect the S-CSCF shall either:

· attempt a further authentication challenge; or

· deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

In the case that the response from the UE is incorrect for three consecutive attempts then the S-CSCF shall deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

In the case that the response from the UE indicates that the authentication challenge was invalid with no RES or AUTS parameter in the subsequent REGISTER message, the S-CSCF shall :
-

-
respond with the relevant 4xx response (e.g. 401 Unauthorized to initiate a further authentication attempt, or 403 Forbidden if the authentication attempt is to be abandoned)
· 
In the case that the response from the UE indicates that the authentication challenge was invalid with AUTS parameter in the subsequent REGISTER message, the S-CSCF shall :

-
fetch new authentication vectors from the HSS, including AUTS and RAND in the request to indicate a resynchronisation; and

-
on receipt of the new vectors send a 401 Unauthorized to initiate a further authentication attempt, using these new vectors.
Proposal 3

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

1xx
A status-code in the range 101 through 199, and excluding 100

2xx
A status-code in the range 200 through 299

AS
Application Server

AUTN
Authentication TokeN
BGCF
Breakout Gateway Control Function

c
conditional

CK
Ciphering Key

CN
Core Network

CSCF
Call Session Control Function

DNS
Domain Name System

FQDN
Fully Qualified Domain Name

i
irrelevant

I-CSCF
Interrogating CSCF

IK
Integrity Key

IM
IP Multimedia

IP
Internet Protocol

ISC
IP multimedia Subsystem Service Control

m
mandatory

MAC 
     Message Authentication Code

MGCF
Media Gateway Control Function

MRFC
Media Resource Function Controller

n/a
not applicable

o
optional

P-CSCF
Proxy CSCF

PDU
Protocol Data Unit

RAND
RANDom challenge

RES
RESponse

RTP
Real-time Transport Protocol`

S-CSCF
Serving CSCF

SDP
Session Description Protocol

SIP
Session Initiation Protocol
SQN
SeQuence Number
UA
User Agent

UE
User Equipment

UAC
User Agent Client

UAS
User Agent Server

URI
Universal Resource Identifier

URL
Universal Resource Locator

x
prohibited

Proposal 4
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