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Introduction

This contribution proposes the following changes to the I-CSCF section in 24.229:

· editorial line-up

· all THIG specific functionality is described in section 5.3.3

· changes to topology hiding due to changed loop detetction behavior, i.e. all received entries are now encrypted, not just those of the home network

· new subsections for exceptional procedures

· I-CSCF in MTC case adds route header with original request URI (was missing up till now)

· fall-back behaviour in case of S-CSCF selection fails

· behaviour when HSS does not allow registration of the user (e.g. due to no roaming agreement with visited network)

· behviour when user has not registered (MTC case)

· Refer-To header is not subject to topolog hiding.
Proposal

5.3
Procedures at the I-CSCF

5.3.1
Registration procedure

5.3.1.1 
General

During the registration procedure the I-CSCF shall behave as a stateful proxy.
If the S-CSCF needs to act as a I-CSCF(THIG) it shall first perform the procedures as described in section 5.3.3.


5.3.1.2

Normal procedures

When I-CSCF receives a REGISTER request that does not contain a Route header, the I-CSCF shall query the HSS in order to get information about the S-CSCF assigned to the public user identity being registered, i.e. the public user identity indicated in the To header of the request. 
If the HSS responds with a valid SIP URI, the I-CSCF shall
1) 
replace the Request URI of the received REGISTER request with the SIP URI received from the HSS;

2) 
forward the REGISTER request to the indicated S-CSCF.

If the HSS responds with a list of capabilities, the I-CSCF shall 
1) 
select a S-CSCF that fulfils the indicated capabilities;
2) 
replace the Request URI of the received REGISTER request with the URI of the S-CSCF;

3) 
forward the REGISTER request to the selected S-CSCF.












5.3.1.3
Exceptional procedures
If the HSS sends a negative response, the I-CSCF shall send back a 403 Forbidden response.
If a newly selected S-CSCF does not respond to the REGISTER request and its re-transmissons by the I-CSCF, the I-CSCF shall select a new S-CSCF as described in section 5.3.1.2, based on the capabilities indicated from the HSS.
5.3.2
Further initial requests
5.3.2.1
General

The I-CSCF may behave as a stateful proxy for further initial requests.

If the S-CSCF needs to act as a I-CSCF(THIG) it shall first perform the procedures as described in section 5.3.3.

5.3.2.2

Normal procedures


When the I-CSCF receives an initial request

, the I-CSCF shall query the HSS in order to get information about the S-CSCF assigned to the called user, indicated in the Request URI..


Upon receipt of a positive response from the HSS, the I-CSCF shall 
1) 
add a Route header to the request, indicating the orignally received Request URI, i.e. the public user identiy of the callee as it was indicated by the caller;
2) 
replace the received Request URI with the SIP URI received from the HSS, i.e. the S-CSCF assigned to the public user identity;
3)
forward the request to the location indicated in the Request URI.
5.3.2.3 Exceptional procedures
If the HSS sends a negative response, the I-CSCF shall send back a 404 Not Found response.

5.3.3
THIG functionality in the I-CSCF(THIG)
5.3.3.1
General

The following procedures shall only be applied if topology hiding is required by the network. The network requiring topology hiding is called the hiding network. 

NOTE:
Requests and responses are handled independently therefore no state information is needed for that purpose within an I-CSCF(THIG).

All headerswhich reveal topology information, such as Via, Route, Record-Route, Path,  shall be subject to topology hiding. The Refer-To header shall not be subject to topology hiding.
Upon receiving an incoming REGISTER request for which topology hiding has to be applied and which includes a Path header, the I-CSCF(THIG) shall add an entry to the top of the Path header that includes

- an identification of the I-CSCF in the host part of the SIP URL;

- a branch parameter in the user part of the SIP URL.
Upon receiving an incoming initial request for which topology hiding has to be applied and which includes a Record-Route header, the I-CSCF(THIG) shall add an entry to the top of the Record-Route header that includes:

- an identification of the I-CSCF in the host part of the SIP URL;

- a branch parameter in the user part of the SIP URL.
5.3.3.2

Encryption for Topology Hiding

Upon receiving an outgoing request/response from the hiding network the I-CSFC(THIG) shall perform the encryption for topology hiding purposes, i.e. the I-CSCF(THIG):

1)
shall use as input for encryption all header entries with all additional parameters, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;


2)
shall not change the order of the headers subject to encryption when performing encryption;



3)
shall form one valid entry for the specific header out of the resulting string, e.g. add “SIP/2.0/UDP” for Via headers and “sip:” for Route and Record-Route headers.













5.3.3.3

Decryption for Topology Hiding

Upon receiving and incoming requests/response to the hiding network the I-CSCF(THIG) shall perform the decryption for topology hiding purposes, i.e. it:

1)
shall identify encrypted strings within all headers of the incoming message; 


3)
shall use as encrypted string the data after the sent-protocol (for Via Headers, e.g. “SIP/2.0/UDP”) or the URI scheme (for Route and Record-Route Headers, e.g. “sip:”); 
Contributor’s Note: It is proposed to delete item 3) as it adds no additional value.
4)
shall replace all content of the received header which carries encrypted information with the entries resulting from decryption.






NOTE3: 
Motivations for the decryption of responses are e.g. to allow the correct routing of a response, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header. 
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