3GPP TSG-CN1 Meeting #22
Tdoc N1-020297

Sophia Antipolis, France, 28. January - 1. February 2002
Source:
Vodafone

Title:
CR to 24.228 – Correction to 401 UNAUTHORISED response message tables.

Agenda item:
8.7 

Document for:
APPROVAL

Introduction

At the last CN1 SIP ad hoc meeting in Phoenix, Tdoc N1-020094 was agreed, resulting in the working assumption that the CK and IK would be transported from the S-CSCF to the P-CSCF as part of the EAP header in the 401 UNAUTHORISED response.  The P-CSCF must remove the CK and the IK from the 401 UNAUTHORISED before sending it to the UE with just the RAND and AUTN remaining in the EAP header.

Proposal

In order to now update 24.228 to reflect the new working assumption, the following changes are proposed:

***   First Modified Section -  6.2
Registration signalling: user not registered ***

9.

401 Unauthorized response (S-CSCF to I-CSCF) – see example in Table 6.2-9


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.2-9: 401 Unauthorized response (S-CSCF to I-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN, CK, IK)

CSeq: 1 REGISTER

Content-Length: 0

NOTE:
The actual WWW-Authenticate header value may look like this as it is in base64 form: 
WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==

10.

401 Unauthorized response (I-CSCF to P-CSCF) – see example in Table 6.2-10


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.2-10: 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate:

CSeq: 

Content-Length:


11.

401 Unauthorized response (P-CSCF to UE) – see example in Table 6.2-11


The P-CSCF shall remove and store the CK and IK received in the 401 Unauthorized response and forwards the rest of the response to the UE.

Table 6.2-11: 401 Unauthorized response (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1.home1.net, RAND, AUTN)

CSeq: 

Content-Length: 

***   Next Modified Section -  6.3
Registration signalling: reregistration – user currently registered   ***

8.

401 Unauthorized response (S-CSCF to I-CSCF) – see example in Table 6.3-8


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.3-8: 401 Unauthorized response (S-CSCF to I-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Contact: <sip:[5555::aaa:bbb:ccc:ddd]>

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN, CK, IK)

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

NOTE:
The actual WWW-Authenticate header value may look like this as it is in base64 form:
WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==

9.

401 Unauthorized response (I-CSCF to P-CSCF) – see example in Table 6.3-9


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.3-9: 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Contact: 

Call-ID: 

WWW-Authenticate:

CSeq: 

Expires: 

Content-Length:


10.

401 Unauthorized response (P-CSCF to UE) – see example in Table 6.3-10


The P-CSCF shall remove and store the CK and IK received in the 401 Unauthorized response and forwards the rest of the response to the UE.

Table 6.3-10: 401 Unauthorized response (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Contact: 

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1.home1.net, RAND, AUTN)

CSeq: 

Expires: 

Content-Length: 

***   Next Modified Section -  6.9.3
Registration failure – user authentication failure ***

21.

401 Unauthorized response (S-CSCF to I-CSCF) – see example in Table 6.9.3-21


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.9.3-21: 401 Unauthorized response (S-CSCF to I-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN, CK, IK)

CSeq: 2 REGISTER

Content-Length: 0

NOTE:
The actual WWW-Authenticate header value may look like this as it is in base64 form: 
WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==

22.

401 Unauthorized response(I-CSCF to P-CSCF) – see example in Table 6.9.3-22


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.9.3-22: 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: 

CSeq: 

Content-Length:


23.

401 Unauthorized response (P-CSCF to UE) – see example in Table 6.9.3-23


The P-CSCF shall remove and store the CK and IK received in the 401 Unauthorized response and forwards the rest of the response to the UE. 

Table 6.9.3-23: 401 Unauthorized response (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1.home1.net, RAND, AUTN)

CSeq: 

Content-Length: 

***   Next Modified Section -  16.2
Registration signalling: user not registered ***

9.

401 Unauthorized response (S-CSCF to I-CSCF) – see example in Table 16.2-9


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 16.2-9: 401 Unauthorized response (S-CSCF to I-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN, CK, IK)

CSeq: 

Content-Length: 

NOTE:
The actual WWW-Authenticate header value may look like this as it is in base64 form: WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==


10.
401 Unauthorized response (I-CSCF to P-CSCF) – see example in Table 16.2-10


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 16.2-10: 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate:

CSeq: 

Content-Length:


11.
401 Unauthorized response (P-CSCF to UE) – see example in Table 16.2-11


The P-CSCF shall remove and store the CK and IK received in the 401 Unauthorized response and forwards the rest of the response to the UE.

Table 16.2-11: 401 Unauthorized response (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: 

CSeq: 

Content-Length: 

***   Next Modified Section -  16.3
Registration signalling: reregistration – user currently registered ***

8.

401 Unauthorized response (S-CSCF to I-CSCF) – see example in Table 16.3-8


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 16.3-8: 401 Unauthorized response (S-CSCF to I-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN, CK, IK)

CSeq:

Content-Length: 

NOTE 2: 
The actual WWW-Authenticate header value may look like this as it is in base64 form: 


WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==

9.

401 Unauthorized response (I-CSCF to P-CSCF) – see example in Table 16.3-9


The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 16.3-9: 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN)

CSeq: 

Content-Length:


10.

401 Unauthorized response (P-CSCF to UE) – see example in Table 16.3-10


The P-CSCF shall remove and store the CK and IK received in the 401 Unauthorized response and forwards the rest of the response to the UE.

Table 16.3-10: 401 Unauthorized response (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

WWW-Authenticate: 

CSeq: 

Content-Length: 

