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During TSG GERAN #7 WG5, it was discussed whether if the LLC PDUs sent by a mobile in response to a page for a TBF may or may not be ciphered.

The following reference has been taken from 04.64 section 7.2.1.3, (release ’97, version 4.8.0):

“LLGMM-TRIGGER-REQ shall be used in the MS to order LLC to transmit any single frame. If there is a frame waiting to be transmitted in the MS, this frame shall be transmitted. Otherwise, and if the LLE is in ABM state, a supervisory frame shall be transmitted according to subclause 8.6.4.1. If the LLE is in ADM state a UI frame with no information field shall be transmitted. There is only need to transmit a frame on one SAPI. Which SAPI to choose is implementation dependent.

LLGMM-TRIGGER-REQ is normally used for cell updates or for page responses, and the reason shall be indicated in the Cause parameter. If Cause indicates page response, then the GRR-DATA-REQ Cause parameter shall also indicate page response.”

This section indicates that the mobile should respond to a page with a frame of some description and according to table 7 in the same document, only the cause value should be included. Therefore, the need to cipher is dependent upon the chosen frame which could, for example, be an I frame, (04.64 clearly states that these frames “shall be ciphered”), an empty UI frame, (04.64 is not clear whether these should be ciphered or not), or an XID frame on SAPI 11, (which should not be ciphered).

Crucially though from a protocol point of view, we believe we are correct in assuming that it should not matter whether the chosen frame is ciphered or not, as long as the rules for ciphering are stuck to for that frame, the E bit in the LLC header tells if FCS was ciphered or not and the receiving side works according to that E bit.

It is WG5’s understanding that the LLC frame, sent as a page response, can either be ciphered or not, depending on the type of LLC frame the MS is sending. WG5 would like to seek confirmation on our understanding that LLC PDUs sent by a mobile in response to a page for a TBF may or may not be ciphered, thus ensuring that test case implementations are correct.

