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Introduction

This contribution proposes new sections for 24.228, showing the procedures for network initiated re-authentication.

During the last meetings different proposals for the network initiated re-authentication procedure were made. The below solution shows the outcome of a short break-out meeting held in Brighton. The solution is based on the subscription of the UE (and the P-CSCF) to the presence information of the user, which is available at the S-CSCF.

The notification of the P-CSCF about the network initiated re-authentication event are not shown, as they can be easily derived from the below flow. 

It is proposed to add the section to the main body of 24.228. 

Proposal

16.8 
Network initiated re-authentication

This section describes the notification of a user about the re-authentication event that occurs at the S-CSCF assigned to that user in the case where the users home network provides network configuration hiding. 

It is assumed that user has registered and also subscribed to the registration state event before. Also, the subscriber is considered to be roaming and the home network operator does not desire to keep its internal configuration hidden from the visited network.

After this procedure the users UE might automatically initiated re-registration procedures.  
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Figure 16.7-1: S-CSCF informs UE that network initiated re-authentication is needed (with I-CSCF providing configuration independence)

1.
Network initiated re-authentication (S-CSCF) 

The network initiated re-authentication event for the private user identity of the user occurs at the S-CSCF.  As the user has subscribed to the registration state event package this is the trigger point for the S-CSCF to notify the user about the event occurrence. 

2. 
SIP NOTIFY request (S-CSCF to I-CSCF) – see example in Table 16.7-2

The S-CSCF sends a NOTIFY request towards the UE in order to inform the UE about the occurrence of the network initiated re-authentication event.  

The Route header is constructed from the information saved at registration.

Table 16.7-2 SIP NOTIFY request (S-CSCF to I-CSCF)

NOTIFY sip:icscf1_p.home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net

Route: sip:pcscf1.visited1.net, sip:[5555::aaa:bbb:ccc:ddd]

Remote-Party-ID: 

From: <sip:user1_public1@home1.net>;tag=151170

To: <sip:user1_public1@home1.net>;tag=31415

Call-ID: 223456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 43 NOTIFY

Expires: 7200

Event:  presence

Content-Type:  application/cpim-pidf+xml

Content-Length: (...)

<presence xmlns="http://www.ietf.org/ns/cpim-pidf-xml-1.0">

        <tuple name="sip:user1_public1@home1.net">

          <status><value>re-authenticate</value><<</status>

        </tuple>









      </presence>
From: 

The tag of this field matches that of the To; field in the received 200/202 for the SUBSCRIBE

Content-Type: 
Set to the value of the Accept: header received in the subscribe or ‘application/cpim-pidf+xml’ if Accept: was not present in the SUBSCRIBE

The message body in NOTIFY that carries the subscriber’s registration state is of the following form:

· The registration state is expressed in XML with the information enclosed in the root <presence> element, enclosed between <presence> and </presence> tags

· The <presence> element consist of only one <tuple> element and an optional <timestamp>.  It contains a mandatory xmlns attribute that specifies the namespace for this version of the registration-information payload

· The <tuple> element carries the registration state the public-id and carries a mandatory ‘name’ attribute.  The <tuple> element carries mandatory <status> element and optional <contact> and <note> elements.

· The <status> element carries the <value> = re-authenticate and an optional <detail> element.  The <contact> element carries any updated contact information (with priority). The <note> is human-readable for extra details.





· The optional <detail> element carries a mandatory ‘type’ attribute and an optional schema that is usually a DTD  related to the specified ‘type’

3.
SIP NOTIFY request (I-CSCF to P-CSCF) – see example in Table 16.7-3
I-CSCF translates the S-CSCF address in the Via header and forwards NOTIFY to P-CSCF.

Table 16.7-3 SIP NOTIFY request (I-CSCF to P-CSCF)

NOTIFY sip:pcscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP token(SIP/2.0/UDP scscf1.home1.net)

Route: sip:[5555::aaa:bbb:ccc:ddd]

Remote-Party-ID:

From: 

To: 

Call-ID: 

Cseq:

Expires: 

Event:

Content-Type:

Content-Length:

4.
SIP NOTIFY request (P-CSCF to UE) – see example in Table 16.7-4
P-CSCF sends NOTIFY to the user. 

Table 16.7-4 SIP NOTIFY request (P-CSCF to UE)

NOTIFY sip:[5555::aaa:bbb:ccc:ddd] SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net

From: 

To: 

Call-ID: 

CSeq: Expires: 

Event: 

Content-Type:

Content-Length:

5.
SIP 200 OK response (UE to P-CSCF) – see example in Table 16.7-5

UE responds with 200 OK.

Table 16.7-5 SIP 200 OK response (UE to P-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net

From:

To:

Call-ID:

CSeq:

Content-Length: 0

6.
SIP 200 OK response (P-CSCF to I-CSCF) – see example in Table 16.7-6

P-CSCF forwards the 200 OK to I-CSCF. 

Table 16.7-6 SIP 200 OK response (P-CSCF to I-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP token(SIP/2.0/UDP scscf1.home1.net)

From:

To:

Call-ID:

CSeq:

Content-Length:

7.
SIP 200 OK response (I-CSCF to S-CSCF) – see example in Table 16.7-7

I-CSCF determines the request and forwards response to S-CSCF. This confirms that notification is reached to the user.

Table 16.7-7 SIP 200 OK response (I-CSCF to S-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf1.home1.net

From:

To:

Call-ID:

CSeq:

Content-Length:

8.
Re-authentication (UE) 

The UE shall now initiate the re-authentication procedures.
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