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Abstract

This contribution proposes an information flow for an authenticated IMS registration with the S-CSCF. The proposal includes flows for a successful authentication and modifies Section 6.2 in 24.228 for authentication (non hiding).  This is related to N1-011917 that addresses the hiding case.

Introduction

This document provides the information flow for successful authentication of a UE at registration.  

For IM-services a new security association is required between the mobile and the IMS before access is granted to IM-services. The Home Network or a 3rd party even (which does not have to be an UMTS operator) provides the user with the IM-services.

The mechanism for mutual authentication in UMTS is called UMTS AKA. It is a challenge response protocol and the AuC in the Home Stratum derives the challenge. A Quintet containing the challenge is sent from the Home Stratum to the Serving Network. The Quintet contains the expected response XRES and also a message authentication code MAC. The Serving Network compares the response from the UE with the XRES and if they match the UE has been authenticated. The UE calculates an expected MAC, XMAC, and compares this with the received MAC and if they match the UE has authenticated the Serving Network. 

The AKA-protocol is reused for IM-services and called IMS AKA. The scheme for authentication and key agreement in the IMS is called IMS AKA. The IMS AKA achieves mutual authentication between the ISIM and the HN. The identity used for authenticating a subscriber is the private user identity, IMPI, which has the form of a NAI. The HSS and the ISIM share a long-term key associated with the IMPI.

Based on this, the REGISTER method is used for authentication of the UE in 3GPP.  Therefore, the flows show the REGISTER method impacted in the SIP headers described below.
Extensible Authentication Protocol (EAP) [1] is used within these headers to carry the information related to the authentication-challenge and response.

Discussion

1 Affected SIP headers

Authorization

This is sent in SIP requests that respond to UE challenges.

Authorization: credentials = "eap" eap-packet
         eap-packet = eap-p=<base64 encoded eap-packet, except

                       not limited to 76 char/line>

Example below demonstrates how the Authorization Request Header using EAP authentication would look like:

         Authorization: eap eap-p=QWxhZGRpbjpvcGVuIHNlc2FtZQ==
WWW-Authenticate 

This is sent in SIP responses that challenge the UE

WWW-Authenticate: challenge     = "eap" eap-challenge
         eap-challenge = 1#([realm] | eap-para

         realm         = "realm" "=" realm-value

         realm-value   = quoted-string

         eap-param     = "eap-p" "=" eap-packet

         eap-packet    = <base64 encoded eap-packet, except

                          not limited to 76 char/line>

Example below demonstrates how WWW-Authenticate Response Header using EAP authentication would look like:

        WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==

2 How to use EAP within SIP

HTTP EAP Authentication Scheme delivers base64 encoded EAP packets within HTTP Authentication headers (e.g. Authorization Request headers and WWW-Authenticate Response headers). 

EAP packets include all relevant information about the required authentication scheme, e.g. authentication scheme, packet type (request, response, success or failure) and/or challenge. 

First, the user sends a SIP Register request to the P-CSCF and includes its private user identity (IMPI) into the Authorization-eap header.

REGISTER sip:SIP/2.0 ….
Authorization: eap eap-p=base64_eap_identity_response
Next, the network determines the right S-CSCF, which when IMS-AKA is used will get at least one authentication vector. The S-CSCF sends the response to the user with the first EAP AKA challenge packet in the form of the SIP “401 Unauthorised” response. In the example below, we have used the AKA version of EAP, but it would be possible for the home to require also other types of authentication.

SIP/2.0 401 Unauthorised

WWW-Authenticate: eap eap-p=base64_eap_aka_challenge_request
As a part of the EAP AKA challenge request, the user receives AUTN and RAND, the parameters it needs to run AKA. ISIM is now able to check AUTN for validity, and produce a RES to authenticate itself. The user sends a new REGISTER message to send the RES to the S-CSCF and complete authentication:

REGISTER sip:… SIP/2.0
Authorization: eap eap-p=base64_eap_aka_challenge_response
This completes the authentication from the user’s perspective who has also derived sessions keys for further SIP protection. The network still has to respond and indicate that it accepted the user’s result:

SIP/2.0 200 OK

WWW-Authenticate: eap eap-p=base64_eap_aka_success
Proposal

It is proposed to modify section 6.2 to 24.228 to show an example of authentication with the UMTS AKA mechanism

3 Signalling flows for REGISTER (non hiding)

6.1 Introduction

In IMS Authentication is performed at registration time. The following sections show examples of SIP registration and UMTS AKA authentication. It is possible for the home to require other types of authentication.

In the example below, Extensible Authentication Protocol (EAP).  is used within SIP headers to carry the information related to the authentication-challenge and response.
6.2
Registration signalling: user not registered

Figure 6.2-1 shows the registration signalling flow for the scenario when the user is not registered. For the purpose of this registration signalling flow, the subscriber is considered to be roaming.  This flow also shows the authentication of the private user identity. In this signalling flow, the home network does not have network configuration hiding active.
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Figure 6.2-1: Registration signalling: user not registered

1.
GPRS Attach / PDP Context Establishment (UE to GPRS)

This signalling flow is shown to indicate the GPRS Attach and PDP Context Activation procedures that must be completed prior to application registration. When complete, the UE will have acquired an IP address (provided by the GGSN) which serves as the host address for the duration of the PDP context. 

2.
GPRS: P-CSCF Discovery (UE to GPRS/ DHCP)

This signalling flow is the procedure to discover the Proxy CSCF in the visited IM CN subsystem, which shall be performed using one of the following mechanisms: 

· Transfer Proxy-CSCF address within the PDP Context Activation signalling to the UE.

· Employ DHCP and DNS to obtain the P-CSCF address.  

See Section 5.x for details.


NOTE:  A UE may be roaming within the home network.

Editor’s Note:  Second approach needs further study on the interactions with the restrictions on the Signalling PDP Context, TS 23.228 subclause 4.2.6.

3. 
REGISTER request (UE to P-CSCF) – see example in Table 6.2-3


The purpose of this request is to register the user’s SIP URI with a S-CSCF in the home network. This request is routed to the P-CSCF because it is the only SIP server known to the UE. In the following SIP request, the Contact field contains the user’s host address.


The P-CSCF will perform two actions, binding and forwarding. The binding is between the User’s SIP address (user1_public1@home1.net) and the host (terminal) address ([5555::aaa:bbb:ccc:ddd]) which was acquired during PDP context activation process. 

Table 6.2-3 REGISTER request (UE to P-CSCF)

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>

Contact: sip:[5555::aaa:bbb:ccc:ddd]

Call-ID: apb03a0s09dkjdfglkj49111

Authorization: eap eap-p=base64(user1_private1@home1.net)


CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

Request-URI: 
The Request-URI (the URI that follows the method name, “REGISTER”, in the first line) indicates the destination domain of this REGISTER request. The rules for routeing a SIP request describe how to use DNS to resolve this domain name (“home1.net”) into an address or entry point into the home operator’s network (the I-CSCF). This information is stored in the USIM.

Via: 
IPv6 address of the SIP session allocated during the PDP Context Activation process.

From: 
This indicates the public user identity  originating the REGISTER request. The public user identity may be obtained from the USIM. 

To: 
This indicates the public user identity being registered. This is the identity by which other parties know this subscriber. It may be obtained from the USIM. 

Contact: 
This indicates the point-of-presence for the subscriber – the IP address of the UE. This is the temporary point of contact for the subscriber that is being registered. Subsequent requests destined for this subscriber will be sent to this address. This information is stored in the P-CSCF.

Editor’s note: It is for further study whether this information is stored in the HSS and the S-CSCF for the subscriber in order to support multiple registrations.

Call Id: 
Call Identifier for this Registration generated as per [3]

Authorization:
It carries authentication information. The private user identity (user1_private1@home1.net)  is carried in the user ID field of the extensible authentication protocol (EAP).
Note: The actual Authorization header value may look like this as it is in base64 form: 

Authorization: eap eap-p=QWxhZGRpbjpvcGVuIHNlc2FtZQ==
Cseq: 
Cseq for this Registration generated as per [3]

Upon receiving this request the P-CSCF will set it’s SIP registration timer for this UE to the Expires time in this request.

4.
DNS: DNS-Q

Based on the user’s URI, the P-CSCF determines that UE is registering from a visiting domain and performs a DNS query to locate the I-CSCF in the home network. The look up in the DNS is based on the address specified in the Request URI. 


The P-CSCF sends the REGISTRATION request - after local processing - to the address indicated in the Request-URI. When forwarding the REGISTRATION request the P-CSCF needs to specify the protocol, port number and IP address of the I-CSCF server in the home network to which to send the REGISTRATION request. The P-CSCF tries to find this information by querying the DNS. Since the Request-URI does not specify the transport protocol the, P-CSCF selects the UDP.

Table 6.2-4a DNS: DNS Query (P-CSCF to DNS)

OPCODE=SQUERY

QNAME=_sip._udp.registrar.home1.net, QCLASS=IN, QTYPE=SRV

The DNS records are retrieved according to RFC2782 [4].

Table 6.2-4b DNS Query Response (DNS to P-CSCF)

OPCODE=SQUERY, RESPONSE, AA
QNAME=_sip._udp.registrar.home1.net, QCLASS=IN, QTYPE=SRV

_sip._udp.registrar.home1.net    

0 IN SRV 1 10 5060 icscf1_p.home1.net

                                        0 IN SRV 1  0 5060 icscf7_p.home1.net 

icscf1_p.home1.net                 0 IN AAAA     5555::aba:dab:aaa:daa

icscf7_p.home1.net                 0 IN AAAA     5555::a1a:b2b:c3c:d4d


In the Answer field of the query-response each I-CSCF is identified by its host domain name. The returned SRV Resource Records (RRs) are merged and ordered, and the selection technique (employing the Priority and Weight parameters returned in the RRs) as specified in RFC2782 [4] is used to select the I-CSCF (i.e., the icscf1_p.home1.net). Since the Additional Data field of the query-response also contains the IP address of the selected I-CSCF (i.e., 5555::aba:dab:aaa:daa), a new query to the DNS is not required. 


Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTRATION request to this IP address (i.e., 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060. 
5.
REGISTER request (P-CSCF to I-CSCF) – see example in Table 6.2-5

Since this P-CSCF is a stateful proxy, it is required to be in the path for all Mobile Originated and Mobile Terminated requests for this user. To ensure this, the P-CSCF has to put itself into the path for future requests. One solution of achieving this is to have the P-CSCF as the contact point for this user at the home registrar. 


To do this the P-CSCF creates a temporary SIP URI for the user called user1%40home1.net@pcscf1.visited1.net. As part of its internal registration procedure the P-CSCF binds the temporary SIP URI to the user’s SIP URI which was also bound to the IP address of the UE as shown in signalling flow 3. The P-CSCF then forwards the REGISTER request for user1_public1@home1.net, to the home registrar, using a contact address of user1_public1%40home1.net@pcscf1.visited1.net. 


This signalling flow shows the REGISTER being forward from the P-CSCF to the I-CSCF in the home domain.

Table 6.2-5 REGISTER request (P-CSCF to I-CSCF) 

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require: path

Require: path

From: 

To: 

Contact: <sip:user1_public1%40home1.net@pcscf1.visited1.net>

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path:
This is the address of the P-CSCF and is included to inform the S-CSCF where to route terminating sessions.

Require, Proxy-Require:
These headers are included to ensure that the recipient correctly handles the Path header. If the recipient does not support the path header, a response will be received with a status code of 420 and an Unsupported header indicating “path”. Such a response indicates a misconfiguration of the routing tables and the request has been routed outside the IM CN subsystem.

6.
Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.


For detailed message flows see [29.228].


Table 6.2-6a provides the parameters in the REGISTER message (flow 5) which need to been sent to HSS.

Table 6.2-6a Cx: User registration status query procedure (I-CSCF to HSS)

	Message source & destination
	Cx Information element name
	Information Source in REGISTER
	Description

	I-CSCF to HSS


	Private User Identity
	Authorization:
	The Private User Identity is encoded according to the Authorization protocol. 

	
	Public User Identity
	To:
	Identity which is used to  communicate with other users

	
	Visited Network Identifier
	TBD
	This information indicates the network identifier of the visited network


7.
REGISTER request (I-CSCF to S-CSCF) – see example in Table 6.2-7 

I-CSCF does not modify the Path header.


This signalling flow forwards the REGISTER from the I-CSCF to the S-CSCF selected. The Request-URI is changed to the address of the S-CSCF.

Table 6.2-7 REGISTER request (I-CSCF to S-CSCF)

REGISTER sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require:

Require:

From: 

To: 

Contact: 

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path: 
The S-CSCF stores the contents of the Path headers and uses these addresses for routing mobile terminated sessions.


Upon receiving this request the S-CSCF will set it’s SIP registration timer for this UE to the Expires time in this request.

8.
Cx: Authentication procedure

On receiving a REGISTER from an unauthenticated user, the S-CSCF may use the following procedure to determine the authentication vector(s), if necessary, to be used in the authentication challenge to the user.


For detailed message flows see [29.228].


Table 6.2-8a provides the parameters in the REGISTER message (flow 7) which need to been sent to HSS.

Table 6.2-8a Cx: S-CSCF authentication information procedure (S-CSCF to HSS)

	Message source & destination
	Cx Information element name
	Information Source in REGISTER
	Description

	S-CSCF to HSS
	Public User Identify
	To:
	Identity which is used to  communicate with other users

	
	Private User Identity
	Authorization:
	The Private User Identity is encoded according to the Authorization protocol. 

	
	S-CSCF Name
	Request-URI:
	This information element contains the name of the S-CSCF. The presence of this IE indicates that the user has not been authenticated yet by the S-CSCF


9. Authentication vector selection

The S-CSCF selects an authentication vector for use in the authentication challenge. 
For detailed description of the authentication vector, see [33.203].
Editor’s Note:

The authentication vector may be of the form [33.203] (if IMS AKA is the selected authentication scheme):  

AV = RANDn||AUTNn||XRESn||CKn||IKn   where

RAND:
random number used to generate the XRES, CK, IK, and part of the AUTN. It is also used to generate the RES at the UE.

AUTN:
Authentication token (including MAC and SQN) 

XRES:
Expected (correct) result from the UE

CK:
Cipher key (optional)

IK:
Integrity key

10.

401 Unauthorized (S-CSCF to I-CSCF) – see example in Table 6.2-10

The authentication challenge is sent in the 401 Unauthorized message towards the UE.

Table 6.2-10: 401 Unauthorized (S-CSCF to i-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4


Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN)

CSeq: 1 REGISTER


Content-Length: 0

Note: The actual WWW-Authenticate header value may look like this as it is in base64 form: WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==
Editor’s Note: The mechanism to transport the session keys (IK and optionally, CK) from the S-CSCF to the P-CSCF is FFS.

11.

401 Unauthorized (I-CSCF to P-CSCF) – see example in Table 6.2-11

The authentication challenge is sent in the 401 Unauthorized message towards the UE.

Table 6.2-11: 401 Unauthorized (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 


Call-ID: 

WWW-Authenticate:

CSeq: 


Content-Length:

12.

401 Unauthorized (P-CSCF to UE) – see example in Table 6.2-12

The P-CSCF removes any keys received in the 401 Unauthorized response and forwards the rest of the response to the UE.

Table 6.2-12: 401 Unauthorized (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 


Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1.home1.net, RAND, AUTN)

CSeq: 


Content-Length: 

13. Generation of response and session keys at UE

Upon receiving the challenge, the UE takes the AUTN, which includes a MAC and the SQN. The UE calculates the XMAC and checks that XMAC=MAC and that the SQN is in the correct range. If both these checks are successful the UE calculates the response, RES, puts it into the Authorization header and sends it back to the registrar in the REGISTER message.

14.

REGISTER request (UE to P-CSCF) – see example in Table 6.2-14
Table 6.2-14 REGISTER request (UE to P-CSCF)

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>

Contact: <sip:[5555::aaa:bbb:ccc:ddd]>

Call-ID: apb03a0s09dkjdfglkj49112

Authorization: eap eap-p=base64(user1_private1@home1.net, RES)

CSeq: 2 REGISTER

Expires: 7200

Content-Length: 0

Authorization:
It carries the response to the authentication challenge received in step 11 along with the private user identity in base64 format.
15.
DNS: DNS-Q

Based on the user’s URI, the P-CSCF determines that UE is registering from a visiting domain and performs a DNS query to locate the I-CSCF in the home network. The look up in the DNS is based on the address specified in the Request URI. 


The P-CSCF sends the REGISTRATION request - after local processing - to the address indicated in the Request-URI. When forwarding the REGISTRATION request the P-CSCF needs to specify the protocol, port number and IP address of the I-CSCF server in the home network to which to send the REGISTRATION request. The P-CSCF tries to find this information by querying the DNS. Since the Request-URI does not specify the transport protocol the, P-CSCF selects the UDP.

Table 6.2-15a DNS: DNS Query (P-CSCF to DNS)

OPCODE=SQUERY

QNAME=__sip._udp.registrar.home1.net, QCLASS=IN, QTYPE=SRV

The DNS records are retrieved according to RFC2782 [4].

Table 6.2-15b DNS Query Response (DNS to P-CSCF)

OPCODE=SQUERY, RESPONSE, AA
QNAME=__sip._udp.registrar.home1.net, QCLASS=IN, QTYPE=SRV

_sip._udp.registrar.home1.net    

0 IN SRV 1 10 5060 icscf1_p.home1.net

                                        0 IN SRV 1  0 5060 icscf7_p.home1.net 

icscf1_p.home1.net                 0 IN AAAA     5555::aba:dab:aaa:daa

icscf7_p.home1.net                 0 IN AAAA     5555::a1a:b2b:c3c:d4d


In the Answer field of the query-response each I-CSCF is identified by its host domain name. The returned SRV Resource Records (RRs) are merged and ordered, and the selection technique (employing the Priority and Weight parameters returned in the RRs) as specified in RFC2782 [4] is used to select the I-CSCF (i.e., the icscf1_p.home1.net). Since the Additional Data field of the query-response also contains the IP address of the selected I-CSCF (i.e., 5555::aba:dab:aaa:daa), a new query to the DNS is not required. 


Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTRATION request to this IP address (i.e., 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060. 
16.
REGISTER request (P-CSCF to I-CSCF) – see example in Table 6.2-16

This signalling flow shows the REGISTER being forwarded from the P-CSCF to the I-CSCF in the home domain.

Table 6.2-16 REGISTER request (P-CSCF to I-CSCF) 

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require: path

Require: path

From: 

To: 

Contact:

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path:
This is the address of the P-CSCF and is included to inform the S-CSCF where to route terminating sessions.

17.
Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.


For detailed message flows see [29.228].


Table 6.2-17a provides the parameters in the REGISTER message (flow 5) which need to been sent to HSS.

Table 6.2-17a Cx: User registration status query procedure (I-CSCF to HSS)

	Message source & destination
	Cx Information element name
	Information Source in REGISTER
	Description

	I-CSCF to HSS


	Private User Identity
	Authorization:
	The Private User Identity is encoded according to the Authorization protocol. 

	
	Public User Identity
	To:
	Identity which is used to  communicate with other users

	
	Visited Network Identifier
	TBD
	This information indicates the network identifier of the visited network


18.
REGISTER request (I-CSCF to S-CSCF) – see example in Table 6.2-18

This signalling flow forwards the REGISTER from the I-CSCF to the S-CSCF selected.

Table 6.2-18 REGISTER request (I-CSCF to S-CSCF)

REGISTER sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require:

Require:

From: 

To: 

Contact: 

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path: 
The S-CSCF stores the contents of the Path headers and uses these addresses for routing mobile terminated sessions.

19. Authentication

Upon receiving the response, RES, the S-CSCF retrieves the active XRES for that user and checks if XRES=RES. If the check is successful then the user has been authenticated and the public user identity is registered in the S-CSCF.

20.Cx: S-CSCF registration notification procedure

On registering a user the S-CSCF shall inform the HSS that the user has been registered at this instance. The HSS stores the S-CSCF name for that subscriber.


For detailed message flows see [29.228].


Table 6.2-20a provides the parameters in the REGISTER message (flow 19) which need to been sent to HSS.

Table 6.2-20a Cx: S-CSCF registration notification procedure (S-CSCF to HSS)

	Message source & destination
	Cx Information element name
	Information Source in REGISTER
	Description

	S-CSCF to HSS
	Public User Identify
	To:
	Identity which is used to  communicate with other users

	
	Private User Identity
	Authorization:
	The Private User Identity is encoded according to the Authorization protocol. Unique identity in IMS which is used by network to authenticate this user

	
	S-CSCF name
	Request-URI:
	This information indicates the serving CSCF’s name of that user
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Cx: User profile download procedure

As part of the registration procedure (see [5]) S-CSCF downloads subscriber data and service related information from the HSS. The HSS returns the subscriber’s profile to the S-CSCF. The S-CSCF shall store the subscriber profile for that indicated user.

For detailed message flows see [29.228].

Table 6.2-21a provides the parameters in the REGISTER (flow 19) message which need to been sent to HSS.

Table 6.2-21a Cx: User Profile Download procedure (S-CSCF to HSS)

	Message source & destination
	Cx Information element name
	Information source in REGISTER
	Description

	S-CSCF to HSS
	Public User Identity
	To:
	Identity which is used to  communicate with other users

	
	Private User Identity
	Authorization:
	The Private User Identity is encoded according to the Authorization protocol. 


22.
200 OK response (S-CSCF to I-CSCF) – see example in Table 6.2-22

The S-CSCF sends acknowledgment to the I-CSCF indicating that Registration was successful. This response will traverse the path that the REGISTER request took as described in the Via list.

Table 6.2-22 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:scscf1.home1.net>, <sip:pcscf1.visited1.net>

From: 

To: 
Call-ID: 
Contact: sip:[5555::aaa:bbb:ccc:ddd]
CSeq: 

Date: Wed, 11 July 2001 08:49:37 GMT

Expires: 7200

Content-Length: 

Path: 
The S-CSCF inserts its own name to the front of the list.

23.
200 OK response (I-CSCF to P-CSCF) – see example in Table 6.2-23

The I-CSCF forwards acknowledgment from the S-CSCF to the P-CSCF indicating that Registration was successful. This response will traverse the path that the REGISTER request took as described in the Via list.

Table 6.2-23 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:scscf1.home1.net, <sip:pcscf1.visited1.net>

From: 

To: 
Call-ID: 

Contact:
CSeq: 

Date: 

Expires: 

Content-Length: 

24.
200 OK response (P-CSCF to UE) – see example in Table 6.2-24

The P-CSCF removes its address from the Path header, reverses the order of the fields, saves the resulting Path header and associates it with the UE. The P-CSCF then removes the Path header from the 200 OK response. The P-CSCF then forwards acknowledgment from the I-CSCF to the UE indicating that Registration was successful. 

Table 6.2-24 200 OK response (P-CSCF to UE)

SIP/2.0 200 OK

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 
Contact:
CSeq: 

Date: 

Expires: 

Content-Length: 

.    

6.3
Registration signalling: reregistration – user currently registered

For the purpose of the reregistration signalling flow shown in figure 6.3-1, the subscriber is considered to be roaming. In this signalling flow, the home network does not have network configuration hiding active. This flow also shows the authentication of the private user identity.
This signalling flow assumes:

1.
That the same PDP Context allocated during the initial registration scenario is still used for reregistration. For the case when the UE does not still have an active PDP context then PDP context procedures from subclause 16.2 is completed first.

Editor’s Note:  If the same PDP-Context is not available, is it guaranteed that the UE will get back the same IP address at this point?  If this is not possible, would there be a problem with the binding in the P-CSCF (user_public1@home1.net and [5555::aaa:bbb:ccc:ddd])?

2.
The DHCP procedure employed for P-CSCF discovery is not needed.

3.
The S-CSCF selection procedure invoked by the I-CSCF is not needed.
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Figure 6.3-1: Reregistration when UE roaming 

1.
REGISTER request (UE to P-CSCF) – see example in Table 6.3-1

The registration expires in the UE. The UE reregisters by sending a new REGISTER request. This request is sent to the same P-CSCF with which the UE initially registered. The P-CSCF maintains the same binding between the public user address (user1_public1@home1.net) and the host (terminal) address ([5555::aaa:bbb:ccc:ddd]) which it established during the original registration. 

Table 6.3-1 REGISTER (UE to P-CSCF)

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>

Contact: sip:[5555::aaa:bbb:ccc:ddd]

Call-ID: apb03a0s09dkjdfglkj49111
Authorization: eap eap-p=base64(user1_private1@home1.net)
CSeq: 3 REGISTER

Expires: 7200

Content-Length: 0

The header field usage is the same as for the initial registration scenario:

From:
This indicates the public user identity originating the REGISTER request. The public user identity may be obtained from the USIM.

To:
This indicates public user identity being registered. This is the identity by which other parties know this subscriber.

Contact:
This indicates the point-of-presence for the subscriber – the IP address of the UE. This is the temporary identifier for the subscriber that is being registered. Subsequent requests destined for this subscriber will be sent to this address. This information is stored in the P-CSCF.

Editor’s note: It is for further study whether this information is stored in the HSS and the S-CSCF for the subscriber in order to support multiple registrations.

Authorization:
It carries authentication information. The private user identity (user1_private1@home1.net)  is carried in the user ID field of the extensible authentication protocol (EAP).

Note: The actual Authorization header value may look like this as it is in base64 form: 

Authorization: eap eap-p=QWxhZGRpbjpvcGVuIHNlc2FtZQ==

Request-URI:
The Request-URI (the URI that follows the method name, “REGISTER”, in the first line) indicates the destination domain of this REGISTER request. The rules for routeing a SIP request describe how to use DNS to resolve this domain name (“home1.net”) into an address or entry point into the home operator’s network (the I-CSCF). This information is stored in the USIM.


Upon receiving this request the P-CSCF will detect that it already has a registration record for this UE and will reset it’s SIP registration timer for this UE to the Expires time in this request.

2.
DNS: DNS-Q

Based on the user’s URI, the P-CSCF determines that UE is registering from a visiting domain and performs a DNS query to locate the I-CSCF in the home network. The look up in the DNS is based on the address specified in the Request URI. The DNS provides the P-CSCF with an address of the I-CSCF in the home network. The P-CSCF must not use the I-CSCF address cached as a result of the previous registration. 

3.
REGISTER request (P-CSCF to I-CSCF) – see example in Table 6.3-3

This signalling flow shows the REGISTER request being forward from the P-CSCF to the I-CSCF in the home domain.

Table 6.3-3 REGISTER request (P-CSCF to I-CSCF)

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require: path

Require: path

From: 

To: 

Contact: 

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path:
This is the address of the P-CSCF and is included to inform the S-CSCF where to route terminating sessions.

Require, Proxy-Require:
These headers are included to ensure that the recipient correctly handles the Path header. If the recipient does not support the path header, a response will be received with a status code of 420 and an Unsupported header indicating “path”. Such a response indicates a misconfiguration of the routing tables and the request has been routed outside the IM CN subsystem.

4.
Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user identity, public user identity and visited domain name to the HSS. Because the user has registered, the HSS returns the I-CSCF with the S-CSCF address for the subscriber.


For detailed message flows see [29.228].


For the parameters in the REGISTER message (flow 3) which need to be sent to HSS, see table 6.2-6a.


Table 6.3-4a provides the parameters in the REGISTER (flow 5) message which are obtained from the information sent back from the HSS.

Table 6.3-4a Cx: User registration status query procedure (HSS to S-CSCF)

	Message source & destination
	Cx Information element name
	Mapping to SIP header in REGISTER
	Description

	HSS to S-CSCF
	S-CSCF name
	Request-URI:
	This information indicates the serving CSCF’s name of that user


5.
REGISTER request (I-CSCF to S-CSCF) – see example in Table 6.3-5

This signalling flow forwards the REGISTER request from the I-CSCF to the S-CSCF selected. The Request-URI is changed to the address of the S-CSCF. 

Table 6.3-5 REGISTER request (I-CSCF to S-CSCF)

REGISTER sip: scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip: pcscf1.visited1.net>

Proxy-require:

Require:

From: 

To: 

Contact: 

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path: 
The S-CSCF stores the contents of the Path headers and uses these addresses for routing mobile terminated sessions.


Upon receiving this request the S-CSCF will detect that it already has a registration record for this UE and will reset it’s SIP registration timer for this UE to the Expires time in this request.
6.
Cx: Authentication procedure

On receiving a REGISTER from a registered user, the S-CSCF may use the following procedure to determine the authentication vector(s), if necessary, to be used in the authentication challenge to the user.


For detailed message flows see [29.228].


Table 6.3-6a provides the parameters in the REGISTER message (flow 5) which need to been sent to HSS.

Table 6.3-6a Cx: S-CSCF authentication information procedure (S-CSCF to HSS)

	Message source & destination
	Cx Information element name
	Information Source in REGISTER
	Description

	S-CSCF to HSS
	Public User Identify
	To:
	Identity which is used to  communicate with other users

	
	Private User Identity
	Authorization:
	The Private User Identity is encoded according to the Authorization protocol. 


7. Authentication vector selection

The S-CSCF selects an authentication vector for use in the authentication challenge. 
For detailed description of the authentication vector, see [33.203].
Editor’s Note:

The authentication vector may be of the form [33.203] (if IMS AKA is the selected authentication scheme):  

AV = RANDn||AUTNn||XRESn||CKn||IKn   where

RAND:
random number used to generate the XRES, CK, IK, and part of the AUTN. It is also used to generate the RES at the UE.

AUTN:
Authentication token (including MAC and SQN) 

XRES:
Expected (correct) result from the UE

CK:
Cipher key (optional)

IK:
Integrity key

8.

401 Unauthorized (S-CSCF to I-CSCF) – see example in Table 6.3-8


The authentication challenge is sent in the 401 Unauthorized message towards the UE.

Table 6.3-8: 401 Unauthorized (S-CSCF to i-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Contact: <sip:[5555::aaa:bbb:ccc:ddd]>

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN)

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

Note: The actual WWW-Authenticate header value may look like this as it is in base64 form: WWW-Authenticate: eap eap-p=QWxh4ZGRpb2jpvcGVuNlctZQ==
Editor’s Note: The mechanism to transport the session keys (IK and optionally, CK) from the S-CSCF to the P-CSCF is FFS.

9.

401 Unauthorized (I-CSCF to P-CSCF) – see example in Table 6.3-9


The authentication challenge is sent in the 401 Unauthorized message towards the UE.

Table 6.3-9: 401 Unauthorized (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Contact: 

Call-ID: 

WWW-Authenticate:

CSeq: 

Expires: 

Content-Length:

10.

401 Unauthorized (P-CSCF to UE) – see example in Table 6.3-10


The P-CSCF removes any keys received in the 401 Unauthorized response and forwards the rest of the response to the UE.

Table 6.3-10: 401 Unauthorized (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Contact: 

Call-ID: 

WWW-Authenticate: eap eap-p=base64(user1_private1.home1.net, RAND, AUTN)

CSeq: 

Expires: 

Content-Length: 

11. Generation of response and session keys at UE

Upon receiving the challenge, the UE takes the AUTN, which includes a MAC and the SQN. The UE calculates the XMAC and checks that XMAC=MAC and that the SQN is in the correct range. If both these checks are successful the UE calculates the response, RES, puts it into the Authorization header and sends it back to the registrar in the REGISTER message.

12.

REGISTER request (UE to P-CSCF) – see example in Table 6.3-12

Table 6.3-12 REGISTER request (UE to P-CSCF)

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>

Contact: <Sip:[5555::aaa:bbb:ccc:ddd]>

Call-ID: apb03a0s09dkjdfglkj49112

Authorization: eap eap-p=base64(user1_private1@home1.net, RES)

CSeq: 4 REGISTER

Expires: 7200

Content-Length: 0

Authorization:
It carries the response to the authentication challenge received in step 11 along with the private user identity in base64 format.

13.
DNS: DNS-Q

Based on the user’s URI, the P-CSCF determines that UE is registering from a visiting domain and performs a DNS query to locate the I-CSCF in the home network. The look up in the DNS is based on the address specified in the Request URI. 


The P-CSCF sends the REGISTRATION request - after local processing - to the address indicated in the Request-URI. When forwarding the REGISTRATION request the P-CSCF needs to specify the protocol, port number and IP address of the I-CSCF server in the home network to which to send the REGISTRATION request. The P-CSCF tries to find this information by querying the DNS. Since the Request-URI does not specify the transport protocol the, P-CSCF selects the UDP.

Table 6.3-13a DNS: DNS Query (P-CSCF to DNS)

OPCODE=SQUERY

QNAME=__sip._udp.registrar.home1.net, QCLASS=IN, QTYPE=SRV

The DNS records are retrieved according to RFC2782 [4].

Table 6.3-13b DNS Query Response (DNS to P-CSCF)

OPCODE=SQUERY, RESPONSE, AA
QNAME=__sip._udp.registrar.home1.net, QCLASS=IN, QTYPE=SRV

_sip._udp.registrar.home1.net    

0 IN SRV 1 10 5060 icscf1_p.home1.net

                                        0 IN SRV 1  0 5060 icscf7_p.home1.net 

icscf1_p.home1.net                 0 IN AAAA     5555::aba:dab:aaa:daa

icscf7_p.home1.net                 0 IN AAAA     5555::a1a:b2b:c3c:d4d


In the Answer field of the query-response each I-CSCF is identified by its host domain name. The returned SRV Resource Records (RRs) are merged and ordered, and the selection technique (employing the Priority and Weight parameters returned in the RRs) as specified in RFC2782 [4] is used to select the I-CSCF (i.e., the icscf1_p.home1.net). Since the Additional Data field of the query-response also contains the IP address of the selected I-CSCF (i.e., 5555::aba:dab:aaa:daa), a new query to the DNS is not required. 


Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTRATION request to this IP address (i.e., 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060. 

14.
REGISTER request (P-CSCF to I-CSCF) – see example in Table 6.2-14

This signalling flow shows the REGISTER being forwarded from the P-CSCF to the I-CSCF in the home domain.

Table 6.3-14 REGISTER request (P-CSCF to I-CSCF) 

REGISTER sip:registrar.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require: path

Require: path

From: 

To: 

Contact:

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path:
This is the address of the P-CSCF and is included to inform the S-CSCF where to route terminating sessions.

15.
Cx: User registration status query procedure
The I-CSCF requests information related to the Subscriber registration status by sending the private user identity, public user identity and visited domain name to the HSS. Because the user has registered, the HSS returns the I-CSCF with the S-CSCF address for the subscriber.


For detailed message flows see [29.228].


For the parameters in the REGISTER message (flow 14) which need to be sent to HSS, see table 6.2-6a.


Table 6.3-4a provides the parameters in the REGISTER (flow 16) message which are obtained from the information sent back from the HSS.

16.
REGISTER request (I-CSCF to S-CSCF) – see example in Table 6.3-16

This signalling flow forwards the REGISTER from the I-CSCF to the S-CSCF selected.

Table 6.3-16 REGISTER request (I-CSCF to S-CSCF)

REGISTER sip: scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:pcscf1.visited1.net>

Proxy-require:

Require:

From: 

To: 

Contact: 

Call-ID: 

Authorization: 

CSeq: 

Expires: 

Content-Length: 

Path: 
The S-CSCF stores the contents of the Path headers and uses these addresses for routing mobile terminated sessions.

17. Authentication

Upon receiving the response, RES, the S-CSCF retrieves the active XRES for that user and checks if XRES=RES. If the check is successful then the user has been authenticated and the public user identity is registered in the S-CSCF.

18.
Cx: S-CSCF registration notification procedure

On registering a user the S-CSCF shall inform the HSS that the user has been re-registered at this instance. The HSS stores the S-CSCF name for that subscriber.


For detailed message flows see [29.228].

For the parameters in the REGISTER message (flow 5) which need to be sent to HSS, see table 6.2-20a.
19.
Cx: User profile download procedure

As part of the registration procedure (see [5]) S-CSCF downloads subscriber data and service related information from the HSS. The HSS returns the subscriber’s profile to the S-CSCF. The S-CSCF shall store the subscriber profile for that indicated user.


For detailed message flows see [29.228].


For the parameters in the REGISTER message (flow 16) which need to be sent to HSS, see table 6.2-21a
20.
200 OK response (S-CSCF to I-CSCF) – see example in Table 6.3-20

The S-CSCF sends acknowledgment to the I-CSCF indicating that Registration was successful. This response will traverse the path that the REGISTER request took as described in the Via list.

Table 6.3-20 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1_p.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip: scscf1.home1.net>, <sip: pcscf1.visited1.net>

From: 

To: 
Call-ID: 
Contact: sip:[5555::aaa:bbb:ccc:ddd]
CSeq: 

Date: Wed, 11 July 2001 08:49:37 GMT

Expires: 7200
Content-Length: 

Path: 
The S-CSCF inserts its own name to the front of the list.

21.
200 OK response (I-CSCF to P-CSCF) – see example in Table 6.3-21

The I-CSCF forwards acknowledgment from the S-CSCF to the P-CSCF indicating that Registration was successful. This response will traverse the path that the REGISTER request took as described in the Via list.

Table 6.3-21 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:scscf1.home1.net, <sip: pcscf1.visited1.net>

From: 

To: 
Call-ID: 
Contact:
CSeq: 

Date: 

Expires: 

Content-Length: 

22.
200 OK response (P-CSCF to UE) – see example in Table 6.3-22

The P-CSCF removes its address from the Path header, reverses the order of the fields, saves the resulting Path header and associates it with the UE. The P-CSCF then removes the Path header from the 200 OK response. The P-CSCF then forwards acknowledgment from the I-CSCF to the UE indicating that Registration was successful. 

Table 6.322 200 OK response (P-CSCF to UE)

SIP/2.0 200 OK

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID:
Contact:  

CSeq: 

Date: 

Expires: 

Content-Length: 
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