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1. Introduction

This document aims at clarifying some issues related to the ciphering function of GPRS. The purpose is to establish a common understanding of these issues and, therefore, avoid interoperability problems.

Ciphering is implemented at the LLC layer according to the following diagram (extracted from TS 04.64, Annex A). Each LLC PDU (Unciphered Frame), which has to be ciphered before transmission, is XOR’d with the Output of the Ciphering Algorithm (e.g. GEA/1, GEA/2, etc).
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When the Unciphered Frame is an LLC UI frame, then the INPUT parameter shall be derived from the following equation:

INPUT = ((IOV‑UI ( SX) + LFN + OC) modulo 232


(1)

When the Unciphered Frame is an LLC I frame, then the INPUT parameter shall be derived from the following equation:

INPUT = (IOV‑I + LFN + OC) modulo 232



(2)

Where:

-
IOV‑UI is a 32 bit random value generated by the SGSN; referred to as Input Offset Value for UI frames.

-
IOV‑I is a 32 bit random value generated by the SGSN; referred to as Input Offset Value for I frames.

-
LFN is the LLC frame number in the LLC frame header. LFN is a binary value with a length of nine bits. For I frames, N(S) shall be used as the LFN. For UI frames, N(U) shall be used as the LFN.

-
OC is a binary overflow counter that is calculated and maintained independently at the sending and receiving sides. The length of OC is 32 bits. There are four OC counters associated with each DLCI; two for unacknowledged information transfer (one for each direction of transmission), and two for acknowledged information transfer (one for each direction of transmission). An OC for acknowledged operation shall be set to 0 whenever ABM operation is (re‑)established for the corresponding DLCI. OC shall be incremented by 512 every time when the corresponding LFN rolls over, i.e., when LFN exhausts its modulo and restarts counting from 0, so that OC and LFN when added together in effect is a 32 bit modulo 232 counter.

-
SX is a 32 bit SAPI XOR mask calculated as follows: SX = 227 • SAPI + 231.

-
+ is the binary addition operation.

-
( is the bitwise XOR operation.

2. Fundamental Requirements for GPRS Ciphering

There are two fundamental requirements applicable to GPRS ciphering. They are indicated below as R1 and R2.

R1- The same (Kc, INPUT, DIRECTION) triplet shall never be used to encipher two (or more) different LLC frames.

Since DIRECTION is constant (but different in the uplink and downlink directions), R1 can be interpreted as follows:

· As long as Kc does not change, the same INPUT shall never be used to encipher two (or more) different LLC frames. 

· However, if Kc changes at some point, then the same INPUT may be used to encipher two (or more) different LLC frames.

R2- The triplet (Kc, INPUT, DIRECTION) in the MS and the SGSN must be synchronized. This effectively means that the value of INPUT must be the same in the MS and in the SGSN.

TS 04.64, especially section 8.9.2, aims to reflect the above requirements.

3. Handling of Ciphering parameters

The table below shows how the ciphering parameters should be handled in accordance with 04.64. The scenario considered in this table focuses on the ciphering of LLC I frames exchanged between two peer LLEs operating in ABM mode. It is noted that, a similar scenario could be considered for the ciphering of LLC UI frames exchanged between two peer LLEs operating in ADM mode. 

	Step
	Ciphering Key
	INPUT
	Comments

	
	Kc
	IOV-I + N(s) + OC
	

	1
	ABM establishment
	A new LLC connection is established between two peer LLEs

	2
	Kc(1)
	IOV-I(1) + 0 + 0
	First LLC I frame is ciphered with these parameters

	3
	Kc(1)
	IOV-I(1) + 1 + 0
	2nd LLC I frame

	4
	Kc(1)
	IOV-I(1) + 2 + 0
	3rd LLC I frame

	5
	Kc(1)
	IOV-I(1) + …
	Several other frames enciphered

	6
	Kc(1)
	IOV-I(1) + 511 + 0
	512nd LLC I frame 

	7
	Kc(1)
	IOV-I(1) + 0 + 512
	513rd LLC I frame

	8
	Kc(1)
	IOV-I(1) + …
	Several other frames enciphered

	9
	Kc(1)
	IOV-I(1) + 100 + 512
	

	10
	ABM re-establishment
	V(s)=0, OC=0

Since “ABM is re-established for an LLE, and Kc is not changed since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.” See 04.64, section 8.9.2

	11
	Kc(1)
	IOV-I(2) + 0 + 0
	If no new IOV-I was negotiated, this LLC frame would be enciphered with the same parameters as the frame in step 2.

	12
	Kc(1)
	IOV-I(2) + 1 + 0
	next LLC I frame is ciphered with these parameters

	13
	Kc(1)
	IOV-I(2) + …
	Several other frames enciphered

	14
	Kc(1)
	IOV-I(2) + 10 + 1024
	Next frame

	15
	Re-authentication and Kc changes

(first inter-SGSN RAU)
	A new SGSN authenticates the mobile and Kc changes to Kc(2). 

In this case, “negotiation of IOV-I may be omitted and the default value applied”. See 04.64, section 8.9.2.

The default IOV-I value shall be used to synchronize IOV-I between the mobile and the new SGSN.

	16
	ABM re-establishment

(first inter-SGSN RAU)
	V(s)=0, OC=0

Since “Kc has changed since ABM was last (re‑)established for this LLE, then IOV‑I negotiation may be omitted.” See section 04.64, 8.9.2

	17
	Kc(2)
	IOV-I(d) + 0 + 0
	IOV-I(d) is the default IOV-I value. 

	18
	Kc(2)
	IOV-I(d) + …
	Several other frames enciphered.

	19
	Kc(2)
	IOV-I(d) + 55 + 512
	

	20
	Re-authentication and Kc does not change

(second inter-SGSN RAU)
	A new SGSN authenticates the mobile and Kc does not change. In this step, no parameters are modified.

NOTE: The new SGSN receives Kc(2) from the old SGSN.

	21
	ABM re-establishment

(second inter-SGSN RAU)
	V(s)=0, OC=0

Since “ABM is re-established for an LLE, and Kc is not changed since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.” See 04.64, section 8.9.2

	22
	Kc(2)
	IOV-I(3) + 0 + 0
	Next frame. Note that, the frame in step 17 was enciphered with different parameters.

	23
	Kc(2)
	IOV-I(3) + …
	Several other frames enciphered

	24
	Kc(2)
	IOV-I(3) + 55 + 512
	Next frame

	25
	Re-authentication and Kc does not change

(same SGSN)
	The current SGSN re-authenticates the mobile and Kc remains equal to Kc(2). No parameters are modified.

	26
	Kc(2)
	IOV-I(3) + 56 + 512
	Next frame

	27
	Kc(2)
	IOV-I(3) + …
	Several other frames enciphered

	28
	Kc(2)
	IOV-I(3) + 12 + 1024
	Next frame

	29
	ABM re-establishment
	V(s)=0, OC=0

Since “ABM is re-established for an LLE, and Kc is not changed since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.” See 04.64, section 8.9.2

	30
	Kc(2)
	IOV-I(4) + 0 + 0
	Next frame

	31
	Kc(2)
	IOV-I(4) + 1 + 0
	Next frame

	32
	Kc(2)
	IOV-I(4) + 2 + 0
	Next frame

	33
	Re-authentication and Kc changes

(same SGSN)
	The current SGSN re-authenticates the mobile and Kc changes to Kc(3). 

In this case, “negotiation of IOV-I may be omitted and the default value applied”. See 04.64, section 8.9.2.

NOTE: Since IOV-I is already synchronized between the MS and the SGSN, there’s no need to apply the default IOV-I value. However, the mobile does not know if it is authenticated by a new SGSN or not and that’s why the default IOV-I value is applied.

	34
	Kc(3)
	IOV-I(d) + 0 + 0
	Next frame

	35
	Kc(3)
	IOV-I(d) + …
	Next frame

	36
	Kc(3)
	IOV-I(d) + 11 + 512
	Next frame

	…
	…
	…
	…


From the above table it is evident that, no LLC frame is enciphered with the same ciphering parameters used before to encipher a different LLC frame, i.e. the requirement R1 is met.

4. Implications from the violation of 04.64 ciphering principles

In this section we show that if the principles specified in 04.64, section 8.9.2, are not followed, then the fundamental ciphering requirement R1 (as defined in section 2) will not be met.

The table below considers again the same scenario discussed in the previous section. However, now the following wrong principles are assumed (see N1-011846):

P1- After an assignment of Kc (irrespective of a change of Kc), the IOV-I value shall be set to the default and a new negotiation of the IOV-I may be omitted. (Note that, a Kc is assigned to the LLC layer after an authentication procedure is carried out).

P2- If ABM is re-established, and Kc was not assigned since ABM was last (re-)established, then a random IOV-I value shall be negotiated.

	Step
	Ciphering Key
	INPUT
	Comments

	
	Kc
	IOV-I + N(s) + OC
	

	1
	ABM establishment
	A new LLC connection is established between two peer LLEs

	2
	Kc(1)
	IOV-I(1) + 0 + 0
	First LLC I frame is ciphered with these parameters

	3
	Kc(1)
	IOV-I(1) + 1 + 0
	2nd LLC I frame

	4
	Kc(1)
	IOV-I(1) + 2 + 0
	3rd LLC I frame

	5
	Kc(1)
	IOV-I(1) + …
	Several other frames enciphered

	6
	Kc(1)
	IOV-I(1) + 511 + 0
	512nd LLC I frame 

	7
	Kc(1)
	IOV-I(1) + 0 + 512
	513rd LLC I frame

	8
	Kc(1)
	IOV-I(1) + …
	Several other frames enciphered

	9
	Kc(1)
	IOV-I(1) + 100 + 512
	

	10
	ABM re-establishment
	V(s)=0, OC=0

ABM is re-established and Kc is not assigned since the last ABM establishment. A new random IOV-I is negotiated (see P2).

	11
	Kc(1)
	IOV-I(2) + 0 + 0
	Next frame

	12
	Kc(1)
	IOV-I(2) + 1 + 0
	Next frame

	13
	Kc(1)
	IOV-I(2) + …
	Several other frames enciphered

	14
	Kc(1)
	IOV-I(2) + 10 + 1024
	Next frame

	15
	Re-authentication and Kc changes

(first inter-SGSN RAU)
	A new SGSN authenticates the mobile and Kc changes to Kc(2). The default IOV-I value is applied (see P1).

Since Kc has changed, there’s no need to change IOV-I too.

	16
	ABM re-establishment

(first inter-SGSN RAU)
	V(s)=0, OC=0

ABM is re-established and Kc has been assigned since the last ABM establishment. No action.

	17
	Kc(2)
	IOV-I(d) + 0 + 0
	IOV-I(d) is the default IOV-I value.

	18
	Kc(2)
	IOV-I(d) + …
	Several other frames enciphered

	19
	Kc(2)
	IOV-I(d) + 55 + 512
	Next frame

	20
	Re-authentication and Kc does not change

(second inter-SGSN RAU)
	A new SGSN authenticates the mobile and Kc does not change. The default IOV-I value is applied (see P1).

	21
	ABM re-establishment

(second inter-SGSN RAU)
	V(s)=0, OC=0

ABM is re-established and Kc has been assigned since the last ABM establishment. No action.

	22
	Kc(2)
	IOV-I(d) + 0 + 0
	Same ciphering parameters with step 17.

	23
	Kc(2)
	IOV-I(d) + …
	Same ciphering parameters with step 18.

	24
	Kc(2)
	IOV-I(d) + 55 + 512
	Same ciphering parameters with step 19.

	25
	Re-authentication and Kc does not change

(same SGSN)
	The current SGSN re-authenticates the mobile and Kc remains equal to Kc(2). The default IOV-I value is applied (see P1).

	26
	Kc(2)
	IOV-I(d) + 56 + 512
	Next frame

	27
	Kc(2)
	IOV-I(d) + …
	Several other frames enciphered

	28
	Kc(2)
	IOV-I(d) + 12 + 1024
	Next frame

	29
	ABM re-establishment
	V(s)=0, OC=0

ABM is re-established and Kc has been assigned since the last ABM establishment. No action.

	30
	Kc(2)
	IOV-I(d) + 0 + 0
	Same ciphering parameters used before.

	31
	Kc(2)
	IOV-I(d) + 1 + 0
	Same ciphering parameters used before.

	32
	Kc(2)
	IOV-I(d) + 2 + 0
	Same ciphering parameters used before.

	33
	Re-authentication and Kc changes

(same SGSN)
	The current SGSN re-authenticates the mobile and Kc changes to Kc(3). The default IOV-I value is applied.

	34
	Kc(3)
	IOV-I(d) + 3 + 0
	Next frame

	35
	Kc(3)
	IOV-I(d) + …
	Next frame

	36
	Kc(3)
	IOV-I(d) + 11 + 512
	Next frame

	…
	…
	…
	…


As shown in the table above, the wrong principles (P1, P2) assumed before:

1) Violate the requirement R1, and

2) In many cases, they result in unnecessary changes of both Kc and IOV-I values.
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