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Introduction

At the CN1#20bis meeting it was agreed to add a mandatory Authentication header to the REGISTER method. This header contains the Private ID of the user, enabling this to be used for authentication of the user on registration.

This document explores the need for a similar Authentication header with Private ID to be added to other SIP methods.

Access Security

It is clear that, for example, a SIP INVITE can include in the From field a public ID. This will be transferred to the final recipient of the INVITE. It is then possible for that recipient to attempt to fake an INVITE using this public ID. If the public ID is used, e.g. to route billing information, this will clearly allow one user to perform transactions that will be billed to someone else. Clearly other abuses of the system are also possible if a user can make it appear that they are someone else.

SA3 specification 33.203, ref 2, clearly indicates that there is a need to have an integrity mechanism between the UE and P-CSCF. This integrity mechanism must allow the P-CSCF to ensure that any particular message is from the indicated source.

The P-CSCF will be aware of the authentication parameters exchanged during the REGISTER and can therefore use these to integrity check subsequent SIP messages. These authentication parameters are related to a users private ID (IMPI). The P-CSCF is not aware of public ID’s that the user has registered.

Requirements

There are two specific requirements that can be identified from the above discussion 

1. Each SIP message must uniquely identify the subscriber. Hence, either a) each SIP message must include IMPI, or b) P-CSCF needs to know which public ID’s are registered and which IMPI they relate to (as integrity keys are related to a particular IMPI). 

2. The identity of the subscriber in each SIP message to the P-CSCF must be authenticated.
Issues

In regard to the first requirement identified above, neither mechanism is currently specified.

In regard to the second requirement, SA3 are considering two possible mechanisms, both of which are described in Annex C of 33.203.  The first is an IP level security option utilising IPsec (or part of IPsec capabilities) and the second is SIP level.

If the IP level security option is selected then it would only protect from the issues raised in this document if it is possible to relate the identity at the IP layer up to the SIP layer. This should be raised with SA3 to confirm this possibility, and recommend that SIP layer integrity mechanism should be applied if the IPsec solution is not suitable.

Conclusion

This document has highlighted the need for this integrity mechanism in SIP messages, and CN1 needs to make two decisions –

1. It must be decided whether the IMPI is included in each SIP message, or if the P-CSCF needs to be made aware of the registered public ID’s by the S-CSCF. If the IMPI is to be included then the SIP header to be used for this must be identified and made mandatory. If the second option is selected then the mechanism by which the S-CSCF makes the P-CSCF aware of the registered public ID’s must be defined.

2. A mechanism to carry authenticated subscriber identity information in each SIP message must be identified.

It is also proposed that a liaison is sent to SA3 highlighting the integrity issue raised above regarding IPsec and SIP layer integrity and requesting their opinion.

