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Introduction

At the CN1 meeting in Brighton the S-CSCF requirements for network initiated re-authentication were added to Annex A of 24.229, as defined in ref 1.

This contribution proposes equivalent requirements to be added to the UE procedures section. The proposal allows the UE to indicate to the network that it has rejected the authentication challenge, and limits the number of times this will be done before the UE starts to ignore the invalid challenges.

The requirement for the UE to authenticate the network is clearly stated in TS33.203, ref 2.

Proposal

The following changes are proposed to be included in Annex A of 24.229  in section 11.1.1.3 –

11.1.1
Registration and authentication

Editor’s Note: Normal and Exceptional Procedures might be splitted in sub-sections of the following clauses. This is true for all of the sub-sections 

The UE shall register public user identities (see Table 5.3/1 and dependencies on that major capability).

11.1.1.1
Initial registration

Editor’s Note: mobile needs to do subscription to the nwinitdereg event (if wishes) after registration. A link is needed here to point to 9.1.2, where this procedure is described.

The UE can register a public user identity at any time that a valid PDP context exists.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain a public user identity of the subscriber. This can be extracted from the USIM, or may be input by the end user;

c)
the To header shall contain a public user identity of the subscriber. This can be extracted either from the USIM, or may be input by the end user;

d)
the Expires header, or the expires parameter within the Contact header, may contain any value desired for the duration of the registration.

NOTE:
The registrar (S-CSCF) might adjust the duration of the registration in accordance with network policy.

The use of the Path header shall not be supported by the UE. 
On receiving the 200 OK response to the REGISTER request, the UE shall store the expiration time of the registration.

11.1.1.2
User-initiated re-registration

The UE can reregister a public user identity at any time. The UE shall reregister before the expiration time of a previous registration, unless either the user or the application within the UE has determined that a continued registration is not required.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain a public user identity of the subscriber. This can be extracted from the USIM, or may be input by the end user;

c)
the To header shall contain a public user identity of the subscriber. This can be extracted either from the USIM, or may be input by the end user;

d)
the Expires header, or the expires parameter within the Contact header, may contain any value desired for the duration of the registration.

NOTE:
The registrar (S-CSCF) might adjust the duration of the registration in accordance with network policy.

On receiving the 200 OK response to the REGISTER request, the UE shall store the new expiration time of the registration for this public user identity.

The use of the Path header shall not be supported by the UE. 

11.1.1.3
Network-initiated re-authentication

A UE shall reject the network authentication challenge if the challenge that has been received is deemed invalid. In such a case the UE shall signal to the network that the challenge has been rejected. A UE shall only respond to the first two consecutive instances of this, subsequent challenges will be analysed, and if invalid shall be ignored.


