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Introduction

This contribution raises some of the open issues on network configuration hiding for discussion in CN1#20 bis meeting. 

Issues List

1. Gateway I-CSCF and THIG

Now that the term “Firewall I-CSCF” has been replaced with the term “THIG”, some clarification is still needed with regard the role of Gateway I-CSCF in network configuration hiding. In the existing call flows for hiding case in 24.228, gateway I-CSCF is used for network configuration hiding function, e.g., in the case of Registration and S-CSCF to S-CSCF procedure. Is it the working assumption that for hiding case gateway I-CSCF will always perform the THIG function?

2. Multiple I-CSCF and Encryption Key Distribution

According to the existing hiding call flows in 24.228, the encrypting and decrypting I-CSCF is the same logical node, i.e., the encrypting I-CSCF put its SIP URL in the Record-Route or Path header and it address in the Via header so that future Request or Response for the dialog will always come back to this logical I-CSCF. Since I-CSCF might be configured in a load balancing configuration, i.e., the same logical I-CSCF address might be resolved to multiple different physical nodes (may from different vendors). It is the current working assumption that a standardized encryption algorithm to be defined for network configuration hiding. However, it is still an open question if a key distribution mechanism is needed among those physical nodes that have the same logical address. An alternative is to have the encryption key be part of the manual configuration for load balancing. It is recommended that CN1 to discuss the issue to see if there is any real need for a key distribution mechanism. A related but more general issue, how do we do load balancing if I-CSCF is a stateful proxy?

3. Loop Detection

With the adoption of the working assumption that the I-CSCF will encrypt all the addresses in Via, Record-Route or Route headers that matches the same operator network domain, the question remains how will loop detection be performed? Loop is an error condition that can happen. In the following example (loop), I-CSCF1 encrypts the P-CSCF and S-CSCF1 addresses in Via header, how will S-CSCF1 detect the loop?

UA – P-CSCF1---S-CSCF1---I-CSCF1---I-CSCF2---S-CSCF2




|



        |





---------I-CSCF11---------------------

4. Need to identify an encrypted SIP URI or address?

In the original Via hiding scheme in RFC2543, the encrypted Via header entry is always identified with a parameter “Hidden”. Do we see a need for a similar parameter?

Let’s see a silly example, if I-CSCF1 encrypts the Record-Route headers for home1.net and send the request to home2.net. What happens if the encrypted string from I-CSCF1 happens ends with home2.net (unlikely, but I said it’s silly!)? Will the encrypted string be encrypted again by an I-CSCF2 in home2.net with the current working assumptions?

5. I-CSCF (THIG) handle of Spiral Request

Let’s look at the following spiral case:
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Normally when I-CSCF1 receives a request from another domain, it will decrypt the top most entry in the Route header. However, in the above spiral case, I-CSCF1 should not to the decryption? How will I-CSCF1 distinguish those two cases?
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