3GPP TSG-CN1 Meeting #20
Tdoc N1-011506

Brighton, England, 15.-19. October 2001
Source:
Ericsson, Nokia

Title:
Network Initiated Authentication using REFER
Agenda item:
8.7 IMS Authentication

Document for:
APPROVAL
Introduction

This contribution studies a realisation Network Initiated Authentication. SA3 has sent an LS (S3z010129) to CN1 where it asks CN1 to study a realisation to re-authenticate a user.
Discussion

There have been some discussions about the most appropriate mechanism to realise the Network Initiated Authentication. There are, at least, two proposals:

1. Based on SUBSCRIBE/NOTIFY

2. Based on REFER

Proposal  number 1 seems to be not enough for the Network Initiated Authentication. The SUBSCRIBE/NOTIFY [1] provides a mechanism where a user can be informed that some event has happened. For instance, it can be used to inform a user that he is not registered to the network anymore. However, in the case of a Network Initiated Authentication the purpose is not to inform a user, but to instruct him/her to start the authentication mechanism (in 3GPP, tied to the registration procedure).

Further more, the SUBSCRIBE/NOTIFY solution would require the UE to subscribe to its registration status. This is actually an option for the UE. If 3GPP mandates that the UE subscribes to its registration status, it will generate more traffic at registration time and it will require refreshing those subscriptions as well.

Proposal number 2, based on the user of the REFER method [2] fits perfectly for the purpose of a Network Initiated Authentication.  According to the REFER Internet Draft [2], 

"The REFER method indicates that the recipient (identified by the Request-URI) should contact a third party using the contact information provided in the method. " 

The semantics of the REFER method above seems to show that a UE, upon the reception of a REFER method, has to start the authentication procedure. As in 3GPP the authentication is done at registration time, the REFER method instructs the user to send a new REGISTER to the S-CSCF.

The rest of this contribution shows an example of the use of the REFER method to provide Network Initiated Authentication. 

Proposal

It is proposed to add a new subclause 6.9 to 24.228 v1.5.0. Similarly, it is proposed to add a new subclause 16.7 for the hiding cases.

6.9
Network Initiated Authentication

This section describes the Network Initiated Authentication procedure. In IMS, Authentication is performed as registration time. Therefore, the Network Initiated Authentication procedure involves a re-registration initiated by the user.

At any time, a network operator may want to authenticate a user. This might happen, after long periods of time between registrations, after long calls, etc. The procedure to achieve the Network Initiated Authentication is shown in the following figure.

The Network Initiated Authentication procedure consists of three steps:

1. The S-CSCF sends a REFER to the UE to instruct it to re-REGISTER.

2. The UE re-REGISTERs according to the procedures described in the subclause 6.3, Registration signalling, user currently registered.

3. The UE sends a NOTIFY to the S-CSCF to inform the result of the re-registration.

The flow assumes that the user is already registered to the network.
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1.
REFER (S-CSCF to P-CSCF) – see example in Table 6.9-1

The S-CSCF wants to re-authenticate the user. It sends a SIP REFER method to the user. The message is sent first to the P-CSCF.

Table 6-9-1: REFER (S-CSCF to P-CSCF)

REFER sip:pcscf1.visited1.net SIP/2.0
Via: SIP/2.0/UDP scscf1.home1.net

Route: sip:[5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=33377

To: <sip:user1_public1@home1.net>

Contact: sip:user1_public1@scscf1.home1.net

Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 73 REFER

Refer-To: sip:registrar.home1.net;method=REGISTER

Referred-by: sip:scscf1.home1.net

Content-Length: 0

Contact:  
contains the SIP URL of the S-CSCF sending the REFER.

Refer-To:
contains the SIP URL of the registrar. It contains also the name of the method that the UE needs to send to that SIP URL.

Referred-by:
contains the SIP URL of the S-CSCF sending the REFER request.

Route:
built from the registration information at the S-CSCF.

2.
REFER (P-CSCF to UE) – see example in Table 6.9-2

The P-CSCF forwards the REFER method to the UE.

Table 6.9-2: REFER (P-CSCF to UE)

REFER sip:[5555::aaa:bbb:ccc:ddd] SIP/2.0
Via: SIP/2.0/UDP pcscf1.visited1.net

From: 

To: 

Contact: 

Call-ID: 

CSeq: 

Refer-To: 

Referred-by: 

Content-Length: 

3.

SIP 202 Accepted response (UE to P-CSCF) – see example in Table 6.9-3

The UE generates a 202 Accepted response to the REFER.

Table 6.9-3 SIP 202 Accepted response (UE to P-CSCF)  

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP pcscf1.visited1.net

From:

To: <sip:user1_public1@home1.net>;tag=999000

Call-ID:

CSeq:

Content-Length: 0

4.     SIP 202 Accepted response (P-CSCF to S-CSCF) – see example in Table 6.9-4

The P-CSCF forwards the 202 Accepted to the S-CSCF.

Table 6.9-4 SIP 202 Accepted response (P-CSCF to S-CSCF)  

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP scscf1.home1.net

From:

To:

Call-ID:

CSeq:

Content-Length:

At this stage, the UE honors the REFER and sends a REGISTER as described in the section 6.3, Registration signalling, user currently registered.

Once the 200 OK for the REGISTER is received, the UE sends a NOTIFY to the S-CSCF.

5.

SIP NOTIFY (UE to P-CSCF) – see example in Table 6.9-5

The UE sends a NOTIFY to the S-CSCF to inform about the result of the registration. The request is sent to the     P-CSCF.

Table 6.9-5 SIP NOTIFY (UE to P-CSCF)  

NOTIFY sip:user1_public1@scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=999000

To: <sip:user1_public1@home1.net>;tag=333777

Contact: <sip:[5555::aaa:bbb:ccc:ddd]>

Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

Event: refer

CSeq: 9 NOTIFY

Content-Type: message/sipfrag

Content-Length: (...)

SIP/2.0 200 OK

From:, To:, Call-ID: 
contain the values previously used in the REFER.

Request-URI: 

contains the  SIP URL in the Contact header value of the REFER.

Event: 

contains the word "refer" to identify the notification event.

Content-Type: 
identifies that the contents of this message are just a fragment of a previously received SIP message.

Body: 

contains the first line of the 200 response for the REGISTER.

6.
SIP NOTIFY (P-CSCF to S-CSCF) – see example in Table 6.9-6

The P-CSCF forwards the NOTIFY to the S-CSCF.

Table 6.9-5 SIP NOTIFY (P-CSCF to S-CSCF)  
NOTIFY sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Route: sip:user1_public1@home1.net

From: 

To: 

Contact:

Call-ID: 

Event: 

CSeq: 

Content-Type: 

Content-Length: (...)

SIP/2.0 200 OK

Route: 
The Route: header is populated with the remaining elements from the Path header from Registration, with the initial Request-URI (received from the UE) appended as the final component.

7.
SIP 200 OK response (S-CSCF to P-CSCF) – see example in Table 6.9-7

The S-CSCF sends acknowledgement to the P-CSCF that the NOTIFY was successfully received.

Table 6.9-7 SIP 200 OK response (S-CSCF to P-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 
Call-ID: 

CSeq: 

Content-Length: 0

8.
SIP 200 OK response (P-CSCF to UE) – see example in Table 6.9-8

The P-CSCF forwards the response to the UE.

Table 6.9-8 SIP 200 OK response (P-CSCF to UE)

SIP/2.0 200 OK

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 
Call-ID: 

CSeq: 

Content-Length: 0

16.7
Network Initiated Authentication

This section describes the Network Initiated Authentication procedure. In IMS, Authentication is performed as registration time. Therefore, the Network Initiated Authentication procedure involves a re-registration initiated by the user.

At any time, a network operator may want to authenticate a user. This might happen, after long periods of time between registrations, after long calls, etc. The procedure to achieve the Network Initiated Authentication is shown in the following figure.

The Network Initiated Authentication procedure consists of three steps:

1. The S-CSCF sends a REFER to the UE to instruct it to re-REGISTER.

2. The UE re-REGISTERs according to the procedures described in the subclause 16.3, Registration signalling, user currently registered.

3. The UE sends a NOTIFY to the S-CSCF to inform the result of the re-registration.

The flow assumes that the user is already registered to the network.
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1.
REFER (S-CSCF to I-CSCF) – see example in Table 16.7-1

The S-CSCF wants to re-authenticate the user. It sends a SIP REFER method to the user. The message is first sent to the I-CSCF.

Table 16.7-1: REFER (S-CSCF to I-CSCF)

REFER sip:icscf1_1.home1.net SIP/2.0
Via: SIP/2.0/UDP scscf1.home1.net

Route: sip:pcscf1.visited1.net, sip:[5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=33377

To: <sip:user1_public1@home1.net>

Contact: sip:user1_public1@scscf1.home1.net

Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 73 REFER

Refer-To: sip:registrar.home1.net;method=REGISTER

Referred-by: sip:scscf1.home1.net

Content-Length: 0

Contact:  
contains the SIP URL of the S-CSCF sending the REFER.

Refer-To:
contains the SIP URL of the registrar. It contains also the name of the method that the UE needs to send to that SIP URL.

Referred-by:
contains the SIP URL of the S-CSCF sending the REFER request.

Route:
built from the registration information at the S-CSCF.

2.
REFER (I-CSCF to P-CSCF) – see example in Table 16.7-2

The I-CSCF hides the home network information and forwards the request to the P-CSCF.

Table 16.7-2: REFER (I-CSCF to P-CSCF)

REFER sip:pcscf.visited1.net SIP/2.0
Via: SIP/2.0/UDP icscf1_1.home1.net, SIP/2.0/UDP token(scscf1.home1.net)

Route: sip:[5555::aaa:bbb:ccc:ddd]

From: 

To: 

Contact: token(sip:user1_public1@scscf1.home1.net)

Call-ID: 

CSeq: 

Refer-To: 

Referred-by: token(sip:scscf1.home1.net)

Content-Length: 0

3.
REFER (P-CSCF to UE) – see example in Table 16.7-3

The P-CSCF forwards the REFER method to the UE.

Table 16.7-2: REFER (P-CSCF to UE)

REFER sip:[5555::aaa:bbb:ccc:ddd] SIP/2.0
Via: SIP/2.0/UDP pcscf1.visited1.net

From: 

To: 

Contact: 

Call-ID: 

CSeq: 

Refer-To: 

Referred-by: 

Content-Length: 

4.

SIP 202 Accepted response (UE to P-CSCF) – see example in Table 17.6-4

The UE generates a 202 Accepted response to the REFER.

Table 16.7-4 SIP 202 Accepted response (UE to P-CSCF)  

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP pcscf1.visited1.net

From:

To: <sip:user1_public1@home1.net>;tag=999000

Call-ID:

CSeq:

Content-Length: 0

5.     SIP 202 Accepted response (P-CSCF to I-CSCF) – see example in Table 16.7-5

The P-CSCF forwards the 202 Accepted to the I-CSCF.

Table 16.7-5 SIP 202 Accepted response (P-CSCF to I-CSCF)  

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP icscf1_1.home1.net, SIP/2.0/UDP token(sip:scscf1.home1.net)

From:

To:

Call-ID:

CSeq:

Content-Length:

6.     SIP 202 Accepted response (I-CSCF to S-CSCF) – see example in Table 16.7-6

The I-CSCF forwards the 202 Accepted to the I-CSCF.

Table 16.7-6 SIP 202 Accepted response (I-CSCF to S-CSCF)  

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP scscf1.home1.net

From:

To:

Call-ID:

CSeq:

Content-Length:

At this stage, the UE honors the REFER and sends a REGISTER as described in the section 16.3, Registration signalling, user currently registered.

Once the 200 OK for the REGISTER is received, the UE sends a NOTIFY to the S-CSCF.

7.
SIP NOTIFY (UE to P-CSCF) – see example in Table 16.7-7

The UE sends a NOTIFY to the S-CSCF to inform about the result of the registration. The request is sent to the     P-CSCF.

Table 16.7-7 SIP NOTIFY (UE to P-CSCF)  

NOTIFY token(sip:user1_public1@scscf1.home1.net) SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=999000

To: <sip:user1_public1@home1.net>;tag=333777

Contact: <sip:[5555::aaa:bbb:ccc:ddd]>

Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

Event: refer

CSeq: 9 NOTIFY

Content-Type: message/sipfrag

Content-Length: (...)

SIP/2.0 200 OK

From:, To:, Call-ID: 
contain the values previously used in the REFER.

Request-URI: 
contains the  SIP URL in the Contact header value of the REFER.

Event: 

contains the word "refer" to identify the notification event.

Content-Type: 
identifies that the contents of this message are just a fragment of a previously received SIP message.

Body: 
contains the first line of the 200 response for the REGISTER.

8.

SIP NOTIFY (P-CSCF to I-CSCF) – see example in Table 16.7-8



The P-CSCF forwards the NOTIFY request to the I-CSCF.

Table 16.7-8 SIP NOTIFY (P-CSCF to I-CSCF)  
NOTIFY sip:icscf1_1.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Route: token(sip:scscf1.home1.net), token(sip:user1_public1@scscf1.home1.net)

Record-Route: sip:pcscf1.visited1.net

From: 

To: 

Contact:

Call-ID: 

Event: 

CSeq: 

Content-Type: 

Content-Length: (...)

SIP/2.0 200 OK

Route: 
The Route: header is populated with the remaining elements from the Path header from Registration, with the initial Request-URI (received from the UE) appended as the final component.

9.

SIP NOTIFY (I-CSCF to S-CSCF) – see example in Table 16.7-9

I-CSCF determines the S-CSCF name in the Route header field to retrieve the routing information. I-CSCF then forwards the NOTIFY request to S-CSCF. 

Table 16.7-9 SIP NOTIFY (I-CSCF to S-CSCF)  
NOTIFY sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1_1.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Route: sip:user1_public1@scscf1.home1.net

Record-Route: sip:icscf1_1.home1.net, sip:pcscf1.visited1.net

From: 

To: 

Contact:

Call-ID: 

Event: 

CSeq: 

Content-Type: 

Content-Length: (...)

SIP/2.0 200 OK

10.
SIP 200 OK response (S-CSCF to I-CSCF) – see example in Table 16.7-10

The S-CSCF sends acknowledgement to the P-CSCF that the NOTIFY was successfully received.

Table 16.7-10 SIP 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1_1.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 
Call-ID: 

CSeq: 

Content-Length: 0

11.
SIP 200 OK response (I-CSCF to P-CSCF) – see example in Table 16.7-11

The I-CSCF forwards the response to the P-CSCF.

Table 16.7-11 SIP 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 
Call-ID: 

CSeq: 

Content-Length: 

12.
SIP 200 OK response (P-CSCF to UE) – see example in Table 16.7-12

The P-CSCF forwards the response to the UE.

Table 16.7-12 SIP 200 OK response (P-CSCF to UE)

SIP/2.0 200 OK

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 
Call-ID: 

CSeq: 

Content-Length: 
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