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1. Overall Description:

TSG CN WG1 would like to thank TSG T WG1 for their LS in T1#11(01)0224, (N1-011063) dated 17-18 May 2001. This LS from TSG T WG1 request clarification of:

a) the UE’s action(s) upon deciding that the network has failed the Authentication procedure; and 


b) how long that/those action(s) has/have to be applied. 

TSG CN WG1 believes that the statement in 24.008, sec. 4.3.2.6.1. as quoted in the LS from TSG T WG1 –

“If the MS deems that the network has failed the authentication check, then it shall treat the cell where the AUTHENTICATION REQUEST message which lead to sending of AUTHENTICATION FAILURE was received as barred, until refresh of system information data.” - 

is very precise about what action has to be taken (ie. barring the cell).

The duration for which the cell should be barred – “...until re-fresh of system information data” refers to the system information data that is currently stored in the mobile equipment.

When in GSM coverage, the mobile shall treat the cell as barred and the mobile’s stored copy of the system information will be adjusted to reflect this.  When (after approximately five minutes, in the normal course of acquiring and updating system information) the mobile decodes the newly acquired system information data for the currently barred cell, if the cell bar status indicates ‘not barred’ then the mobile shall refresh it’s stored system information data and thus, the cell is no longer treated as barred.

However, CN1 understands that in UTRAN coverage, the behaviour has to be different.  The normal cell barring mechanism, as described in 25.304, states that a barred cell will be indicated to the mobile station by setting a bit on the cell’s broadcast system information to ‘barred’.  In addition, the system information will provide a timer value (T-barred), telling the mobile the duration for which the mobile shall bar the cell. It is also noted that in UTRAN, the mobile may still have to camp on the barred cell and enter a limited service state, if the barred cell is the strongest cell.

TSG CN WG1 acknowledges that what is specified in NAS Stage 3 extends beyond the NAS and enters the domain of the AS. As barring of cells and reading of System Information relate directly to radio aspects, TSG CN WG1 believes it is more appropriate that such radio related matters be treated by the appropriate TSG RAN group – in this case TSG RAN WG2. 

CN1 therefore sends this LS to RAN2, kindly requesting RAN2 to consider this problem and provide their expert assistance. It is suggested by CN1 that RAN2 should consider updating their specifications to allow the mobile to trigger the cell barring mechanism due to an indication from upper layers (in the case of the network failing the authentication process, as described in 24.008 (see above)). It is also proposed that a default value for the T-barred timer be assumed by the mobile in such a case. 

CN1 would further like to highlight that this is a R99 problem and carries some urgency.

2. Actions:

To TSG_RAN WG2.

ACTION: 
TSG_CN WG1 would like to request that:-

1. TSG RAN WG2 updates their specifications in order to satisfy the requirements needed upon failure of Authentication and Key Agreement. These requirements being the action of barring the cell (when UE decides that the network has failed Authentication) and the duration to which such action is to be applied.

2. TSG RAN WG2 confirms that what is in 24.008 sec. 4.3.2.6.1. does not contradict and is consistent with TS 25.304 and TS 25.331 and that what is currently specified in 24.008 does not present a problem or misalignment.
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TSG T1 would like to ask TSG N1 for clarification of the UE behaviour for the case when authentication is rejected by the UE.



In [1] TS 24.008 there are four different scenarios specified for the MAC and SQN failure case. 



1. UE accepts network authentication at the second attempt



2. UE deems network failed authentication due to network could not be validated at the second attempt



3. UE deems network failed authentication due to AUTHENTICATION REQUEST at the second attempt is a GSM authentication



4. UE deems network failed authentication due to the timer T3214 (MAC) / T3216 (SQN) expires



Based on [1] TS 24.008 it has been found out that it is only possible to test scenario 1. For this purpose test cases 9.2.3 (MAC failure case) and 9.2.4 (SQN failure case) have been specified in [2] TS 34.123-1. To be able to test scenario 2 to 4 clarification of the core specification is needed.



The UE behaviour towards a network that has failed the authentication procedure (i.e. scenario 2 to 4) is specified in clause 4.3.2.6.1 of [1] TS 24.008:



“If the MS deems that the network has failed the authentication check, then it shall treat the cell where the AUTHENTICATION REQUEST message which lead to sending of AUTHENTICATION FAILURE was received as barred, until refresh of system information data.”



TSG T1 would like TSG N1 to clarify the intended UE behaviour for the case when the network fails the authentication procedure, especially to clarify the meaning of “until refresh of system information data”.
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