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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply. Additional applicable definitions can be found in 3GPP TS 02.60 [3].

frame rejection condition: a condition that results from the receipt of an undefined or incorrect frame.

inquiry process: a process performed in the peer receiver busy condition in which the LLE checks that the peer LLE is still in the own receiver busy condition.

invalid frame condition: a condition that results from the receipt of an invalid frame.

logical link connection: the logical connection between two LLE peers. A logical link connection is identified with a Data Link Connection Identifier (DLCI). A logical link connection is always in one of three states: TLLI Unassigned, TLLI Assigned / ADM, or ABM.

logical link control layer: the protocol layer between an MS and an SGSN consisting of one or more logical link management entities, one or more logical link entities, and a multiplex procedure.

logical link entity: the LLC layer protocol state machine controlling one logical link connection.

own receiver busy condition: a condition that results from the inability to accept additional I frames from the peer logical link entity.

peer receiver busy condition: a condition that results from the reception in of a RNR frame from the peer logical link entity.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply. Additional applicable abbreviations and symbols can be found in 3GPP TS 01.04 [1] and 3GPP TS 03.60.

ABM
Asynchronous Balanced Mode

ACK
ACKnowledgement

ADM
Asynchronous Disconnected Mode

CNF
Confirm

DISC
DISConnect

DM
Disconnected Mode

FRMR
FRaMe Reject

GMM
GPRS Mobility Management

GRR
GPRS Radio Resources service access point

I
Information

IOV
Input Offset Value

IND
Indication

LAPD
Link Access Procedure on the D-channel
LCS
Location Services
LL
Logical Link

LLC
Logical Link Control

LLE
Logical Link Entity

LLGMM
LLC to GPRS Mobility Management service access point

LLM
Logical Link Management

LLME
Logical Link Management Entity

REQ
Request

RES
Response

RNR
Receive Not Ready

RR
Receive Ready
RRLP
Radio Resource LCS Protocol
S
Supervisory

SABM
Set Asynchronous Balanced Mode

SACK
Selective ACKnowledgement

TIA
Telecommunications Industry Association

TOM
Tunnelling Of Messages

UA
Unnumbered Acknowledgement

UI
Unconfirmed Information

XID
eXchange IDentification

4
Overview description of LLC functions and procedures

The requirements of the LLC layer can be summarised as follows:

-
LLC shall provide a highly reliable logical link between the MS and the SGSN.

-
LLC shall be independent of the underlying radio interface protocols in order to allow introduction of alternative GPRS radio solutions with minimal change to the NSS.

-
LLC shall support variable-length information frames.

-
LLC shall support peer-to-peer data transfers.

-
LLC shall support both acknowledged and unacknowledged data transfers.

-
LLC shall permit information transfer between the SGSN and one or more MSs using the same physical (e.g., radio) resources. Thus each LLC frame shall uniquely identify the MS sending (uplink) or receiving (downlink) the information.

-
LLC shall allow information transfer with different service criteria, such that high-priority data transfers may take precedence over lower-priority transfers to the same MS.

-
LLC shall provide user data confidentiality by means of a ciphering function.

-
LLC shall support user identity confidentiality.

4.1
Reference model

A model of layering the protocols in GPRS is illustrated in Figure 1.




Figure 1: Protocol layering in GPRS

The LLC layer operates above the RLC and BSSGP layers in the reference architecture to provide logical links between an MS and its SGSN.

Above the LLC layer is located the SubNetwork Dependent Convergence (SNDC) layer, that controls the transfer of user data network layer PDUs (N‑PDUs) between the MS and SGSN. The SNDC functionality is described in 3GPP TS 03.60 and specified in 3GPP TS 04.65 [11].

The logical link control layer Service Access Points (SAPs) are the points at which the LLC layer provides services to the layer‑3 protocols in Figure 1. In addition to the SNDC protocol, LLC provides service to the GPRS Mobility Management (GMM) protocol, to the SMS protocol, and to the Tunnelling of Messages (TOM) protocol.

An LLC layer connection is identified by the DLCI consisting of the SAP Identifier (SAPI) and the MS's Temporary Logical Link Identifier (TLLI).

Each LLC frame consists of the header, trailer, and information field. The header and trailer fields contain information such as SAPI, frame number and checksum, that are used to identify the frame and to provide reliable transmission. The information field is variable length. Both transmission and retransmission of each frame are controlled by the LLC layer.

Many of the formats and procedures are similar to the reference protocols, and differences are introduced only where needed to reflect the unique aspects of the GPRS architecture and requirements.

4.2
General description of the LLC protocol

LLC is considered to be a sublayer of layer 2 in the ISO 7-layer model. The purpose of LLC is to convey information between layer‑3 entities in the MS and SGSN. Specifically, LLC shall support:

-
multiple MSs at the Um interface;

-
multiple layer‑3 entities within an MS.

LLC includes functions for:

-
the provision of one or more logical link connections discriminated between by means of a DLCI;

-
sequence control, to maintain the sequential order of frames across a logical link connection;

-
detection of transmission, format and operational errors on a logical link connection;

-
recovery from detected transmission, format, and operational errors;

-
notification of unrecoverable errors;

-
flow control; and

-
ciphering.

LLC layer functions provide the means for information transfer via peer-to-peer logical link connections between an MS and SGSN pair.

4.2.1
Services required by the lower layers

LLC requires the following services from the layers below:

-
LLC PDU delimitation to allow the LLC layer to determine the first octet and the last octet in each LLC PDU; and

-
transport of the MS address (a TLLI) of each LLC PDU between the MS and the SGSN.

To "transmit a frame" and "send a frame" refers to the delivery of a frame by the LLC layer to the layer below.

4.3
Unacknowledged operation

With this type of operation, layer‑3 information is transmitted in numbered Unconfirmed Information (UI) frames. The UI frames are not acknowledged at the LLC layer. Neither error recovery nor reordering mechanisms are defined, but transmission and format errors are detected. Duplicate UI frames are discarded.

Flow control procedures are not defined.

Two modes of unacknowledged operation are defined:

-
protected mode in which the FCS field protects the frame header and information field; and

-
unprotected mode in which the FCS field protects the frame header and only the first octets of the information field.

Unacknowledged operation is allowed for all SAPIs that are not reserved (see Error! Reference source not found.).

4.4
Acknowledged operation

With this type of operation, layer‑3 information is transmitted in order in numbered Information (I) frames. The I frames are acknowledged at the LLC layer. Error recovery and reordering procedures based on retransmission of unacknowledged I frames are specified. Several I frames may be unacknowledged at the same time. In the case of errors that cannot be corrected by the logical link control layer, a report to GPRS mobility management shall be made.

Flow control procedures are defined.

Acknowledged operation requires that ABM operation has been initiated by an establishment procedure using the Set Asynchronous Balanced Mode (SABM) command.

Acknowledged operation is allowed for all SAPIs that are not reserved (see Error! Reference source not found.) except SAPIs 1, 2, 7, and 8.

4.5
Establishment of information transfer modes

4.5.1
Data link connection identification

A logical link connection is identified by a DLCI consisting of two identifiers: a SAPI and a TLLI.

The SAPI is used to identify the service access point on the SGSN side and the MS side of the LLC interface. SAPI is carried in the address field of each LLC frame.

The TLLI is used to identify a specific MS. TLLI assignment is controlled by GMM. TLLI is not carried in LLC frames, but in BSSGP messages as defined in 3GPP TS 08.18 [12], and in RLC/MAC blocks as defined in 3GPP TS 04.08 [8].

4.5.2
Logical link states

A logical link entity may be in one of three basic states:

-
TLLI Unassigned state: information transfer shall not be possible with the following exception: the SGSN shall be able to receive UI and XID frames for SAPI = 1;

-
TLLI Assigned / ADM state: in this state a TLLI has been assigned. Unacknowledged information transfer and XID negotiation shall be possible on SAPIs that are assigned to a layer‑3 entity; or

-
ABM state: this state shall be established by means of an ABM establishment procedure. Both acknowledged and unacknowledged information transfer shall be possible.

The basic states and additional states are shown in annex C.

4.5.3
TLLI assignment

TLLI assignment is controlled by GMM. TLLIs are assigned, changed, and unassigned with the LLGMM-ASSIGN-REQ primitive, as described in subclause 7.2.1.1.

4.5.4
Establishment of ABM operation

Before peer-to-peer acknowledged information transfer can start, an exchange of a SABM frame and an Unnumbered Acknowledgement (UA) frame shall take place. The ABM establishment procedure is specified in clause 8.

4.6
Data confidentiality

The LLC layer shall provide data confidentiality by ciphering the information and FCS fields of data frames:

-
The information and FCS fields of I frames shall be ciphered whenever ciphering information has been assigned to the TLLI.

-
The information and FCS fields of UI frames shall be ciphered whenever layer 3 indicates that the UI frame shall be ciphered and ciphering information has been assigned to the TLLI.

4.7
LLC layer structure

The LLC layer structure is shown in Figure 2. This figure is a model shown for illustrative purposes only, and does not constrain implementations.




Figure 2: Functional model of the LLC layer

4.7.1
Logical Link Entity

The logical link procedures consist of multiple Logical Link Entities (LLEs) that control the information flow of individual connections. There may be multiple LLEs per TLLI. Functions provided by each LLE are:

-
unacknowledged information transfer;

-
acknowledged information transfer;

-
flow control in ABM operation; and

-
frame error detection.

The LLE analyses the control field of the received frame (see subclause 6.3) and provides appropriate responses and layer-to-layer indications. In addition, LLE analyses the LLC layer service primitives and transmits the appropriate command and response frames. There is one logical link entity for each DLCI.

4.7.2
Multiplex procedure

On frame transmission, the multiplex procedure generates and inserts the FCS, performs the frame ciphering function, and provides SAPI-based logical link control layer contention resolution between the various LLEs.

On frame reception, the multiplex procedure performs the frame decipher function and checks the FCS. If the frame passes the FCS check, the multiplex procedure distributes the frame to the appropriate logical link entity based on the DLCI.

3GPP TS 01.61 [2] contains the requirements for the GPRS ciphering algorithm.

4.7.3
Logical Link Management

The Logical Link Management Entity (LLME) manages the resources that have an impact on individual connections. There is one LLME per TLLI. Functions provided by the LLME are:

-
parameter initialisation;

-
error processing; and

-
connection flow control invocation.

The RLC/MAC layer functions are described in 3GPP TS 03.64 [6]. BSSGP is specified in 3GPP TS 08.18. SNDCP is specified in 3GPP TS 04.65.

4.8
GPRS Mobility Management

GPRS Mobility Management (GMM) uses the services of the LLC layer to transfer messages between the MS and the SGSN. GMM includes functions such as attach and authentication, and transport of session management messages for functions such as PDP context activation and deactivation. GMM procedures are defined in 3GPP TS 04.08 and are beyond the scope of the LLC layer. Interaction between GMM and LLC is defined in terms of service primitives, see clause 7.

4.9
Short Message Service

The Short Message Service (SMS) uses the services of the LLC layer to transfer short messages between the MS and the SGSN. SMS procedures are defined in 3GPP TS 03.40 [4] and 3GPP TS 04.11 [9] and are beyond of the scope of the LLC layer. Interaction between SMS and LLC is defined in terms of service primitives, see clause 7.

4.10
Tunnelling Of Messages

TOM is a generic protocol layer used for the exchange of TOM Protocol Envelopes between the MS and the SGSN. TOM procedures are defined in annex B. One of the uses of TOM8 is to transfer the RRLP signaling messages between the MS and SGSN. RRLP procedures are defined in 3GPP TS 44.031 [24] is beyond of the scope of the LLC layer.
********************************** Next Modified Section *********************************
Annex B (normative):
Tunnelling of Messages (TOM)

Tunnelling of Messages (TOM) is a generic protocol layer used for the exchange of TOM Protocol Envelopes (see Figure B.1) between the MS and the SGSN. TOM uses two LLC SAPs, one for high-priority messages and another for low-priority messages. The TOM Protocol Envelope is composed of a TOM Protocol Header (containing one or more octets) and a Message Capsule. The TOM Protocol Header contains information about the specific application using the TOM protocol layer and any other TOM Protocol Discriminator-specific information. The Message Capsule is the actual payload of information in the TOM Protocol Envelope. One of the uses of the TOM protocol layer is to tunnel signalling messages between an MS and a non-GSM MSC/VLR when GPRS network elements are used in non-GSM networks. See 3GPP TS 03.60 and 3GPP TS 09.18. The TOM protocol layer is also used to transport of the Radio Resource LCS Protocol (RRLP). See 3GPP TS 43.059 and 3GPP TS 44.031 when LCS signaling is required. For the RRLP messages transfer, low-priority messages (TOM8) should be used and the maximum PDU size for the RRLP protocol is 242 octets.
B.1
TOM Protocol Envelope structure

All TOM protocol peer-to-peer exchanges shall be in TOM Protocol Envelopes conforming to the format shown in Figure B.1. The TOM Protocol Header shall consist of the TOM Protocol Discriminator, Remaining Length of TOM Protocol Header, and Remaining Octets of TOM Protocol Header fields, and is a minimum of 1 octet and a maximum of 15 octets long.

8
7
6
5
4
3
2
1

Remaining Length of TOM Protocol Header
TOM Protocol Discriminator



Remaining Octets of TOM Protocol Header

(variable length, max. 14 octets)





Message Capsule

(variable length, max. 242 (*1) octets)





Note 1: For TOM PD value 1 (TIA/EIA-136) the maximum size of the message capsule is 220 octets.
Figure B.1: TOM Protocol Envelope format

B.1.1
TOM Protocol Discriminator

TOM Protocol Discriminator indicates the specific protocol using TOM, and is coded as follows:

bits
4 3 2 1

0 0 0 0

Not specified

0 0 0 1

TIA/EIA‑136 [22]
0 0 1 0

RRLP [24]
1 1 1 1

Reserved for extension

All other values are reserved

If any other value than 0 0 0 1 or 0 0 1 0 is received, then the TOM Protocol Envelope shall be discarded with no further action.

B.1.2
Remaining Length of TOM Protocol Header

Remaining Length of TOM Protocol Header indicates the number of octets remaining in the TOM-protocol-header part of the TOM Protocol Envelope, and is coded as follows:

bits

8 7 6 5

0 0 0 0

0 octets remaining in TOM protocol header

0 0 0 1

1 octet remaining in TOM protocol header

1 1 1 0

14 octets remaining in TOM protocol header

1 1 1 1

Reserved for extension

If the value 1 1 1 1 is received, then the TOM Protocol Envelope shall be discarded with no further action.

B.1.3
Remaining Octets of TOM Protocol Header

This field contains the octets following the first octet in the TOM-protocol-header. If present, the interpretation of the information contained in this field is TO M Protocol Discriminator-specific.
B.1.3.1 Remaining Octets of TOM Protocol Header for TIA/EIA-136

See TIA/EIA-136 (1999): "TDMA Cellular / PCS" [22].
B.1.3.2 Remaining Octets of TOM Protocol Header for RRLP
If the RRLP message is larger than the RRLP maximum PDU size, RRLP pseudo-segmentation shall be used. If the RRLP pseudo-segmentation is used, the MS shall send several RRLP messages. In the final message the MS shall indicate that it is the final response in the C/R bit.
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Figure B.2: TOM Protocol Header for RRLP
Table B.1: C/R bit content

C/R
UI frame information field

0
Command or Final Response

1
Not Command or Final Response

The Reserved bits shall be ignored by the receiver and set to 0 by the sender.
B.1.4
Message Capsule

This field contains TOM Protocol Discriminator-specific payload in the TOM Protocol Envelope.
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