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Discussion

In current 24.228 session initiation call flows, the From and To headers in the initial INVITE are encrypted by the UE if the UE requires privacy. And the value of the contact header is the IP address of that UE. So, there is no information to let the P-CSCF which serving that UE know what the public identity is used by this call initiator in this call. Consider the case that the UE has multiple public identities with multiple S-CSCFs, the P-CSCF will not be able to find the proper S-CSCF for this call. 

Note: We have the problem is because our 3GPP has the path mechanism and allow multiple public identities.

Suggested solutions can be:

1. The P-CSCF uses the Remote-Party-Id header to identify the public identity of the session initiator. But doing this requires a very smart P-CSCF. Also, Remote-Party-Id is a service based header, shall the P-CSCF be aware of this service?

2. The P-CSCF uses the Contact header in the initial INVITE to identify the UE’s public identity. In other words, instead put the IP address into Contact header, but the user public identity. But according the definition of the usage of Contact, Contact header has the address where the user wants to be contacted. So, Contact header seems not be the right place for public user identity.

3. Mandate that From: header can not be encrypted. But doing this, can we still provide privacy?

Proposal

Investigate the possible solutions above (or other solutions), and find the best solution to minimise the impact to standard SIP and also fill our 3GPP requirements. 

