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Introduction

3GPP TS 24.228 contains a large number of editor's notes, some of which have been there for some time, and have therefore either been overtaken by events, or require amendment to bring them up to the current status of discussion.

This contribution focusses on the editor's notes in clause 8.1, and makes proposals either for removal or amendment.

1st editor's note

The current text of this editor's note reads:

Editor’s note: These have been listed by procedure block, as defined in 23.228.

Main text within clause 8.1 already covers the structure of this clause by reference to TS 23.228, which indications as to where the structure is different. This editor's note can therefore be deleted.

2nd editor's note

The current text of this editor's note reads:

Editor’s note: The following issues, contributed in N1-001094 issue 3, needs to be reflected in flows for INVITE, and for subsequent flows after INVITE.

The requirement of caller-id-blocking (aka calling-line-identification-blocking, CLIB), in an IP environment requires that the IP address of the caller be blocked as well. If it was not, a mere ‘traceroute’ would provide the called party essentially all the information of caller-id. The SIP ‘Via’ and ‘Record-Route’ and ‘Route’ headers would also provide identity information about the caller, and should also be blocked.

Hiding of ‘Via’ headers is discussed in RFC2543 section 6.40.5, though that text is likely to be deleted in future versions of draft-ietf-sip-rfc2543bis. The mechanism should be retained for 3GPP, as a recommended extension to SIP.

Hiding of ‘Route’ and ‘Record-Route’ headers is discussed in draft-byerly-sip-hide-route-00. The mechanism should be adopted for 3GPP.

In both of these cases, there are generally two alternatives for hiding this information from the UE.

1. The information in the ‘Via’, ‘Record-Route’, or ‘Route’ headers could be removed from the SIP message and stored in the P-CSCF. When needed for a response or future request, they can be inserted by P-CSCF.

2. The information in the ‘Via’, ‘Record-Route’, and ‘Route’ headers can be encrypted by P-CSCF and the encrypted form be given to the UE. In responses or future requests, the P-CSCF will decrypt the values and restore them to their original values.

Choice (1) clearly increases the storage requirements of the P-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

This editor's note covers a number of issues:

1. Hiding of IP addresses within SIP, and within SDP and RTCP. This is covered by the use of the Anonymity header, specified within the privacy draft. This also requires the use of an Anonymiser function, which currently has not been specified. It would appear that the only appropriate place for such a function is within the GGSN, where essentially it provides NAT functionality. Is it appropriate that we specify this?

Resolution of this issue is dependent on whether static or dynamic IPv6 address allocation is used. Dynamic addresses reveal information about the allocating organisation, which would be the network operator. This therefore reveals information about which network the user is in, and therefore would need to be hidden if the user had requested privacy. Static IPv6 address allocation would only indicate the original allocation body.

There currently appears to be no requirements specified for one or the other allocation mechanism.

2. 24.228 already provides that Via headers are encrypted or removed before they are passed on outside the trusted area. Therefore this part of the editor's note can be deleted. We have taken the option to remove them before they are passed to the UE. The procedures do need to be specified in 24.229. Companion contributions do address the procedures to do this in 24.228.

3. 24.228 already provides that Route and Record-Route headers are encrypted or removed before they are passed on outside the trusted area. Therefore this part of the editor's note can be deleted. We have taken the option to remove them before they are passed to the UE. The procedures do need to be specified in 24.229. Companion contributions do address the procedures to do this in 24.228.

It is proposed that the editor's note is revised to reflect only the first issue, and that any discussion is also reflected in the revised editor's note.

3rd editor's note

The current text of this editor's note reads:

Editor’s note: The following issues, contributed in N1-001094 issue 4, needs to be reflected in flows for INVITE.

If the caller requested their caller-id to be blocked, but the network operator desires to offer the return-call service (*69), some mechanism is needed to hide the caller identity from the UE but still allow it to be addressed in a future call attempt. The PacketCable DCS specification used a ‘private-URL’ for this purpose, encrypting the destination information. The format of such a ‘private-URL’ was typically




sip:somelongstringofjibberishthatcanbedecryptedbytheCSCF@S-CSCF;private

There are actually two alternatives for dealing with this type of information

1. The information to be hidden from the user, e.g. caller identity, could be stored in the P-CSCF or S-CSCF. When needed for the subsequent call attempt, it can be inserted by the CSCF.

2. The design followed by DCS could be used, and the hidden information could be encrypted and stored in the UE

Choice (1) clearly increases the storage requirements of the P-CSCF or S-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

This editor's note is providing for a service (return call) that is not currently specified for the circuit-switched side.

Currently in GSM, this function is regarded as a UE function, and is only available if the original calling user releases their address, and it is provided to the original destination user using the Calling Line Identification Presentation (CLIP) service. 

The calling user is encouraged to provide this number (which is primarily there to give an address to return calls to, rather than to identify the user), by the presence of a further service, which allows users to automatically reject calls where the identity is restricted by the calling user.

This information is provided in SIP using the Remote-Party-ID header. Note that the privacy draft does provide the capability to repeat this header, therefore we can have both the dial back address and a different address identifying the user.

There may be an issue when we are working with other SIP networks, in that the information may not be originally provided within this header, but this is not the issue currently represented by the editor's note.

It is therefore proposed that the editor's note is deleted.

Note that if the service identified in the editor's note is required to be provided, then where this information is restricted, this information would be available in the S-CSCF of the original called user; the problem would then be to retain this information beyond the duration of the original session request, and then to correlate a new INVITE request to this stored information.

4th editor's note

The current text of this editor's note reads:

Editor’s note: The following issues, contributed in N1-001094 issue 5, needs to be reflected in flows for INVITE and subsequent flows.

In developing mechanisms for call features in the PacketCable DCS group, there were several situations where hidden information was given to an endpoint for immediate use in establishing a new call. The DCS design was to keep the SIP proxy stateless, and this information (which included typically special billing arrangements for the new call to be established) was encrypted and given to the endpoint. The ‘private-URL’ always contained a timeout value, which limited its useable lifetime.

There are actually two alternatives for dealing with this type of information

1. The information to be hidden from the user, e.g. special billing information for a session, could be stored in the P-CSCF or S-CSCF. When needed for the subsequent session attempt, it can be inserted by the CSCF.

2. The design followed by DCS could be used, and the hidden information could be encrypted and stored in the UE

Choice (1) clearly increases the storage requirements of the P-CSCF or S-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

Currently we consistently use option 1, and therefore this editor's note can be deleted.

5th editor's note

The current text of this editor's note reads:

Editor’s note: The contact field of a flow from the remote network should contain the information of the originating/terminating network endpoint. This could be the P-CSCF or the S-CSCF of the originating/terminating network and which requires further study.

This editor's note should be reviewed following discussion of other contributions on the contact header contents. Current usage does not appear to be consistent.

6th editor's note

The current text of this editor's note reads:

Editor’s Note: The use of the term “Firewall” is FFS and may be changed at a future time. This is dependant on a corresponding change in 23.228.

No proposed resolution. 

It is believed that contributions are in progress to SA2, and when resolved in SA2, the same terminology change can be made in 24.228, and this editor's note can then be deleted.

7th editor's note

The current text of this editor's note reads:

Editor’s Note: Need to show ENUM interactions at the S-CSCF.

This is not the most appropriate place for this editor's note. It needs to be distributed through the text at the appropriate points where it will occur. The editor's note should therefore be moved to those places.

8th editor's note

The current text of this editor's note reads:

Editor’s note: The following issues, contributed in N1-001094 issue 4, needs to be reflected in flows for INVITE.

If the caller requested their caller-id to be blocked, but the network operator desires to offer the return-call service (*69), some mechanism is needed to hide the caller identity from the UE but still allow it to be addressed in a future call attempt. The PacketCable DCS specification used a ‘private-URL’ for this purpose, encrypting the destination information. The format of such a ‘private-URL’ was typically




sip:somelongstringofjibberishthatcanbedecryptedbytheCSCF@S-CSCF;private

There are actually two alternatives for dealing with this type of information

3. The information to be hidden from the user, e.g. caller identity, could be stored in the P-CSCF or S-CSCF. When needed for the subsequent call attempt, it can be inserted by the CSCF.

4. The design followed by DCS could be used, and the hidden information could be encrypted and stored in the UE

Choice (1) clearly increases the storage requirements of the P-CSCF or S-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

This is a duplicate of the 3rd editor's note, and can therefore be deleted whatever the resolution of the 3rd editor's note.

9th editor's note

The current text of this editor's note reads:

Editor’s note: The following issues, contributed in N1-001094 issue 5, needs to be reflected in flows for INVITE and subsequent flows.

In developing mechanisms for call features in the PacketCable DCS group, there were several situations where hidden information was given to an endpoint for immediate use in establishing a new call. The DCS design was to keep the SIP proxy stateless, and this information (which included typically special billing arrangements for the new call to be established) was encrypted and given to the endpoint. The ‘private-URL’ always contained a timeout value, which limited its useable lifetime.

There are actually two alternatives for dealing with this type of information

3. The information to be hidden from the user, e.g. special billing information for a call, could be stored in the P-CSCF or S-CSCF. When needed for the subsequent call attempt, it can be inserted by the CSCF.

4. The design followed by DCS could be used, and the hidden information could be encrypted and stored in the UE

Choice (1) clearly increases the storage requirements of the P-CSCF or S-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

This is a duplicate of the 4th editor's note, and can therefore be deleted whatever the resolution of the 4th editor's note.

