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Introduction

3GPP TS 24.228 contains a large number of editor's notes, some of which have been there for some time, and have therefore either been overtaken by events, or require amendment to bring them up to the current status of discussion.

This contribution focuses on the editor's notes in clause 7 (prior to clause 7.1), and makes proposals either for removal or amendment.

1st editor's note

The current text of this editor's note reads:

Editor’s note: In the absence of information, break as 23.228

This clause has now been substantially developed.

It is believed that this editor's note is now obsolete, and it can therefore be deleted.

2nd editor's note

The current text of this editor's note reads:

Editor’s note: The following issues, contributed in N1-001094 issue 2, needs to be reflected in flows for REGISTER, and for subsequent flows after REGISTER.

As a result of the registration procedures of TS 23.228 section 5.3, the UE and its Serving-CSCF have exchanged identity and routeing information, and have left behind a “trail of breadcrumbs” to enable future signalling messages sent by the UE to reach the S-CSCF (for call attempts from the UE), and signalling messages sent by the S-CSCF to reach the UE (for call attempts destined to the UE).

For signalling messages initiated by the UE, there are several ways to implement this “trail of breadcrumbs”:

1. All of the message routeing information could be stored in the UE. This would likely take the form of a SIP ‘Route’ header, and would include information about the P-CSCF, any optional I-CSCF, and the S-CSCF. This ‘Route’ header would be included in all INVITE requests sent by the UE.

2. The mechanism of draft-dcsgroup-sip-state-02 could be extended to allow the CSCF to establish state information during registration, to be returned in all future INVITE requests.

3. All of the message routeing information could be stored in the P-CSCF, and added to the INVITE request sent by the UE

4. Each of the CSCFs could store a portion of the routeing information, the ‘next hop’ from each, so that the P-CSCF stores the name/address of the I-CSCF (or S-CSCF directly), and the I-CSCF stores the name/address of the S-CSCF.

Choice (1) and (2) minimize the storage requirements of the CSCFs. However, they cause additional information to be transferred over the air interface from the UE to P-CSCF.

Choices (3) and (4) minimize the storage requirements of the UE, and reduce the message size of the INVITE request. However, they require the P-CSCF to store information about all the UEs currently located in the area it serves. Note this includes all roaming mobiles, which is beyond the records normally stored about subscribers of the service.

For signalling messages regarding call attempts to the UE (i.e. mobile terminations), there are again several ways to implement the “trail of breadcrumbs”:

1. All of the message routeing information could be stored in the subscriber’s entry in his home network’s HSS. In addition to the S-CSCF name/address, routeing information from the S-CSCF to the UE could be included, such as a SIP ‘Route’ header. This is information that is written only at time of registration, and fetched only in handling of the initial INVITE request for a new call.

2. All of the message routeing information could be stored in the S-CSCF, and added to the INVITE request as part of the service control.

3. Each of the CSCFs could store a portion of the routeing information, the ‘next hop’ from each, so that the S-CSCF stores the name/address of the I-CSCF (or P-CSCF directly), and the I-CSCF stores the name/address of the P-CSCF.

Choice (1) has the advantage of storing the information in a place where there is already per-subscriber information, and adds no new storage requirements on the CSCFs.

Choices (2) and (3) seem to have no clear advantages.

The content of this editor's note has been covered by the current documentation on the Path header. While alternatives are being contributed to this mechanism, the current text of this editor's note does not contain material that aids that discussion. Neither does it identify issues where the current mechanism or any of the proposed replacement mechanisms are defective.

It is therefore proposed that this editor's note is deleted.

3rd editor's note

The current text of this editor's note reads:

Editor’s note: Security Related Issues. A well established trust relationship is required between SIP servers of different networks. If the P-CSCF is allowed to alter the SIP REGISTER message, a mechanism is required to establish the trust –relationship between the P-CSCF and I-CSCF. The P-CSCF is required to have the authority to register a visiting mobile. 

Talking through with Milo, we need to discuss this with the SA3 people. It may already be covered by text within the current SA3 document.
Mike Marcovici says: The working assumption is that NDS_IP will ensure the trust relationship between CSCFs (hop-by-hop encryption and integrity checks).  The keys will be distributed (IKE, or a different version of KAC) among all the node.  How will this integrity protection be implemented is still discussed (e.g., implement something similar to UTRAN or something different).
Between any server in the IP environment, including those of the IM CN subsystem, SA3 have specified (in TS 33.210 - IP network layer security) that an IPsec security protocol will be used. This security protocol should be used to ensure that only trusted entities, and therefore trusted entities of the appropriate type, can communicate.

While this specification will require reference from TS 24.229, there would appear to be no need to refer to it within TS 24.228 as it has no impact on the SIP protocol carried.

It is therefore proposed that this editor's note is deleted.

4th editor's note

Editor’s note: Security Related Issues The UE is required to send un-encrypted messages to the P-CSCF. The initial REGISTER message as shown in flow 3 can be cryptographically signed by the UE. In this case, the P-CSCF cannot replace the Contact field. Thus the above discussed solution for outbound proxy registration REQUIRES the UE to send messages with un-encrypted header fields to the P-CSCF. The P-CSCF can later encrypt these header fields before forwarding to the I-CSCF, if required. The un-encrypted header fields are listed as follows:

· To

· Via

· From

· Contact

· Expires

· Request URI

This editor's note is now incorrect. We do tokenise the From: and To: header fields. We therefore at a minimum either need to rewrite or remove this editor's note. However, to us these headers are tokenised in order to prevent the remote user receiving the information. This is therefore a privacy issue rather than a security issue.

For access security, TS 33.203 defines that the entire SIP message is encrypted. There is therefore no need to encrypt individual headers in order to provide security of contents to avoid fraud or other attacks on entities within the IM CN subsystem.

We believe that sufficient discussion has taken place on the issues surrounding this editor's note that would allow it to be removed. 

It is therefore proposed that this editor's note is deleted.

5th editor's note

The current text of this editor's note reads:

Editor’s note: Call Flow/Protocol Related Issues. Passing S-CSCF selection information through SIP Register message from hI-CSCF to vI-CSCF According to the S2 call flows, the S-CSCF selection information is pull by the hI-CSCF , and forwarded to vI-CSCF via SIP message(REGISTER). The question is why can the vI-CSCF pull this information again from the HSS? If this information has to be forwarded via REGISTER message, how should it be carried? Call flow reference: Figure 2-2, flow 9, 10, and 13

The reference in this editor's note is incorrect.

This was only needed for visited control of services. With home control of services this is not an issue. The note can therefore be deleted.
6th editor's note

The current text of this editor's note reads:

Editor’s note: Call Flow/Protocol Related Issues. Identifying Visited Network domain name from REGISTER message In S2 Visited Control Registration flows, hI-CSCF is required to forward the REGISTER message to vI-CSCF once the visited control decision is made by the HSS. In order to obtained the vI-CSCF’s address, we need to construct a generic I-CSCF SIP Request URI using the Visited Network Domain Name derived from the REGITER message, and do a DNS look up. The issues is from which part of the message this information should be derived from? Should this information be passed using the message body? Can it be the Contact header (contains P-CSCF name/address), or the Via header ( also contains the network address/hostname of P-CSCF), or even the use of the proposed Path extension? Call flow reference: Figure 2-2, flow 13

The reference in this editor's note is incorrect.

This editor's note appears to be referring to visited control of services, which have now been deleted. This editor's note is therefore now obsolete.

It is proposed that this editor's note is deleted.
7th editor's note

The current text of this editor's note reads:

Editor’s note: Call Flow/Protocol Related Issues. Maintaining forward route when Firewall I_CSCF is used. When firewall I-CSCF is used, should both I-CSCF and S-CSCF to be maintained in the P-CSCF, or should only I-CSCF to be maintained in P-CSCF? One Solution is only I-CSCF to be maintained by P-CSCF, how does I-CSCF obtained the S-CSCF address? One possibility is to have the S-CSCF information saved in the HSS, and I-CSCF will query the HSS to obtain this information. Another solution is to use the proposed Path header to save both I-CSCF and S-CSCF name in P-CSCF. S-CSCF name should be encrypted by the I-CSCF in this case.

This editor's note is now considerably out of date as it predates the discussion on the path mechanism. In the current solution, both addresses are stored in the P-CSCF.

It is proposed that this editor's note is deleted.
8th editor's note

The current text of this editor's note reads:

Editor’s note: The format of the request URI in the REGISTER message is for further study. Should it be registrar.home1.net or home1.net or something else.

The Request-URI has to be a SIP URL. Does not have a user part. 

N1-010889 was a contribution that covered this, and which added a new editor's note that covers this issue. 

It is proposed that this editor's note is deleted.
9th editor's note

The current text of this editor's note reads:

Editor’s note: Is the formatting of a reregistration REGISTER message identical to the initial REGISTER message? Are any of the fields different, e.g. request-URI?

The fields may vary in value, but this variation is nothing to do with whether it is a registration or a reregistration. 

It is proposed that this editor's note is deleted.
10th editor's note

The current text of this editor's note reads:

Editor’s note: Current flows arbitrarily assign a timer value of 7200. Is this a recommended value, or can any value be chosen, and if so, what are the constraints?

There is new text in the 03 version of the SIP bis draft which specifies:

The registrar determines the expiration time; it may be longer or shorter than the one requested by the registrand. The REGISTER response contains the actual registration lifetime; the client MUST refresh at least as often and SHOULD NOT refresh more frequently. In general, the server SHOULD honor the expiration time offered by the user agent. A server MAY decide to lengthen the expiration interval if, for example, the refresh rate of a particular client exceeds a threshold.

We believe that the registration duration should be an operator's choice, given that the registrar can now override (both up and down) the user requested value. Such specification should appear directly in TS 24.229.

It is proposed that this editor's note is deleted.
