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1 Abstract

This contribution shows how SIP messaging, using the end-to-end model as described in RFC 2543, can be used to provide on-demand network-initiated authentication of a subscriber in an active session. The SIP extension, REFER is used to trigger the UE into re-registering, thereby authenticating the UE.  

2 Introduction

It has been decided in 3GPP SA3 that authentication of a subscriber will be occurring at registration of the subscriber, and will not be repeated at session initiation.  This leads to a need for a mechanism that allows for network initiated authentication of the UE.   This contribution addresses how the network can trigger the UE into authenticating itself by making it re-register.  When requested, the S-CSCF encapsulates a request to the UE to REGISTER using the REFER message and sends the REFER message to the UE.  This triggers the UE into sending the REGISTER that leads to the authentication of the UE.

3 Discussion

3.1 Network Initiated UE Authentication

The scenario described below allows the network operator to authenticate the UE by triggering the UE to REGISTER towards the S-CSCF.  The S-CSCF then challenges the UE and authenticates it.  The S-CSCF uses the REFER message to order the UE to send the REGISTER message to the S-CSCF.
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Figure 1.  Network Initiated UE Authentication

The flow in Figure 1 is as follows:

1. UE#1 is in an active session with UE#2

2. The AS determines that the subscriber needs to be authenticated.

3. The AS requests the S-CSCF to authenticate the UE

4-7: The S-CSCF sends a REFER (REGISTER) towards the UE to trigger a re-registration which is accepted by UE#1.

8-9: UE#1 sends a REGISTER to the S-CSCF

10-11: On reception of the REGISTER message, the S-CSCF responds with a 407 Proxy Authentication Required.  

12-15: UE#1 retries with the correct authentication parameters that are verified by the S-CSCF.

16-19: UE#1 notifies the S-CSCF that the REFER has been successfully processed.

20. The S-CSCF notifies the AS of successful authentication of UE#1.

A possible optimization to the use of REGISTER is to include the challenge/response with the REFER request itself.

This would mean that a REGISTER/407/REGISTER/200 sequence would not be needed. The REFER would carry a challenge from the network. The REFER response would carry the challenge response from the terminal.  This is FFS.

4 Proposal

This contribution is for TS 24.228. If accepted, Ericsson volunteers to draft a change request to 24.228 that can be included as a new informative annex in the document under a new section 9.x “Network Initiated Authentication”
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