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4.1.1.2
MM-GMM co-ordination for GPRS MS's

4.1.1.2.1
GPRS MS operating in mode A or B in a network that operates in mode I

If the network operates in mode I, GPRS MSs that operate in mode A or B and wish to be or are simultaneously IMSI attached for GPRS and non-GPRS services, shall use the combined GPRS attach and the combined and periodic routing area updating procedures instead of the corresponding MM specific procedures IMSI attach and normal and periodic location area updating. 

NOTE:
A GPRS MS operating in mode A or B in a network that operates in mode I, shall perform the combined GPRS attach or routing area update procedure regardless the value of the ATT flag.

If a GPRS MS is operating in mode A or B in a network that operates in mode I the IMSI detach shall be performed by the GMM using the combined GPRS detach procedure

NOTE:
A GPRS MS operating in mode A or B in a network that operates in mode I, shall perform the combined GPRS detach procedure regardless the value of the ATT flag.

A GPRS MS operating in mode A or B in network that operates in mode I, uses the combined GMM specific procedures in place of the MM specific procedures, so all conditions describing when to trigger a MM specific procedure listed in subsections 4.3 and 4.4 shall not apply.

A GPRS MS operating in mode A or B in a network that operates in mode I should not use any MM timers relating to MM specific procedures, (e.g T3210, T3211, T3212, T3213) except in some error and abnormal cases. If the MM timers are already running, the MS should not react on the expiration of the timers.

NOTE:
Whenever GMM performs a combined GMM procedure, a GPRS MS enters the MM state MM LOCATION UPDATING PENDING in order to prevent the MM to perform a location update procedure.

If the authentication procedure is performed by MM and the authentication is rejected by the network (i.e upon receive of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. The SIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM is removed. The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED.

4.1.1.2.2
GPRS MS operating in mode A or B in a network that operates in mode II or III

If the network operates in mode II or III, a GPRS MSs that operate in mode A or B and wish to be or are simultaneously IMSI attached for GPRS and non-GPRS services, shall use the MM specific procedures listed in subsections 4.3 and 4.4 and the GMM specific procedures listed in subsections 4.7.3, 4.7.4 and 4.7.5. The applicability of periodic location updating is further specified in section 4.4.2 and the periodic routing area updating is specified in section 4.7.2.2.

If the authentication procedure is performed by MM and the authentication is rejected by the network (i.e upon receive of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. The SIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM is removed. The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED.

4.3.2.5
Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the TMSI was used;

-
the IMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in section 3.5.of 04.18 (GSM) or in 3GPP TS 25.331 (UMTS).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U3 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. The SIM shall be considered as invalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow section 4.3.4.3.

If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI. If the MS has a separate ongoing RR connection to a different core network node, it shall consider this separate connection as still being good.

4.4.4.7
Location updating not accepted by the network

If the location updating cannot be accepted the network sends a LOCATION UPDATING REJECT message to the mobile station. The mobile station receiving a LOCATION UPDATING REJECT message shall stop the timer T3210, store the reject cause, delete the list of “equivalent PLMNs”, start T3240, enter state LOCATION UPDATING REJECTED await the release of the RR connection triggered by the network. Upon the release of the RR connection the mobile station shall take the following actions depending on the stored reject cause:

# 2:
IMSI unknown in HLR;

# 3:
Illegal MS; or

# 6:
Illegal ME.


The mobile station shall set the update status to ROAMING NOT ALLOWED (and store it in the SIM according to section 4.1.2.2), and delete any TMSI, stored LAI and ciphering key sequence number and shall consider the SIM as invalid for non-GPRS services until switch-off or the SIM is removed.

# 11:
PLMN not allowed;

# 12:
Location Area not allowed; or

# 13:
Roaming not allowed in this location area.


The mobile station shall delete any LAI, TMSI and ciphering key sequence number stored in the SIM, reset the attempt counter, set the update status to ROAMING NOT ALLOWED (and store it in the SIM according to section 4.1.2.2). The mobile station shall store the LAI or the PLMN identity in the suitable forbidden list, i.e. in the "forbidden PLMN list" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause #12, and in the list of "forbidden location areas for roaming" for cause #13. In addition, the MS will memorize if cause #13 was received, so to perform a PLMN selection instead of a cell selection when back to the MM IDLE state.

Other values are considered as abnormal cases and the specification of the mobile station behaviour in those cases is given in section 4.4.4.9.

4.5.1
MM connection establishment

4.5.1.1
MM connection establishment initiated by the mobile station

Upon request of a CM entity to establish an MM connection the MM sublayer first decides whether to accept, delay, or reject this request:

-
An MM connection establishment may only be initiated by the mobile station when the following conditions are fulfilled:

-
Its update status is UPDATED.

-
The MM sublayer is in one of the states MM IDLE or MM connection active but not in MM connection active (Group call).


An exception from this general rule exists for emergency calls (see section 4.5.1.5). A further exception is defined in the following clause.

-
If an MM specific procedure is running at the time the request from the CM sublayer is received, and the LOCATION UPDATING REQUEST message has been sent, the request will either be rejected or delayed, depending on implementation, until the MM specific procedure is finished and, provided that the network has not sent a "follow-on proceed" indication, the RR connection is released. If the LOCATION UPDATING REQUEST message has not been sent, the mobile station may include a "follow-on request" indicator in the message. The mobile station shall then delay the request until the MM specific procedure is completed, when it may be given the opportunity by the network to use the RR connection: see section 4.4.4.6.

In order to establish an MM connection, the mobile station proceeds as follows:

a)
If no RR connection exists, the MM sublayer requests the RR sublayer to establish an RR connection and enters MM sublayer state WAIT FOR RR CONNECTION (MM CONNECTION). This request contains an establishment cause and a CM SERVICE REQUEST message. When the establishment of an RR connection is indicated by the RR sublayer, the MM sublayer of the mobile station starts timer T3230, gives an indication to the CM entity that requested the MM connection establishment, and enters MM sublayer state WAIT FOR OUTGOING MM CONNECTION.

b)
If an RR connection is available, the MM sublayer of the mobile station sends a CM SERVICE REQUEST message to the network, starts timer T3230, gives an indication to the CM entity that requested the MM connection establishment, and enters:

-
MM sublayer state WAIT FOR OUTGOING MM CONNECTION, if no MM connection is active;

-
MM sublayer state WAIT FOR ADDITIONAL OUTGOING MM CONNECTION, if at least one MM connection is active;

-
If an RR connection exists but the mobile station is in the state WAIT FOR NETWORK COMMAND then any requests from the CM layer that are received will either be rejected or delayed until this state is left.

c)
Only applicable for mobile stations supporting VGCS talking:

If a mobile station which is in the MM sublayer state MM IDLE, service state RECEIVING GROUP CALL (NORMAL SERVICE), receives a request from the GCC sublayer to perform an uplink access, the MM sublayer requests the RR sublayer to perform an uplink access procedure and enters MM sublayer state WAIT FOR RR CONNECTION (GROUP TRANSMIT MODE).


When a successful uplink access is indicated by the RR sublayer, the MM sublayer of the mobile station gives an indication to the GCC sublayer and enters MM sublayer state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE).


When an uplink access reject is indicated by the RR sublayer, the MM sublayer of the mobile station gives an indication to the GCC sublayer and enters the MM sublayer state MM IDLE, service state RECEIVING GROUP CALL (NORMAL SERVICE).


In the network, if an uplink access procedure is performed, the RR sublayer in the network provides an indication to the MM sublayer together with the mobile subscriber identity received in the TALKER INDICATION message. The network shall then enter the MM sublayer state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE).

The CM SERVICE REQUEST message contains the 

-
mobile identity according to section 10.5.1.4;

-
mobile station classmark 2;

-
ciphering key sequence number; and 

-
CM service type identifying the requested type of transaction (e.g. mobile originating call establishment, emergency call establishment, short message service, supplementary service activation, location services)

A MS supporting eMLPP may optionally include a priority level in the CM SERVICE REQUEST message.

A collision may occur when a CM layer message is received by the mobile station in MM sublayer state WAIT FOR OUTGOING MM CONNECTION or in WAIT FOR ADDITIONAL OUTGOING MM CONNECTION. In this case the MM sublayer in the MS shall establish a new MM connection for the incoming CM message as specified in 4.5.1.3.

Upon receiving a CM SERVICE REQUEST message, the network shall analyse its content. The type of semantic analysis may depend on other on going MM connection(s). Depending on the type of request and the current status of the RR connection, the network may start any of the MM common procedures and RR procedures.

In GSM, the network may initiate the classmark interrogation procedure, for example, to obtain further information on the mobile station's encryption capabilities.

The identification procedure (see section 4.3.3) may be invoked for instance if a TMSI provided by the mobile station is not recognized.

The network may invoke the authentication procedure (see section 4.3.2) depending on the CM service type.

In GSM, the network decides also if the ciphering mode setting procedure shall be invoked (see section 3.4.7 in GSM 04.18).

In UMTS, the network decides also if the security mode control procedure shall be invoked (see section 8.1.10 in 3GPP TS 25.331).

NOTE:
If the CM_SERVICE_REQUEST message contains a priority level the network may use this to perform queuing and pre-emption as defined in 3GPP TS 23.067.

In GSM, an indication from the RR sublayer that the ciphering mode setting procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.

In UMTS, an indication from the RR sublayer that the security mode control procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.  The procedures in section 4.1.1.1.1 shall always have precedence over this section.

In UMTS, during a MM connection establishment for all services, except for emergency call (see chapter 4.1.1.1.1), the security mode control procedure with activation of integrity protection shall be invoked by the network unless integrity protection is already started (see chapter 4.1.1.1.1).

The MM connection establishment is completed, timer T3230 shall be stopped, the CM entity that requested the MM connection shall be informed, and MM sublayer state MM CONNECTION ACTIVE is entered. The MM connection is considered to be active.

If the service request cannot be accepted, the network returns a CM SERVICE REJECT message to the mobile station.

The reject cause information element (see 10.5.3.6 and Annex G) indicates the reason for rejection. The following cause values may apply:

  #4 :
IMSI unknown in VLR

  #6 :
Illegal ME

#17 :
Network failure

#22 :
Congestion

#32 :
Service option not supported

#33 :
Requested service option not subscribed

#34 :
Service option temporarily out of order

If no other MM connection is active, the network may start the RR connection release (see section 3.5) when the CM SERVICE REJECT message is sent.

If a CM SERVICE REJECT message is received by the mobile station, timer T3230 shall be stopped, the requesting CM sublayer entity informed. Then the mobile station shall proceed as follows:

-
If the cause value is not #4 or #6 the MM sublayer returns to the previous state (the state where the request was received). Other MM connections shall not be affected by the CM SERVICE REJECT message.

-
If cause value #4 is received, the mobile station aborts any MM connection, deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to NOT UPDATED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. If subsequently the RR connection is released or aborted, this will force the mobile station to initiate a normal location updating). Whether the CM request shall be memorized during the location updating procedure, is a choice of implementation.

-
If cause value #6 is received, the mobile station aborts any MM connection, deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to ROAMING NOT ALLOWED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. The mobile station shall consider the SIM as invalid for non-GPRS services until switch-off or the SIM is removed.

4.5.1.6.1
Call re-establishment, initiation by the mobile station

NOTE:
The network is unable to initiate call re-establishment.

If at least one request to re-establish an MM connection is received from a CM entity as a response to the indication that the MM connection is interrupted (see 4.5.2.3.) the mobile station initiates the call re-establishment procedure. If several CM entities request re-establishment only one re-establishment procedure is initiated. If any CM entity requests re-establishment, then re-establishment of all transactions belonging to all Protocol Discriminators that permit Call Re-establishment shall be attempted.

Upon request of a CM entity to re-establish an MM connection the MM sublayer requests the RR sublayer to establish an RR connection and enters MM sublayer state WAIT FOR REESTABLISH. This request contains an establishment cause and a CM RE-ESTABLISHMENT REQUEST message. When the establishment of an RR connection is indicated by the RR sublayer, the MM sublayer of the mobile station starts timer T3230, gives an indication to all CM entities that are being re-established, and remains in the MM sublayer state WAIT FOR REESTABLISH.

The CM RE-ESTABLISHMENT REQUEST message contains the

-
mobile identity according to section 10.5.1.4;

-
mobile station classmark 2;

-
ciphering key sequence number.

NOTE:
Whether or not a CM entity can request re-establishment depends upon the Protocol Discriminator. The specifications for Short Message Service (GSM 04.11), Call Independent Supplementary Services (TS 24.010) and Location Services (TS 24.071) do not currently specify any re-establishment procedures.

Upon receiving a CM RE-ESTABLISHMENT REQUEST message, the network shall analyse its content. Depending on the type of request, the network may start any of the MM common procedures and RR procedures.

The network may initiate the classmark interrogation procedure, for example, to obtain further information on the mobile station's encryption capabilities.

The identification procedure (see section 4.3.3) may be invoked.

The network may invoke the authentication procedure (see section 4.3.2).

In GSM, the network decides if the security mode setting procedure shall be invoked (see GSM 04.18 section 3.4.7).

An indication from the RR sublayer that the security mode setting procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station. 

In UMTS, the network decides if the security mode control procedure shall be invoked (see section 8.1.10 in 3GPP TS 25.331). An indication from the RR sublayer that the security mode control procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.

The MM connection re-establishment is completed, timer T3230 shall be stopped, all CM entities associated with the re-establishment shall be informed, and MM sublayer state MM CONNECTION ACTIVE is re-entered. All the MM connections are considered to be active.

If the network cannot associate the re-establishment request with any existing call for that mobile station, a CM SERVICE REJECT message is returned with the reject cause:

#38
"call cannot be identified"

If call re-establishment cannot be performed for other reasons, a CM SERVICE REJECT is returned, the appropriate reject cause may be any of the following (see annex G):

# 4

"IMSI unknown in VLR";

# 6

"illegal ME";

#17
"network failure";

#22
"congestion";

#32
"service option not supported";

#34
"service option temporarily out of order".

Whatever the reject cause a mobile station receiving a CM SERVICE REJECT as a response to the CM RE-ESTABLISHMENT REQUEST shall stop T3230, release all MM connections and proceed as described in section 4.5.3.1. In addition:

-
if cause value #4 is received, the mobile station deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to NOT UPDATED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. If subsequently the RR connection is released or aborted, this will force the mobile station to initiate a normal location updating). The CM re-establishment request shall not be memorized during the location updating procedure.

-
if cause value #6 is received, the mobile station deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to ROAMING NOT ALLOWED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. The MS shall consider the SIM as invalid for non-GPRS services until switch-off or the SIM is removed.

G.1
Causes related to MS identification

Cause value = 2  IMSI unknown in HLR


This cause is sent to the MS if the MS is not known (registered) in the HLR. This cause code does not affect operation of the GPRS service, although is may be used by a GMM procedure. 

Cause value = 3  Illegal MS


This cause is sent to the MS when the network refuses service to the MS either because an identity of the MS is not acceptable to the network or because the MS does not pass the authentication check, i.e. the SRES received from the MS is different from that generated by the network. When used by an MM procedure, except the authentication procedure, this cause does not affect operation of the GPRS service.
Cause value = 4  IMSI unknown in VLR


This cause is sent to the MS when the given IMSI is not known at the VLR.

Cause value = 5  IMEI not accepted


This cause is sent to the MS if the network does not accept emergency call establishment using an IMEI.

Cause value = 6  Illegal ME 


This cause is sent to the MS if the ME used is not acceptable to the network, e.g. blacklisted.  When used by an MM procedure, this cause does not affect operation of the GPRS service.
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