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0
Abstract

This contribution analyses the various SIP drafts, and identifies the SIP requirements for the Timestamp header. It then identifies the values that need to be inserted in the profile tables of 24.229 regarding this header.

1
An analysis of the SIP drafts with respect to the Timestamp header

1.1
Reliability of Provisional Responses in SIP (draft-ietf-sip-100rel-03)

Section 6.1 (UAC behaviour) 4th paragraph indicates:

Assuming the response is to be transmitted reliably, the UAC MUST create a new request with method PRACK. The Call-ID in this request MUST match that of the provisional response. The CSeq in this request MUST be larger than the last request (PRACK or otherwise) sent by this UAC for this call leg. The To, From, and Via headers MUST be present, and MUST be constructed as they would be for a re-INVITE or BYE as specified in [1]. In particular, if the provisional response contained a tag in the To field, this tag MUST be mirrored in the To field of the PRACK. If the provisional response contained a Timestamp header, this is copied into the PRACK.

Section 6.2 (UAS behaviour) 9th paragraph indicates:

Reliable provisional responses MAY contain a Timestamp header, which will be mirrored in the PRACK. This allows for RTT estimation. See section 7.

Section 7 (Retransmit Interval Computation) indicates:

The retransmission interval starts at 500 ms, and doubles after each retransmission, up to a maximum of 32 seconds. This mirrors the behavior of INVITE responses in [1]. If no PRACK is received for that response after 96 seconds, it is considered a network or endpoint failure. Behavior at that point is at the discretion of the implementor.

More information is needed here on using the RTT estimates measured with the Timestamp.

1.2
SIP Call Control - Transfer (draft-ietf-sip-cc-transfer-04)

The table in section 3.3 indicates that the Timestamp header appears in REFER requests and responses (i.e. it is a general header), and has status optional.

1.3
Integration of Resource Management and SIP (draft-ietf-sip-manyfolks-resource-01)

The table in section 5.2, table 3, indicates that the Timestamp header appears in COMET requests and responses (i.e. it is a general header), and has status optional.

1.4
SIP: Session Initiation Protocol (draft-ietf-sip-rfc2543bis-02.txt)

Table 3 defines the syntax for the header name.

Table 5 indicates that the header appears in requests and responses (i.e. it is a general header). A status of optional is given for the following methods: ACK, BYE, CANCEL, INVITE, OPTIONS, REGISTER, i.e. all of those defined in the bis draft. There is no indication in the proxy column, therefore the following applies:

The "proxy" column describes whether proxies can add comma-separated elements to headers ("c", for concatenate or comma), can modify the header ("m"), can add the header if not present ("a") or need to read the header ("r"). Headers that need to be read cannot be encrypted. Proxies MUSTNOT alter any fields that are authenticated (see Section 13.2), but MAY add copies of fields that were authenticated by the UA if indicated in the table. Depending on local policy, proxies MAY inspect any non-encrypted header fields and MAY modify any non- authenticated header field, but proxies cannot rely on fields other than the ones indicated in the table to be readable or modifiable.

Section 6.43 defines the header as follows:

6.43 Timestamp

The Timestamp general-header field describes when the client sent the request to the server. The value of the timestamp is of significance only to the client and it MAY use any timescale. The server MUST echo the exact same value and MAY, if it has accurate information about this, add a floating point number indicating the number of seconds that have elapsed since it has received the request.  The timestamp is used by the client to compute the round-trip time to the server so that it can adjust the timeout value for retransmissions.

Timestamp
=  "Timestamp" ":" *(DIGIT) [ "." *(DIGIT) ] [ delay ]

delay


=  *(DIGIT) [ "." *(DIGIT) ]

Note that there MUSTNOT be any LWS between a DIGIT and the decimal point.

Section 10.2.1 specifies the following:

The value of the initial retransmission timer is smaller than that that for TCP since it is expected that network paths suitable for interactive communications have round-trip times smaller than 500 ms. For congestion control purposes, the retransmission count has to be bounded.  Given that most transactions are expected to consist of one request and a few responses, round-trip time estimation is not likely to be very useful. If RTT estimation is desired to more quickly discover a missing final response, each request retransmission needs to be labeled with its own Timestamp (Section 6.43), returned in the response. The server caches the result until it can be sure that the client will not retransmit the same request again.

Section 11.5, 1st paragraph, item 1, 4th subparagraph specifies:

RTP media agents allowing restarts need to be robust by accepting out-of-range timestamps and sequence numbers.

Within section 14.1.1 relating to the WWW-Authenticate response header, the nonce definition specifies the following:

nonce:
A server-specified data string which should be uniquely generated each time a 401 response is returned. It is RECOMMENDED that this string be base64 [43] or hexadecimal data. Specifically, since the string is passed in the header lines as a quoted string, the double-quote character is not allowed. The contents of the nonce are implementation dependent. The quality of the implementation depends on a good choice. Since the nonce is used only to prevent replay attacks and is signed, a time stamp in units convenient to the server is sufficient.

Replay attacks within the duration of the call setup are of limited interest, so that timestamps with a resolution of a few seconds are often sufficient. In that case, the server does not have to keep a record of the nonces.

Discussion point: Need to confirm that the about text does relate to the Timestamp header.

Section A.3 specifies the following support for servers:

A minimally compliant server implementation MUST understand the INVITE, ACK, OPTIONS and BYE requests. A proxy server MUST also understand CANCEL. It MUST parse and generate, as appropriate, the Call-ID, Content-Length, Content-Type, CSeq, Expires, From, Max-Forwards, Require, To and Via headers. It MUST echo the CSeq and Timestamp headers in the response. It SHOULD include the Server header in its responses.

Section A.4 Header Processing defines that the header is:

· type general (applies to both requests and responses);

· for UACs the support of the field is purely optional;

· for proxy the support of the field is purely optional;

· support is mandatory for UASs;

· support is mandatory for registrars.

1.5
The SIP INFO Method (RFC 2976)

The table 1 in section 2.2 indicates that the Timestamp header appears in INFO requests and responses (i.e. it is a general header), and has status optional.

2
Summary of RFC status

In general it is optional for a UAC to insert the Timestamp header in any request. 

A UAC would presumably only need to understand the header in a response if it had generated it in the first place.

A UAS must understand it in a request, and return it (possibly with additional fields) in a response.

A proxy need not understand a received Timestamp header, as default processing ensures that it is passed on. Therefore a status of "i" or "irrelevant" may be most appropriate. This would seem to also apply where the proxy is forking an INVITE. 

Discussion point: Given that the Timestamp header is responded to by a UAS (see A.4 of the bis draft), it is also presumably returned by a B2BUA. Given that a consistent handling of timestamp headers is required for proxies that become B2BUAs, is this an area where the bis draft should be amended to at least deal with the processing requirements of B2BUAs slightly differently from ordinary UAs. 

Discussion poi: In the example of this header, the registrar behaves exactly as a UA. Does this mean that we should define a registrar acting within the REGISTER method as a UA rather than a proxy, but that it becomes a proxy for all other methods. If so we will need to provide text that defines this.

Discussion point: Given that CANCEL requests are returned by proxies under certain defined circumstances (e.g. UDP transmission and multicast), does this make it mandatory for a proxy to understand a Timestamp header in a CANCEL request, and therefore A.4 of the bis draft is insufficiently detailed.

3
Summary of 3GPP status

As above. 

This is a UA generated header, and therefore there is no justification in adopting a 3GPP specific behaviour.

For any B2BUA activity, 3GPP will need to agree the action of a B2BUA on the timestamp header.

4
Proposed changes to the tables of 24.229

The following changes are identified to the tables of 24.229.

Note that currently there is no requirement to support all the documented methods within 3GPP. If the 3GPP status of the associated PDU is n/a, then the 3GPP status within the header tables should also be n/a, and override what is specified below. No determination has yet been made for the content of the PDU 3GPP status columns.

The values c1, c2, etc. used in the changes below are unique to this proposal only, and the index values will be changed to reflect the correct placing with the tables when included in 24.229. A separate contribution adds <timestamping> and <registrar> to the major capabilities table.

4.1
Status at the user agent

For all request tables, i.e. current tables 5.5 (ACK request), 5.7 (BYE request), 5.19 (CANCEL request), 5.29 (COMET request), 5.41 (INFO request), 5.53 (INVITE request), 5.66 (OPTIONS request), 5.79 (PRACK request), 5.91 (REFER request), 5.104 (REGISTER request), modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
c1
c1
[1] 6.43
m
m

c1:
IF <timestamping> THEN o ELSE n/a

For all response tables, i.e. current tables 5.9 through 5.17 (BYE response), 5.20 through 5.28 (CANCEL response), 5.31 through 5.39 (COMET response), 5.43 through 5.51 (INFO response), 5.55 through 5.64 (INVITE response), 5.68 through 5.77 (OPTIONS response), 5.81 through 5.89 (PRACK response), 5.93 through 5.102 (REFER response), 5.106 through 5.115 (REGISTER response), modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
m
m
[1] 6.43
c2
c2

c2: IF <timestamping> THEN m ELSE n/a
For table 5.79 (PRACK request) add the following editors note:

Editor's note: No account has been taken of the requirement in the 100 rel draft to reflect in a PRACK request the timestamp received in a previous response. Further information is needed on the handling of this requirement within IETF.

4.2
Status at the proxy

For all request tables except CANCEL and REGISTER, i.e. current tables 5.119 (ACK request), 5.121 (BYE request), 5.143 (COMET request), 5.155 (INFO request), 5.167 (INVITE request), 5.180 (OPTIONS request), 5.193 (PRACK request), 5.205 (REFER request), modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
i
i
[1] 6.43
i
i

For the CANCEL request, table 132, modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
i
I
[1] 6.43
m
m

For the REGISTER request, table 218, modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
i
I
[1] 6.43
c3
c3

c3:
IF <registrar> THEN m ELSE i
For all response tables except CANCEL and REGISTER, i.e. current tables 5.123 through 5.131 (BYE response), 5.145 through 5.153 (COMET response), 5.157 through 5.165 (INFO response), 5.169 through 5.178 (INVITE response), 5.182 through 5.191 (OPTIONS response), 5.195 through 5.203 (PRACK response), 5.201 through 5.216 (REFER response), modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
i
i
[1] 6.43
i
i

For the CANCEL response, tables 133 through 142, modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
m
m
[1] 6.43
i
i

For the REGISTER response, tables 220 through 229, modify the row relating to Timestamp as follows:

xx
Timestamp
[1] 6.43
c4
c4
[1] 6.43
i
i

c4:
IF <registrar> THEN m ELSE i
