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Introduction

One of the scenarios still needing completion in TS 24.228 is registration failure due to unsuccessful profile update transaction with the HSS.  This contribution presents the signalling flow for the scenario, where the user is forbidden from registering in the current network.

Discussion

The signalling flow presented here is identical to that presented for a successful registration as presented in Annex A 7.1 up until step 9.  During a normal registration, the S-CSCF performs the Cx-Profile transaction with the HSS after it receives the REGISTER request and has performed Cx-Location but before sending a response back to the UE.  In this example, the S-CSCF determines (from the Cx-Profile transaction) that the user is forbidden from registering with the network.  Since the HSS has already been updated with the S-CSCF as the current location for the subscriber the Cx-Location transaction must be reversed.  When this is complete an appropriate response code is returned (403 Forbidden).

The resulting flow is shown in the proposal section.

Proposal

We propose that a new subsection be added to TS 24.228, Annex A, section 100.2 with the following text, tables, and diagrams. These incorporate the changes discussed above.
100.2
Registration Signalling: Registration – Failure of Registration Due to Cx-Profile Failure (Forbidden) 

This information flow is a continuation of the information flow in subclause 7.1 “Registration Signalling: User Not Registered” after reception of information flow 8.  This information flow shows the failure of registration due to the user being forbidden access to the network .

Figure 100.2.2-1: Failure of Registration – Cx-Profile Failure (Forbidden)
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1
Cx-Profile
The S-CSCF shall send the subscriber’s identity to the HSS in order to be able to download the subscriber profile to the S-CSCF. 

2
S-CSCF Processing

The S-CSCF determines from the Cx-Profile that the user is forbidden access to the network.  
3
Cx-Location
The S-CSCF shall remove its location information from the HSS. 

4
SIP 403 (S-CSCF to I-CSCF) – see example in Table 100.2-4
The S-CSCF sends acknowledgment to the I-CSCF. This response will traverse the path that the REGISTER request took as described in the Via list.

Table 100.2-4 SIP 403 CLIENT ERROR response (S-CSCF to I-CSCF)

SIP/2.0 403 Client Error

Via: SIP/2.0/UDP icscf2.home1.com

Via: SIP/2.0/UDP pcscf1.visited1.com

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:scscf2.home1.com>

Path: <sip:icscf2.home1.com>

Path: <sip:pcscf1.visited1.net> 

From: <sip:user_private1@home1.net>

To: <sip:user_public1@home1.net>
Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Content-Length: 0

5
SIP 403 (I-CSCF to P-CSCF) – see example in Table 100.2-5
The I-CSCF encrypts the S-CSCF name in the Path header. The I-CSCF forwards acknowledgment from the S-CSCF to the P-CSCF.

Table 100.2-5 SIP 403 CLIENT ERROR response (I-CSCF to P-CSCF)

SIP/2.0 403 Client Error

Via: SIP/2.0/UDP pcscf1.visited1.com

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Path: <sip:encrypt(scscf2.home1.com)>

Path: <sip:icscf2.home1.com>

Path: <sip:pcscf1.visited1.net>

From: <sip:user_private1@home1.net>

To: 

CSeq: 

Content-Length: 

6
SIP 403 (P-CSCF to UE) – see example in Table 100.2-6
The P-CSCF stores the names from the Path header and associates it with the UE. The P-CSCF then removes the Path header from the 403 response and forwards the acknowledgment.

Table 100.2-6 SIP 403 CLIENT ERROR response (P-CSCF to UE)

SIP/2.0 403 Client Error

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

CSeq: 

Content-Length: 
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