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Reason for change:
(

At the last CN1 meeting in Beijing, Vodafone opened the discussions on how to handle the re-transmission of AUTHENTICATION (&CIPHERING) REQUEST messages in the case where an AUTHENTICATION (&CIPHERING) RESPONSE has been lost on the radio interface.  The background to these discussions appeared in Tdoc N1-010121.

The proposed solution in that discussion document was based on the recently agreed changes to the stage 2 document 33.102.  However, during the discussion a number of issues arose, and Vodafone agreed to study the matter in more detail.

As a result of this study, it has become clear that the problem of re-transmission of AUTHENTICATION (&CIPHERING) REQUEST messages in GSM is not too bad, and it is believed that in UTRAN the problem ought not arise too frequently either.

If the problem does occur, the re-synchronisation procedure defined in 33.102 will be triggered by the UE and authentication may still succeed.  However, the re-synchronisation procedure is very costly in terms of radio and MAP signalling and ought to be avoided wherever possible.

This CR makes slight changes to the timers on the network side in order to ensure that a re-synchronisation procedure is not triggered simply because of a re-transmission.




Summary of change:
(

When a UMTS security context is being established/updated, and timer T3260 expires in the MSC, the MSC shall send a new AUTHENTICATION REQUEST message to the MS, containing new/fresh authentication parameters.

When a UMTS security context is being established/updated, and timer T3360 expires in the SGSN, the SGSN shall send a new AUTHENTICATION & CIPHERING REQUEST message to the MS, containing new/fresh authentication parameters.

The duration of timer T3360 is extended to 12 seconds (for UMTS authentication) to be consistent with the CS domain.




Consequences if 
(

not approved:
A re-transmitted AUTHENTICATION (&CIPHERING) REQUEST message may cause an unnecessary re-synch procedure.
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***   First modified section   ***

Table 11.2/3GPP TS 24.008: Mobility management timers - network-side

TIMER

NUM.
MM
ST
AT
TIME
OUT
VAL.
CAUSE FOR START
NORMAL STOP
AT THE EXPIRY
AT THE SECOND EXPIRY

T3250
6
12s
TMSI-REAL-CMD or LOC UPD ACC with new TMSI sent
TMSI-REALL-COM received
Optionally Release RR connection


T3255

Note
LOC UPD ACC sent with"Follow on Proceed"
CM SERVICE REQUEST
Release RR Connection or use for mobile station terminating call


T3260
5
12s
AUTHENT-REQUEST sent
AUTHENT-RESPONSE received

AUTHENT-FAILURE received
Optionally Release RR connection
(see Note 3)



T3270
4
12s
IDENTITY REQUEST sent
IDENTITY RESPONSE received
Optionally Release RR connection


NOTE 2:
The value of this timer is not specified by this recommendation.

NOTE 3:
It is not prohibited for the network to retry the authentication procedure.  If the network does attempt to re-send the AUTHENTICATION REQUEST message, then for UMTS authentication, it shall do so using new vectors.
***   Next modified section   ***

Table 11.4/3GPP TS 24.008: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY Note 3

T3322
6s
GMM-
DEREG-INIT
DETACH REQ sent
DETACH ACCEPT received
Retransmission of DETACH REQUEST

T3350
6s
GMM-COMMON-PROC-INIT
ATTACH ACCEPT
sent with P-TMSI and/or TMSI


RAU ACCEPT sent with P-TMSI and/or TMSI

P-TMSI REALLOC COMMAND
sent
ATTACH COMPLETE received

RAU COMPLETE received

P-TMSI REALLOC COMPLETE received
Retransmission of the same message type, i.e. ATTACH ACCEPT, RAU ACCEPT or REALLOC COMMAND

T3360
6s (GSM auth)

or

12s (UMTS auth)
GMM- COMMON-PROC-INIT
AUTH AND CIPH REQUEST
sent
AUTH AND CIPH RESPONSE received
AUTHENT- AND CIPHER- FAILURE     received
(For GSM auth) retransmission of AUTH AND CIPH REQUEST. (Note 4)
(For UMTS auth) send a new AUTH AND CIPH REQUEST (containing new auth parameters). (Note 4)

T3370
6s
GMM-COMMON-PROC-INIT
IDENTITY REQUEST sent
IDENTITY RESPONSE received
Retransmission of IDENTITY REQUEST

Table 11.4a/3GPP TS 24.008: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON 
EXPIRY

T3313
Note1
GMM_REG
Paging procedure initiated
Paging procedure completed
Network dependent

T3314

READY

(GSM only)
Default 
44 sec
Note 2
All except GMM-DEREG
Receipt of a PTP PDU
Forced to Standby
The network shall page the MS if a PTP PDU has to be sent to the MS

Mobile Reachable
Default 4 min greater than T3312
All except GMM-DEREG
In GSM, change from READY to STANDBY state 

In UMTS, change from PMM-CONNECTED mode to PMM-IDLE mode.
PTP PDU received 
Network dependent but typically paging is halted on 1st expiry

NOTE 1:
The value of this timer is network dependent.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure. The value of this timer should be slightly shorter in the network than in the MS, this is a network implementation issue.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.

NOTE 4: If the AUTHENTICATION REQUEST message was sent containing an AUTN IE (UMTS authentication), then upon expiry of T3360, the network shall send a new AUTHENTICATION REQUEST message to the MS (with new authentication vectors).
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