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4.3.2.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

A R99 GSM-only MS connected to a R99 core network (even using the GSM radio access) shall support a UMTS authentication challenge.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The MS shall then follow the procedure described in section 4.3.2.6 (c). 

b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the SIM (see 3GPP TS 33.102). The MS shall then follow the procedure described in section 4.3.2.6 (d).

4.3.2.6
Abnormal cases

(a)
RR connection failure:


Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b)
Expiry of timer T3260:


The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection. In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release procedure described in section 3.5. 

(c) Authentication failure (reject cause ‘MAC failure’):


The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘MAC failure’, to the network and start timer T3214.  Upon receipt of an AUTHENTICATION FAILURE message from the MS, with reject cause ‘MAC failure,’ the network may initiate the identification procedure described in section 4.3.3.  This is to allow the network to obtain the IMSI from the MS.  The network may then check that the TMSI originally used in the authentication challenge corresponded to the correct IMSI.  Upon receipt of the IDENTITY REQUEST message from the network, the MS shall send the IDENTITY RESPONSE message.


If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the MS.  Upon receiving the second AUTHENTICATION REQUEST message from the network, the MS shall stop the timer T3214, if running, and then process the challenge information as normal.


When the first AUTHENTICATION REQUEST message containing an invalid MAC has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230).


Upon successfully validating the network (an AUTHENTICATION REQUEST that contains a valid MAC is received), the MS shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230) , if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid MAC.


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occur:

-
After sending the AUTHENTICATION FAILURE message with the reject cause ‘MAC failure’ the timer T3214 expires;

· Upon receipt of the second AUTHENTICATION REQUEST while T3214 is running and the MAC value cannot be resolved.
· The second AUTHENTICATION REQUEST which is received while T3214 is running is GSM authentication.

When it has been deemed by the MS that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the MS), the MS shall behave as described in section 4.3.2.6.1.
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Figure 4.2/3GPP TS 24.008: Authentication Failure Procedure (reject cause ‘MAC failure’)

(d) Authentication failure (reject cause ‘synch failure’):


The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘synch failure,’ to the network and start the timer T3216. Upon receipt of an AUTHENTICATION FAILURE message from the MS with the reject cause ‘synch failure,’ the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the VLR/MSC to delete all unused authentication vectors for that IMSI and obtain new vectors from the HLR. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the MS shall stop the timer T3216, if running. 


When the first AUTHENTICATION REQUEST message containing an invalid SQN has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230). 


Upon successfully validating the network (a second AUTHENTICATION REQUEST is received which contains a valid SQN) while T3216 is running, the MS shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid SQN.


If the MS receives a second AUTHENTICATION REQUEST which contains an invalid SQN or GSM AUTHENTICATION REQUEST while T3216 is running, then the MS shall behave as described in section 4.3.2.6.1.

If the timer T3216 expires, then the MS shall behave as described in section 4.3.2.6.1.
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Figure 4.2a/3GPP TS 24.008: Authentication Failure Procedure (reject cause ‘Synch failure’)

4.3.2.6.1
MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then it shall treat the cell where the AUTHENTICATION REQUEST message which lead to sending of AUTHENTICATION FAILURE was received as barred, until refresh of system information data. The MS shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.
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