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1. Introduction/Requirements

New requirements from S1 and S3 on the level of security protection given to emergency calls have led to the following stage two specification/requirements being agreed upon:

6.4.9
Emergency call handling

PLMNs shall support an emergency call teleservice as defined in TS 22.003 which fulfils the additional service requirements defined in TS 22.101.

6.4.9.1
Security procedures applied

The security mode procedure shall be applied as part of emergency call establishment as defined in TS 24.008. Thus, integrity protection (and optionally ciphering) shall be applied as for a non-emergency call.  If authentication of the (U)SIM fails for any reason, the emergency call shall proceed as in 6.4.9.2 d) below. Once the call is in progress with integrity protection (and optionally ciphering) applied, failure of integrity checking or ciphering is an unusual circumstance and must be treated in the same manner as other equipment failures, that is, the call will terminate.

6.4.9.2
Security procedures not applied

As a serving network option, emergency calls may be established without the network having to apply the security mode procedure as defined in TS 24.008. 

The following are the only cases  where the “security procedure not applied” option may be used :

a)
Authentication is impossible because the (U)SIM is absent 

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure

c)
Authentication is impossible because the (U)SIM is not permitted to receive non-emergency services from the serving network (e.g. there is no roaming agreement or the IMSI is barred)

d)
Authentication is possible but the serving network cannot successfully authenticate the (U)SIM 
It is now the task of TSG N1 to use these requirements to align the N1 specifications.

2. Proposed Solution – MS side

The decision on whether or not to activate security procedures has to be taken by the network.  However, the mobile needs to know whether or not to expect such features to be activated.  For instance, the MS must not be allowed to accept a CM SERVICE ACCEPT message that hasn’t passed the integrity check.  This is to protect the subscriber and the network operator from fraudulent attacks.

Conversely, in the case where a request for an emergency call has been made by the mobile, and the network decides not to activate the security features, the mobile must now accept the CM SERVICE ACCEPT message without integrity checking. 
It is the lower layers that perform the integrity checking and hence discard messages that have failed the check.  

If no SECURITY MODE COMMAND is received by the lower layers of the MS, integrity checking will not start.  This is where MM comes in.  MM knows whether or not the lower layers have received the SECURITY MODE COMMAND (and thus started integrity checking), because an internal primitive is sent to MM.  If any signalling messages are received by MM before that primitive, they will be discarded unless they appear on the list in section 4.1.1.1.1 of 24.008.  Any signalling messages arriving at any other L3 entity (e.g. CC) must be assumed by the MS to have been integrity protected.  In the case that no SECURITY MODE COMMAND was received, the lower layers will simply pass the messages straight to CC, and CC can process them.
An example of this would be in the case of the requirement set out in section 6.4.9.2 b) in 33.102 (above)  The MS knows that a (U)SIM is present and knows that a successful LOCATION UPDATE procedure has taken place and so will be expecting the security features to be activated, because it remains unaware of any problem in the network.

So, it can be seen that the MS must- in some cases- be prepared to accept messages with or without the security features having been applied.  Yet, the MS must not accept a CM SERVICE ACCEPT message that has not passed an integrity check.

This paper proposes the following:

The MM entity in the MS is responsible for setting the CM SERVICE TYPE IE in the CM SERVICE REQUEST message, based upon what it has received from the CC or SMS entity.

If MM has set this IE to ‘emergency call’ then it shall move into a new behavioural state, whereby it is equally able to receive the indication from the lower layers that the security mode command has been received or to receive a CM SERVICE ACCEPT.
If MM sets the CM SERVICE TYPE IE to anything other than ‘emergency call’ it shall behave as currently specified, discarding any MM message it receives before the indication that security has been applied (unless the message is on the list of permitted messages in 24.008 section 4.1.1.1.1)

Figure 1 summarises the proposal:
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Figure 1 – Initiation of an emergency call by the CM sub-layer of the MM entity in the MS

2.1 Error Cases

On the left hand side of figure 1, in the final box, one error case is covered- if the MM entity in the MS does NOT receive the indication from the lower layers that it was expecting, then it shall check whether or not it is allowed to deal with the message it has received by searching through the list of messages in section 4.1.1.1.1 of 24.008.  For example, a CM SERVICE REJECT appears on the list of ‚allowed‘ messages and would be processed by MM, but a CM SERVICE ACCEPT does not appear in the list and will be discarded by MM.

On the right hand side of figure 1, the MS can follow normal error cases defined in 24.008 depending on what it receives from the network.  It should receive (at MM sublayer) the indication that security mode has been activated in the mobile, or the CM SERVICE ACCEPT.  Any other message received will be treated as defined currently in 24.008.

3. Proposed Solution – Network side

The network’s decision on whether or not to apply the security procedures upon receipt of a CM SERVICE REQUEST with CM SERVICE TYPE set to ‘emergency call’ shall be based on the requirements in 33.102, section 6.4.9.2 (above).  The network can easily identify cases a) and c) in the aforementioned sub-clause by the MS identity sent in the CM SERVICE REQUEST message.  Case b) will also be known by the network, when it tries to obtain authentication vectors and cannot.  Case d) will be known in the network if it tries to authenticate the MS after receipt of the CM SERVICE REQUEST, and the MS fails the authentication.

4. Further Issues

It may be the choice of some network operators to run the security mode procedure for an emergency call, without performing an authentication (where a CKSN was included in the CM SERVICE REQUEST and therefor keys are available).  This removes the time-intensive possibilities of the mobile sending AUTHENTICATION FAILURE messages and/or barring a cell, and the network will not have to perform the resynchronisation procedure.

5. Summary

Although the MS must expect different responses to the CM SERVICE REQUEST message, based on what it encoded in the CM SERVICE TYPE IE, the behaviour when that response is received will not be different to what is already specified in 24.008.  The mobile behaviour will be consistent and clear, with the only decision being whether to code the CM SERVICE TYPE IE as Emergency call establishment or as something else.  This decision is one that the MS currently has to make anyway.

The network will hold all the intelligence in terms of deciding whether or not to apply the security procedures to an emergency call.  This decision will be based on regulatory requirements, operator specific requirements and the level of information available in the network about the calling party (i.e. is there a currently valid authentication context for this MS?).

As a very important part of R99 security, and with the need to have a fully complete and correct set of R99 specifications, and with no more N1 meetings before the CN plenary in December, Vodafone seeks agrreement from CN1 of this proposal, and has a CR to 24.008 which it also seeks to gain approval for.  This CR is in Tdoc N1-001262.  An identical CR for R4 can be found in Tdoc N1-001263.
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