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Background

IOV-UI is an LLC parameter employed in the ciphering/deciphering of LLC UI frames. For successful ciphering and deciphering of LLC UI frames both LLC peers should maintain the same IOV-UI parameter. Typically, when ciphering is enabled at the SGSN, the LLC layer randomly derives a new IOV-UI value and sends this value to MS over an XID command frame. The new IOV-UI value will take effect

· in MS, when the XID command is received; and 

· in SGSN, when an XID response is received from the MS confirming the acceptance of the new IOV-UI.

The MS uses the old IOV-UI
 value before receiving a valid XID command with a new IOV-UI and the SGSN uses the old IOV-UI value before receiving a valid XID response from MS confirming the acceptance of the new IOV-UI.

The Problem

1) According to 04.64 ver.6.7.0, section 7.2.1.1 (last two bullets), ciphering is enabled at the LLC layer after receiving a LLGMM-ASSIGN primitive from the GMM layer, specifying a Ciphering Algorithm other than ‘no ciphering’.

2) According to 04.64 ver.6.7.0, section 6.4.1.6, “IOV‑UI shall only be negotiated in ADM, and only before ciphering is enabled.”

3) However, according to 04.07 ver.6.5.1, Fig. C.2
 (see below), IOV-UI negotiation takes place after the LLGMM-ASSIGN primitive is invoked and hence after ciphering is enabled. In this figure, an MS compliant with 2) will ignore the XID command sent by the SGSN to negotiate a new IOV-UI value and, effectively, it will never accept a new IOV-UI value no matter how many retransmissions occur. Consequently, a new IOV-UI value will never be negotiated and only the default IOV-UI value can be used. This will compromise the ciphering robustness.

4) According to 04.64 ver.6.7.0, section 8.9.2, when ciphering is enabled, a new IOV-UI shall be negotiated if Kc does not change. Therefore, during an inter-SGSN RAU, where Kc does not change (assuming no re-authentication is needed), the negotiation of a new IOV-UI is mandatory. However, according to section 6.4.1.6, the MS cannot negotiate a new IOV-UI since its ciphering function is already enabled.

Corrective Action

In order to eliminate the above problem, the CR in Tdoc N1-0xxxx proposes to remove the phrase “and only before ciphering is enabled” from 04.64 section 6.4.1.6. In effect, this will allow the negotiation of a new IOV-UI value after ciphering has been enabled. Investigations have shown that this modification will not produce any problems.

Implications if the proposed correction is not accepted 

1) The XID command sent by the SGSN to negotiate a new IOV-UI parameter will never be accepted by MS and ciphering will always be performed by using the default IOV-UI value. As stated before, this would compromise ciphering robustness. 

2) Repeated unsuccessful XID transmissions will lead to inefficient resources utilization; especially in implementations that re-invoke IOV-UI negotiation after the first one has failed.

3) The exception case where an attempt is made to negotiate IOV-UI after ciphering is enabled is not covered in 04.64. Therefore, this exception case would have to be specified.
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� The old IOV-UI may be either the default IOV-UI or a previously negotiated IOV-UI.


� The same holds true for other figures as well (e.g. C.1)





