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There is currently no procedure defined for how the MS should react upon receipt of an invalid Message Authentication Code (MAC) which is derived from the AUTN provided in the UMTS authentication challenge.

The MAC provides a guarantee of ‘freshness’ for the authentication challenge.  For instance, in GSM, a RAND could be captured and replayed later without the MS knowing that the RAND had been intercepted.  In UMTS, the MS can tell that the RAND is not fresh.

This CR proposes a suitable procedure:

· Upon sending the AUTHENTICATION FAILURE or the AUTHENTICATION & CIPHERING FAILURE message the MS starts a timer.

· Upon expiry of the timer the MS deems the network to be false.

· Upon receipt of a failure message with reject cause ‘MAC failure’ the network may send an IDENTITY REQUEST message.  Upon receipt of the IDENTITY REQUEST message, the MS shall stop the timer and send its (encrypted) IMSI to the network in the IDENTITY RESPONSE message.  A second timer shall be started.

· Having sent the IDENTITY RESPONSE message, the MS may then receive a new authentication challenge.  If it does then it shall stop the second timer.  If the new challenge contains an invalid MAC then the MS shall deem the network as being false.  If no new authentication challenge is received, the second timer will expire and the MS shall deem the network as being false.

· Once the MS has deemed the network to be false, an internal mechanism shall treat the cell (as identified by the BSIC, ARFCN and timing) as barred and shall prevent the MS from camping on that cell, until a refresh of System Information data.
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4.3.2.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

A R99 GSM-only MS connected to a R99 core network (even using the GSM radio access) shall support a UMTS authentication challenge.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause ‘MAC failure’.  The MS shall then follow the procedure described in section 4.3.2.6 (c).
b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause ‘Synch failure’ and parameters provided by the SIM (see TS 33.102)   The MS shall then follow the procedure described in section 4.3.2.6 (d).

4.3.2.6
Abnormal cases

(a) RR connection failure:


Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3260:


The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection. In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release procedure described in section 3.5.
(c) Authentication failure (reject cause ‘MAC failure’):
The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘MAC failure’, to the network and start timer T3214.  Upon receipt of an AUTHENTICATION FAILURE message from the MS, with reject cause ‘MAC failure,’ the network may initiate the identification procedure described in section 4.3.3.  This is to allow the network to obtain the IMSI from the MS.  The network may then check that the TMSI originally used in the authentication challenge corresponded to the correct IMSI.  Upon receipt of the IDENTITY REQUEST message from the network, the MS shall stop timer T3214 if running and then send the IDENTITY RESPONSE message.  At the sending of this message, the MS shall start the timer T3215.
If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the MS.  Upon receiving the second AUTHENTICATION REQUEST message from the network, the MS shall stop the timer T3215, if running, and then process the challenge information as normal.

When the first AUTHENTICATION REQUEST message containing an invalid MAC has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230).

Upon successfully validating the network (an AUTHENTICATION REQUEST containg a valid MAC is received), the MS shall send the AUTHENTICATION RESPONSE message to the network and shall resume any retransmission timers (e.g. T3210, T3220 or T3230) that are currently suspended if they are not not already running.
It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occur:

-
After sending the AUTHENTICATION FAILURE message with the reject cause ‘MAC failure’ the timer T3214 times out;

-
After sending the IDENTITY RESPONSE message the timer T3215 times out; or

-
Upon receipt of the second AUTHENTICATION REQUEST, the MAC value still cannot be resolved.

When it has been deemed by the MS that the source of the authentication challenge is not genuine (authentication not accepted by the MS), the MS shall behave as described in section 4.3.2.6.1
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Figure 4.2/TS 24.008: Authentication Failure Procedure (reject cause ‘MAC failure’)

(d) Authentication failure (reject cause ‘synch failure’):
The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘synch failure,’ to the network and start the timer T3216.  Upon receipt of an AUTHENTICATION FAILURE message from the MS with the reject cause ‘synch failure,’ the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise.  The re-synchronisation procedure requires the VLR/MSC to delete all unused authentication vectors for that IMSI and obtain new vectors from the HLR.  When re-synchronisation is complete, the network shall initiate the authentication procedure.  Upon receipt of the AUTHENTICATION REQUEST message, the MS shall stop the timer T3216, if running.  If the timer T3216 times out, the MS shall behave as described in section 4.3.2.6.1
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Figure 4.2/TS 24.008: Authentication Failure Procedure (reject cause ‘MAC failure’)

4.3.2.6.1 MS behaviour towards a network that has failed the authentication procedure
If the MS deems that the network has failed the authentication check, then the it shall treat the current serving cell where the authentication failure occurred as barred, until refresh of system information data
***  Next Modified Section  ***
4.7.7.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause ‘MAC failure’.  The MS shall then follow the procedure described in section 4.7.7.6 (f).
b)
SQN failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause ‘Synch failure’ and parameters provided by the SIM (see TS 33.102).  The MS shall then follow the procedure described in section 4.7.7.6 (g).
 
4.7.7.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


Upon detection of a lower layer failure before the AUTHENTICATION AND CIPHERING RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3360


The network shall, on the first expiry of the timer T3360, retransmit the AUTHENTICATION AND CIPHERING REQUEST and shall reset and start timer T3360. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3360, the procedure shall be aborted.

c)
Collision of an authentication and ciphering procedure with a GPRS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT message has to be sent as an answer to an ATTACH REQUEST message), the network shall abort the authentication and ciphering procedure and proceed with the new GPRS attach procedure.

d)
Collision of an authentication and ciphering procedure with a GPRS attach procedure when the authentication and ciphering procedure has been caused by a previous GPRS attach procedure

If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has still to be sent as an answer to an earlier ATTACH REQUEST message), then:

-
If one or more of the information elements in the ATTACH REQUEST message differs from the ones received within the previous ATTACH REQUEST message, the network shall not treat the authentication any further and proceed with the GPRS attach procedure ; or

-
If the information elements do not differ, then the network shall not treat any further this new ATTACH REQUEST.

Collision of an authentication and ciphering procedure with a GPRS detach procedure

GPRS detach containing  cause "power off":


If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering procedure has been completed, the network shall abort the authentication and ciphering procedure and shall progress the GPRS detach procedure.

GPRS detach containing  other causes than "power off":

If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering procedure has been completed, the network shall complete the authentication and ciphering procedure and shall respond to the GPRS detach procedure as described in section 4.7.4.

e)
Collision of an authentication and ciphering procedure with a routing area updating procedure


If the network receives a ROUTING AREA UPDATE REQUEST message before the ongoing authentication procedure has been completed, the network shall progress both procedures.
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Figure 4.7.7/1 TS 24.008: Authentication and ciphering procedure

(f) Authentication failure (GMM cause ‘MAC failure’)

The MS shall send an AUTHENTICATION & CIPHERING FAILURE message, with GMM cause ‘MAC failure’ to the network and start timer T3318.  Upon receipt of an AUTHENTICATION & CIPHERING FAILURE message from the MS with GMM cause ‘MAC failure’ the network may initiate the identification procedure described in section 4.7.8.  This is to allow the network to obtain the IMSI from the MS.  The network may then check that the P-TMSI originally used in the authentication challenge corresponded to the correct IMSI.  Upon receipt of the IDENTITY REQUEST message from the network, the MS shall stop timer T3318, if running, and then send the IDENTITY RESPONSE message.  At the sending of this message, the MS shall start the timer T3319.

If the P-TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION & CIPHERING REQUEST message to the MS.  Upon receiving the second AUTHENTICATION & CIPHERING REQUEST message from the network, the MS shall stop timer T3319, if running, and then process the challenge information as normal.

When the first AUTHENTICATION & CIPHERING REQUEST message containing an invalid MAC has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (e.g. T3310, T3321, T3330 or T3317).

Upon successfully validating the network, (an AUTHENTICATION & CIPHERING REQUEST message containing a valid MAC is received), the MS shall send the AUTHENTICATION & CIPHERING RESPONSE message to the network and shall resume any retransmission timers (i.e. T3310, T3321, T3330 or T3317) that are currently suspended, if they are not already running.
It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occur:

-
After sending the AUTHENTICATION & CIPHERING FAILURE message with GMM cause ‘MAC failure’ the timer T3318 times out;

-
After sending the IDENTITY RESPONSE message to the network, the timer T3319 times out; or

-
Upon receipt of the second AUTHENTICATION & CIPHERING REQUEST message from the network, the MAC value still cannot be resolved.

When it has been deemed by the MS that the source of the authentication challenge is not genuine (authentication not accepted by the MS), the MS shall behave as described in section 4.7.7.6.1.
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(g) Authentication failure (GMM cause ‘Synch failure’):

The MS shall send an AUTHENTICATION & CIPHERING FAILURE message, with the GMM cause ‘Synch failure,’ to the network and start the timer T3320.  Upon receipt of an AUTHENTICATION & CIPHERING message from the MS with the GMM cause ‘synch failure,’ the network shall use the returned AUTS parameter from the authentication & ciphering failure parameter IE in the AUTHENTICATION & CIPHERING FAILURE message, to re-synchronise.  The re-synchronisation procedure requires the SGSN to delete all unused authentication vectors for that IMSI and obtain new vectors from the HLR.  When re-synchronisation is complete, the network shall initiate the authentication & ciphering procedure.  Upon receipt of the AUTHENTICATION & CIPHERING REQUEST message, the MS shall stop timer T3320, if running.  If the timer T3320 times out, the MS shall behave as described in section 4.7.7.6.1.
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4.7.7.6.1 MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then it shall treat the current serving cell where the authentication failure occurred as barred, until refresh of system information data.
***  Next Modified Section  ***

11.2 Timers of mobility management

Table 11.1/TS 24.008: Mobility management timers - MS-side

+-----------------------------------------------------+

│TIMER│MM│TIME│CAUSE FOR   │NORMAL STOP  │AT THE      │

│NUM. │ST│OUT │START       │             │EXPIRY      │

│     │AT│VAL.│            │             │            │

+-----+--+----+------------+-------------+------------│

│T3210│3 │20s │-LOC_UPD_REQ│- LOC_UPD_ACC│            │

│     │  │    │sent        │- LOC_UPD_REJ│            │

│     │  │    │            │- AUTH_REJ   │Start T3211 │

│     │  │    │            │- Lower layer│            │

│     │  │    │            │  failure    │            │

+-----+--+----+------------+-------------+------------│

│T3211│1 │15s │-LOC_UPD_REJ│- Time out   │Restart the │

│     │2 │    │ with cause │- cell change│Location up-│

│     │  │    │ #17 netw.  │- request for│date proc.  │

│     │  │    │ failure    │  MM connec- │            │

│     │  │    │-lower layer│  tion       │            │

│     │  │    │ failure or │  establish- │            │

│     │  │    │ RR conn.   │  ment       │            │

│     │  │    │ released   │- change of  │            │

│     │  │    │ after      │  LA         │            │

│     │  │    │ RR conn.   │             │            │

│     │  │    │ abort      │             │            │

│     │  │    │ during loc.│             │            │

│     │  │    │ updating   │             │            │

+-----+--+----+------------+-------------+------------│

│T3212│1,│Note│-termination│-initiation  │initiate    │

│     │2 │ 1  │ of MM ser- │ of MM ser-  │periodic    │

│     │  │    │ vice or MM │ vice or MM  │updating    │

│     │  │    │ signalling │ signalling  │            │

+-----+--+----+------------+-------------+------------│

│T3213│1 │ 4s │-location up│- expiry     │new random  │

│     │2 │    │ dating fai │- change of  │attempt     │

│     │11│    │ lure       │  BCCH para- │            │

│     │  │    │            │  meter      │            │

+-----+--+----+------------+-------------+------------│

│T3214│ 3│ 5s │-AUTHENT    │- ID REQUEST │Consider the│

│     │ 5│    │ FAILURE-   │- received   │network as  │

│     │ 7│    │ cause=     │             │’false’(see │

│     │  │    │ MAC failure│             │4.3.2.6.1)  │

│     │  │    │ sent       │             │            │

+-----+--+----+------------+-------------+------------│

│T3215│ 3│15s │-ID RESPONSE│-AUTHENT REQ │Consider the│

│     │ 5│    │ sent       │-received    │network as  │

│     │ 7│    │            │             │’false’ (see│

│     │  │    │            │             │4.3.2.6.1)  │

+-----+--+----+------------+-------------+------------│

│T3216│ 3│15s │-AUTHENT    │-AUTHENT REQ │Consider the│

│     │ 5│    │ FAILURE-   │-received    │network as  │

│     │ 7│    │ cause=synch│             │’false’ (see│

│     │  │    │ failure    │             │4.3.2.6.1)  │

│     │  │    │ sent       │             │            │

+-----+--+----+------------+-------------+------------│
│T3220│7 │5s  │-IMSI DETACH│- release    │enter Null  │

│     │  │    │            │  from RM-   │or Idle, AT-│

│     │  │    │            │  sublayer   │TEMPTING TO │

│     │  │    │            │             │UPDATE      │

+-----+--+----+------------+-------------+------------│

│T3230│5 │15s │-CM SERV REQ│- Cipher mode│provide     │

│     │  │    │            │  setting    │release ind.│

│     │  │    │CM REEST REQ│- CM SERV REJ│            │

│     │  │    │            │- CM SERV ACC│            │

+-----+--+----+------------+-------------+------------│

│T3240│9 │10s │see section │ see section │ abort the  │

│     │10│    │ 11.2.1     │  11.2.1     │ RR connec- │

│     │  │    │            │             │ tion       │

+-----------------------------------------------------+

NOTE 1:
The timeout value is broadcasted in a SYSTEM INFORMATION message

Table 11.2/TS 24.008: Mobility management timers - network-side

+--------------------------------------------------------------+

│TIMER│MM│TIME│CAUSE FOR   │NORMAL STOP  │AT THE FIRST│AT THE  │

│NUM. │ST│OUT │START       │             │EXPIRY      │SECOND  │

│     │AT│VAL.│            │             │            │EXPIRY  │

+-----+--+----+------------+-------------+------------+--------│

│T3250│6 │12s │TMSI-REAL-  │TMSI-REALL-  │ Optionally │        │

│     │  │    │CMD or      │ COM received│ Release    │        │

│     │  │    │LOC UPD ACC │             │ RR connec- │        │

│     │  │    │with new    │             │ tion       │        │

│     │  │    │TMSI sent   │             │            │        │

+-----+--+----+------------+-------------+------------+--------│

│T3255│  │Note│LOC UPD ACC │CM SERVICE   │Release RR  │        │

│     │  │    │sent with   │ REQUEST     │Connection  │        │

│     │  │    │"Follow on  │             │or use for  │        │

│     │  │    │ Proceed"   │             │mobile sta- │        │

│     │  │    │            │             │tion termi- │        │

│     │  │    │            │             │nating call │        │

+-----+--+----+------------+-------------+------------+--------│

│T3260│5 │12s │AUTHENT-    │AUTHENT-     │ Optionally │        │

│     │  │    │REQUEST     │RESPONSE     │ Release    │        │

│     │  │    │ sent       │ received    │ RR connec- │        │

│     │  │    │            │             │ tion       │        │

|     |  |    |            |AUTHENT-     | Procedural |        |

|     |  |    |            |FAILURE      | behavior   |        |

|     |  |    |            | received    | is FFS     |        |
+-----+--+----+------------+-------------+------------+--------│

│T3270│4 │12s │IDENTITY    │IDENTITY     │ Optionally │        │

│     │  │    │REQUEST     │RESPONSE     │ Release    │        │

│     │  │    │ sent       │ received    │ RR connec- │        │

│     │  │    │            │             │ tion       │        │

+--------------------------------------------------------------+

NOTE 2:
The value of this timer is not specified by this recommendation.

***  Next Modified Section  ***

11.2.2
Timers of GPRS mobility management

Table 11.3/TS 24.008: GPRS Mobility management timers - MS side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY Note 3

T3310
15s
GMM-
REG-INIT
ATTACH REQ sent
ATTACH ACCEPT received

ATTACH REJECT received
Retransmission of ATTACH REQ

T3311
15s
GMM-DEREG ATTEMPTING TO ATTACH or

GMM-REG ATTEMPTING TO UPDATE
ATTACH REJ with other cause values as described in chapter ‘GPRS Attach’ 

ROUTING AREA UPDATE REJ with other cause values as described in chapter ‘Routing Area Update’ 

Low layer failure
Change of the routing area
Restart of the Attach or the RAU procedure with updating of the relevant attempt counter

T3318
5s
GMM-
REG-INIT
GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (UMTS only)
AUTHENTICATION & CIPHERING FAILURE (cause=MAC failure) sent
IDENTITY REQUEST received
On first expiry, the MS should consider the network as false (see 4.7.7.6.1)

T3319
15s
GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (UMTS only)
IDENTITY RESPONSE sent
AUTHENTICATION & CIPHERING REQUEST received
On first expiry, the MS should consider the network as false (see 4.7.7.6.1)

T3320
15s
GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (UMTS only)
AUTHENTICATION & CIPHERING FAILURE (cause=synch failure) sent
AUTHENTICATION & CIPHERING REQUEST received
On first expiry, the MS should consider the network as false (see 4.7.7.6.1)

T3321
15s
GMM-

DEREG-INIT
DETACH REQ sent
DETACH ACCEPT received
Retransmission of the DETACH REQ

T3330
15s
GMM-ROUTING-UPDATING-INITIATED
ROUTING AREA UPDATE REQUEST sent
ROUTING AREA UPDATE ACC received

ROUTING AREA UPDATE REJ received
Retransmission of the ROUTING AREA UPDATE REQUEST
message

Table 11.3a/TS 24.008: GPRS Mobility management timers – MS side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON 
EXPIRY

T3302
Default 12 min

Note 1 
GMM-DEREG

or

GMM-REG
At attach failure and the attempt counter is greater than or equal
to 5.

At routing area updating failure and the attempt counter is greater than or equal to 5.
At successful attach


At successful routing area updating
On every expiry, initiation of the

GPRS attach procedure

or

RAU procedure

T3312
Default 
54 min

Note1
GMM-REG
In GSM, when READY state is left.

In UMTS, when PMM-CONNECTED mode is left.
When entering state GMM-DEREG 
Initiation of the Periodic RAU procedure

T3314

READY

(GSM only)
Default 
44 sec
Note 2
All except GMM-DEREG
Transmission of a PTP PDU
Forced to Standby
No cell-updates are performed

T3317

(UMTS only)
10s
GMM-REG
SERVICE REQ sent
Security mode setting procedure is completed,

SERVICE ACCEPT received, or

SERVICE REJECT received
Abort the procedure

NOTE 1:
The value of this timer is used if the network does not indicate another value in a GMM signalling procedure.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.

Table 11.4/TS 24.008: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY Note 3

T3322
6s
GMM-
DEREG-INIT
DETACH REQ sent
DETACH ACCEPT received
Retransmission of DETACH REQUEST

T3350
6s
GMM-COMMON-PROC-INIT
ATTACH ACCEPT
sent with P-TMSI and/or TMSI


RAU ACCEPT sent with P-TMSI and/or TMSI

P-TMSI REALLOC COMMAND
sent
ATTACH COMPLETE received

RAU COMPLETE received

P-TMSI REALLOC COMPLETE received
Retransmission of the same message type, i.e. ATTACH ACCEPT, RAU ACCEPT or REALLOC COMMAND

T3360
6s
GMM- COMMON-PROC-INIT
AUTH AND CIPH REQUEST
sent
AUTH AND CIPH RESPONSE received
AUTHENT- AND CIPHER- FAILURE     received
Retransmission of AUTH AND CIPH REQUEST
Procedural behaviour is FFS

T3370
6s
GMM-COMMON-PROC-INIT
IDENTITY REQUEST sent
IDENTITY RESPONSE received
Retransmission of IDENTITY REQUEST

Table 11.4a/TS 24.008: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON 
EXPIRY

    T3313
Note1
GMM_REG
Paging procedure initiated
Paging procedure completed
Network dependent

T3314

READY

(GSM only)
Default 
44 sec
Note 2
All except GMM-DEREG
Receipt of a PTP PDU
Forced to Standby
The network shall page the MS if a PTP PDU has to be sent to the MS

Mobile Reachable
Default 4 min greater than T3312
All except GMM-DEREG
In GSM, change from READY to STANDBY state 

In UMTS, change from PMM-CONNECTED mode to PMM-IDLE mode.
PTP PDU received 
Network dependent but typically paging is halted on 1st expiry

NOTE 1:
The value of this timer is network dependent.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure. The value of this timer should be slightly shorter in the network than in the MS, this is a network implementation issue.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
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How to create a CR
Michael Sanders, 3GPP support team, (last updated 2/09/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc





