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Reason for 
change:

This CR proposes the following editorial corrections:

· Correct the naming of the UMTS GPRS integrity key and the GPRS ciphering key sequence number in chapter 4.1.3.2 “GPRS update status”

· Move chapter 4.3.2.9 “Use of established security contexts” to chapter 4.3.2.7, to align the MM description with the GMM description in 24.008.

· Chapter 4.4.5 “Core Network System Information (UMTS only)“ for MM and chapter 4.7.14 “Core Network System Information (UMTS only)” for GMM are moved from chapter 4.4 “MM specific procedures” to sub-chapters 4.1.1.3 and 4.1.1.3 in chapter 4.1.1 “MM and GMM procedures”

· Chapter 4.4.6 “Paging response in UMTS” is moved from chapter 4.4 “MM specific procedures” to sub-chapter 4.5.1.3.3 in chapter 4.5.1.3 “MM connection establishment initiated by the network”.

Notice that the actual content in the moved chapters have not been changed.
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Other 
comments:


4.1.3.2
GPRS update status

In addition to the GMM sublayer states described so far, a GPRS update status exists.

The GPRS update status pertains to a specific subscriber embodied by a SIM. This status is defined even when the subscriber is not activated (SIM removed or connected to a switched off ME). It is stored in a non volatile memory in the SIM. The GPRS update status is changed only after execution of a GPRS attach, network initiated GPRS detach, authentication procedure, or routing area updating procedure.

GU1: UPDATED


The last GPRS attach or routing area updating attempt was successful (correct procedure outcome, and the answer was accepted by the network). The SIM contains the RAI of the routing area (RA) to which the subscriber was attached, and possibly a valid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS  ciphering key sequence number. 

GU2: NOT UPDATED


The last GPRS attach or routing area updating attempt failed procedurally, i.e. no response was received from the network. This includes the cases of failures or congestion inside the network.


In this case, the SIM may contain the RAI of the routing area (RA) to which the subscriber was attached, and possibly also a valid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS ciphering key sequence number. For compatibility reasons, all these fields shall be set to the “deleted” value if the RAI is deleted. However, the presence of other values shall not be considered an error by the MS. 

GU3: ROAMING NOT ALLOWED


The last GPRS attach or routing area updating attempt was correctly performed, but the answer from the network was negative (because of roaming or subscription restrictions). 


For this status, the SIM does not contain any valid RAI, P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key or GPRS ciphering key sequence number. For compatibility reasons, all these fields must be set to the value “deleted” at the moment the status is set to ROAMING NOT ALLOWED. However, the presence of other values shall not be considered an error by the MS. 

*** Next Modification ***

4.3.2.7
Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be taken into use by the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2).  

In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be taken into use by the MS when a valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2). The network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by using the conversion function named “c3” defined in TS 33.102.

In UMTS, in the case of an established GSM security context, the ME shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named “c4” and “c5” defined in TS 33.102. The derived UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in TS 25.331). The network shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named “c4” and “c5” defined in TS 33.102.

In UMTS, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during a RR connection (the definition of a valid SECURITY MODE COMMAND message is given in TS 25.331). 

NOTE:
In UMTS and GSM, during an ongoing, already ciphering and/or integrity protected RR connection, the network might initiate a new Authentication procedure in order to establish a new GSM/UMTS security context. The new keys are taken into use in the MS when a new valid SECURITY MODE COMMAND indicating CS domain in UMTS, or a new valid CIPHERING MODE COMMAND in GSM, is received during the RR connection.

4.3.2.8
Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UMTS to GSM, ciphering may be started (see GSM 04.18) without any new authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key according to Table 4.3.2.8.1.

Table 4.3.2.8.1/TS 24.008: Intersystem change from UMTS to GSM

Security context established in MS and network in UMTS 


At intersystem change to GSM:

GSM security context


An ME shall apply the GSM cipher key received from the GSM security context residing in the SIM.

UMTS security context


An ME shall apply the GSM cipher key derived by the SIM from the UMTS cipher key and the UMTS integrity key.

NOTE
A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

4.3.2.9
Handling of keys at intersystem change from GSM to UMTS

At intersystem change from UMTS to GSM, ciphering and integrity may be started (see TS 25.331) without any new authentication procedure. Deduction of  the appropriate security keys for ciphering and integrity check in UMTS, depend on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the UMTS cipher key and the UMTS integrity key according to Table 4.3.2.9.1. 

Table 4.3.2.9.1/TS 24.008: Intersystem change from GSM to UMTS
Security context established in MS and network in GSM


At intersystem change to UMTS:

GSM security context


An ME shall derive the UMTS cipher key and UMTS integrity key from the GSM cipher key provided by the SIM. The conversion functions named “c4” and “c5” in TS 33.102 are used for this purpose.

UMTS security context


An ME shall apply the UMTS ciphering key and the UMTS integrity key received from the UMTS security context residing in the SIM.

NOTE
A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.










*** Next Modification ***

4.1.1
MM and GMM procedures

4.1.1.1
Types of MM and GMM procedures

4.1.1.2
MM-GMM co-ordination for GPRS MS’s

4.1.1.2.1
GPRS MS operating in mode A or B in a network that operates in mode I

4.1.1.2.2
GPRS MS operating in mode A or B in a network that operates in mode II or III

4.1.1.3
Core Network System Information for MM (UMTS only)

In the network broadcast system information some of the system information is used by MM. 

At reception of new system information, the RRC layer in the MS delivers the contents of the CN common system information and the CS domain specific system information to the MM layer in the MS. 

The Core Network system information is included in specific information elements within some RRC messages sent to MS, see TS 25.331. In the Core Network system information the Common system information part and the CS domain specific system information part contains settings of parameters controlling MM functionality. No MM messages contain the Core Network System Information.

4.1.1.4
Core Network System Information for GMM (UMTS only)

In the network broadcast system information some of the system information is used by GMM. 

At reception of new system information, the RRC layer in the MS delivers the contents of the CN common system information and the PS domain specific system information to the GMM layer in the MS. 

The Core Network system information is included in specific information elements within some RRC messages sent to MS, see TS 25.331. In the Core Network system information the Common system information part and the PS domain specific system information part contains settings of parameters controlling GMM functionality. No GMM messages contain the Core Network System Information.

4.4
MM specific procedures

4.4.1
Location updating procedure

4.4.2
Periodic updating

4.4.3
IMSI attach procedure

4.4.4
Generic Location Updating procedure









*** Next Modification ***




4.5.1.3
MM connection establishment initiated by the network

4.5.1.3.1
Mobile Terminating CM Activity 

4.5.1.3.2
Mobile Originating CM Activity $(CCBS)$

4.5.1.3.3
Paging response in UMTS (UMTS only)
The network may initiate the paging procedure for CS services when the MS is IMSI attached for CS services. To initiate the procedure, the MM entity requests the RR sublayer to initiate paging (see TS 25.331 and TS 25.413) for CS services.

At reception of a paging message, the RR sublayer in the MS shall deliver a paging indication to the MM sublayer if the paging was initiated by the MM entity in the network (see TS 25.331). The MS shall respond with the PAGING RESPONSE message defined in GSM 04.18, chapter 9.1.25. For reasons of backward compatibility the paging response shall use the RR protocol discriminator.

