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Reason for 
change:

After a restart of the SGSN, all info about the MS is lost,  including ciphering parameters (Kc, IOV, LFN, OC, ref. LLC spec 04.64).

When the SGSN receives something (eg SMS, payload traffic or some GMM msgs.) from the MS (which still belives that SGSN is not restarted), the SGSN will respond with LLC XID Reset (which will reset IOV-UI, LFN and OC). After a new IOV-UI is negotiated, the DETACH REQUEST with request of re-attach should be sent from the SGSN. This DETACH REQUEST msg. must be sent unciphered since ciphering key (Kc) is lost. According to 04.08, section 4.7.1.2 this conflicts since DETACH REQUEST is not allowed to be sent unciphered.

The problem with exsisting solution is that the MSes are not notified of the SGSN restart until the MS sends a periodic ROUTING AREA UPDATE REQUEST (which may take several minutes, upto max value of periodic update). The SGSN should then reply with RAU REJECT (cause: implisit detach).This message are allowed to be sent unciphered.

Consequences if network initiated DETACH REQUEST msg. can not be sent unciphered is that an MS (until roaming, periodic RAU or Attach) will loose data without beeing notified.

This CR provides faster re-attach of the MS after a SGSN restart, but only when the MS has a transaction. So none or less packets sent over the radio interface are discarded by a restarted SGSN. The cost of this solution is reduced security towards fraud networks.
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Other 
comments:
If the principles are agreed the CR to R98 can be done during N1#12 meeting. For R99 the SGSN restart probably requires a different CR, for N1#13 ?

4.7
Elementary mobility management procedures for GPRS services

4.7.1
General

This section describes the basic functions offered by the mobility management (GMM) sublayer at the radio interface (reference point Um). The functionality is described in terms of timers and procedures. During GMM procedures, session management procedures, see chapter 6, are suspended. 

4.7.1.1
Lower layer failure

The LLC sublayer shall indicate a logical link failure or an RR sublayer failure to the GMM sublayer. The failure indicates an error that cannot be corrected by the lower layers.

4.7.1.2
Ciphering of messages

If ciphering is to be applied on a GMM context, all GMM messages shall be ciphered except the following messages:

--
ATTACH REQUEST;

--
ATTACH REJECT; 

--
AUTHENTICATION AND CIPHERING REQUEST;

--
AUTHENTICATION AND CIPHERING RESPONSE;

--
AUTHENTICATION AND CIPHERING REJECT;

--
IDENTITY REQUEST;

--
IDENTITY RESPONSE; 

--
ROUTING AREA UPDATE REQUEST; 
--
ROUTING AREA UPDATE REJECT;
--  DETACH REQUEST (mobile terminated detach), only after SGSN restart; and

--  DETACH ACCEPT (mobile terminated detach), only after SGSN restart.
NOTE: The reason why the “mobile terminated detach” must be sent unciphered after a restart of the SGSN, is that all info about the MS is lost,  including ciphering parameters (Kc, IOV, LFN and OC. Ref. GSM  04.64).
