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Reason for 
change:

In GSM it is not clearly described how the optional feature "P-TMSI signature" shall work. E.g. the MS shall delete P-TMSI signature after a successful subsequent registration, but it is not mandatory for the network to allocate new P-TMSI signature for each type of RAU procedure. What is the complete network procedures for not receiving and for allocation of P-TMSI signature? 

If Periodic RAU requests was sent ciphered, as proposed in this CR,  the signalling load due to new P-TMSI signature allocations could be decreased on the air interface. This does not have backward compatibility impacts. Since eg. a R97 MS will indicate to LLC that unciphered PRAU sending shall be used, and the R99 SGSN will not utilize deciphering. R99 MS sends ciphered PRAu and a R97 SGSN detects this and uses the known algorithm to decipher the PRAU.

In UMTS the "P-TMSI signature" is superfluous in many cases due to the Integrity Key protection. For inter SGSN updates it is useful and hence the P-TMSI signature procedure in UMTS should have equal procedures to GSM.

When failing to receive a valid P-TMSI signature in the network, the authentication procedures may be initiated.  Meaning that an unsynchronized behavior between MS and network regarding P-TMSI signature would lead to increased signalling load.

The principles for P-TMSI signature handling should be that :

1. If ciphering mode (optional feature) is not supported, the network need not allocate P-TMSI signature since it can not be sent ciphered to the MS.

2. In GSM both MS and network knows which messages is sent/received unciphered, and for these the MS shall include P-TMSI signature when available, and delete it after a successful registration.

3. In UMTS the SGSN and the MS knows when a message has been sent on a secure signalling connection. So the MS shall always send P-TMSI signature when available, in messages defined with the P-TMSI-signature IE when the message is sent unciphered, and delete it after a successful registration or deregistration.

4. In GSM the network using P-TMSI signature shall allocate a new P-TMSI signature with or without P-TMSI, at attach and in the response to a valid P-TMSI signature, when received in an unciphered message from the MS. 

5. In UMTS a new P-TMSI signature allocation shall take place at attach and in all responses having P-TMSI signature IE when the network received the message unciphered,- with or without a new P-TMSI in the same response. 

6. Ciphered messages should not carry P-TMSI signature, and if used that P-TMSI signature should be reused until sent unciphered once with successful response, ie the network should not allocate a new P-TMSI signature when ciphered message is received.

7. If P-TMSI signature is received in the network in an unciphered message, and the received value did not match the network value, a GMM common procedure is initiated, e.g. the GMM identification and GMM authentication and ciphering procedure.

8. In case of unciphered messages where the MS do not provide the P-TMSI signature or that IE is ignored in the network due to error case, a network should still allocate a new P-TMSI signature. But the network may first initiate a GMM common procedure, e.g. the GMM identification and GMM authentication and ciphering procedure.

9. When the MS receives a new P-TMSI signature without new P-TMSI in the same message, no confirmation to the network is needed, eg. the ATTACH COMPLETE message is not returned.
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4.7
Elementary mobility management procedures for GPRS services

4.7.1
General

This section describes the basic functions offered by the mobility management (GMM) sublayer at the radio interface (reference point Um/UU). The functionality is described in terms of timers and procedures. During GMM procedures, session management procedures and SMS procedures, see chapter 6, are suspended. 

4.7.1.1
Lower layer failure

The lower layers shall indicate a logical link failure or an RR sublayer failure or an RRC sublayer failure to the GMM sublayer. The failure indicates an error that cannot be corrected by the lower layers.

4.7.1.2
Ciphering of messages (GSM only)
If ciphering is to be applied on a GMM context, all GMM messages shall be ciphered except the following messages:

--
ATTACH REQUEST;

--
ATTACH REJECT; 

--
AUTHENTICATION AND CIPHERING REQUEST;

--
AUTHENTICATION AND CIPHERING RESPONSE;

--
AUTHENTICATION AND CIPHERING REJECT;

--
IDENTITY REQUEST;

--
IDENTITY RESPONSE; 

--
normal/combined ROUTING AREA UPDATE REQUEST; and

--
ROUTING AREA UPDATE REJECT.

4.7.1.3
P-TMSI signature

If ciphering mode (optional feature) is not used, the network need not allocate P-TMSI signature since it can not be sent ciphered to the MS. Otherwise the network allocates a new P-TMSI signature, also without a new P-TMSI in the response, at attach and when P-TMSI signature is received in an unciphered message.
If  P-TMSI signature is received in messages known by the network to contain the P-TMSI signature, and the received value did not match the network value, a GMM common procedure is initiated, e.g. the GMM identification and GMM authentication and ciphering procedure.
In case of an unciphered message where the MS do not provide the P-TMSI signature or that IE is ignored in the network due to error case, a network should still allocate a new P-TMSI signature. But the network may first initiate a GMM common procedure, e.g. the GMM identification and GMM authentication and ciphering procedure.
Messages sent from the MS that is known to be ciphered, also by the network, should not carry P-TMSI-signature. Meaning the network should not allocate a new P-TMSI signature in this case. To avoid a possible GMM identification and GMM authentication and ciphering procedure, the MS should reuse that P-TMSI signature until sent unciphered once with successful response.
The MS do not confirm reception of P-TMSI signature, eg. no ROUTING AREA UPDATE COMPLETE message sent if no P-TMSI was included in the same ROUTING AREA UPDATE ACCEPT message.
In GSM the network may assign a P-TMSI signature to an MS in an attach, normal/combined routing area update, or P-TMSI reallocation procedure. Only in combination with a valid P-TMSI, this P-TMSI signature is used by the MS for authentication and identification purposes in the subsequent attach or normal/combined routing area update procedure. If the MS has no valid P-TMSI it shall not use the P-TMSI signature in the subsequent attach or normal/combined routing area update procedure. Upon completion of the subsequent attach or normal/combined routing area update procedure the used P-TMSI signature in the MS shall be deleted.
In UMTS the network may assign a P-TMSI signature to an MS in an attach, routing area update, detach or P-TMSI reallocation procedure. Only in combination with a valid P-TMSI, this P-TMSI signature is used by the MS for authentication and identification purposes in the subsequent attach , routing area update or detach procedure when the message is sent unciphered. If the MS has no valid P-TMSI it shall not use the P-TMSI signature in the subsequent attach, routing area update or detach procedure. Upon completion of the subsequent attach, routing area update or detach procedure including a P-TMSI signature, the used P-TMSI signature shall be deleted.
4.7.1.4
Radio resource sublayer address handling

In GSM, while a packet TMSI (P-TMSI) is used in the GMM sublayer for identification of an MS, a temporary logical link identity (TLLI) is used for addressing purposes at the RR sublayer..

In UMTS a Radio Network Temporary Identity (RNTI) identifies a UMTS user between the MS and the UTRAN. The relationship between RNTI and IMSI is known only in the MS and in the UTRAN, see TS 25.301[10]

4.7.1.4.1
Radio resource sublayer address handling (GSM only)

This section describes how the RR addressing is managed by GMM. For the detailed coding of the different TLLI types and how a TLLI can be derived from a P-TMSI, see TS 23.003 [10].

Two cases can be distinguished:

-
a valid P-TMSI is available in the MS; or

-
no valid P-TMSI is available in the MS

NOTE:
For anonymous access, the RR address assignment is handled by the SM sublayer as described in section 6.1.1.1.

i)
valid P-TMSI available

If the MS has stored a valid P-TMSI, the MS shall derive a foreign TLLI from that P-TMSI and shall use it for transmission of the:

-
ATTACH REQUEST message of any GPRS combined/non-combined attach procedure; and

-
ROUTING AREA UPDATE REQUEST message of a combined/non-combined RAU procedure if the MS has entered a new routing area, or if the GPRS update status is not equal to GU1 UPDATED.

Any other GMM message is transmitted using a local TLLI derived from the stored P-TMSI. This includes a ROUTING AREA UPDATE REQUEST message that is sent within a periodic routing area update procedure.

ii)
no valid P-TMSI available

When the MS has not stored a valid P-TMSI, i.e. the MS is not attached to GPRS, the MS shall use a randomly selected random TLLI for transmission of the:

-
ATTACH REQUEST message of any combined/non-combined GPRS attach procedure.

The same randomly selected random TLLI value shall be used for all message retransmission attempts and for the cell updates within one attach attempt.

Upon receipt of an ATTACH REQUEST message, the network assigns a P-TMSI to the MS, derives a local TLLI from the assigned P-TMSI, and transmits the assigned P-TMSI to the MS. 

Upon receipt of the assigned P-TMSI, the MS shall derive the local TLLI from this P-TMSI and shall use it for addressing at lower layers.

In both cases, the MS shall acknowledge the reception of the assigned P-TMSI to the network. After receipt of the acknowledgement, the network shall use the local TLLI for addressing at lower layers.

4.7.1.5
P-TMSI handling

4.7.1.5.1
PTMSI handling (GSM only)
If a new P-TMSI is assigned by the network the MS and the network shall handle the old and the new P-TMSI as follows:

Upon receipt of a GMM message containing a new P-TMSI the MS shall consider the new P-TMSI and new RAI and also the old P-TMSI and old RAI as valid in order to react to paging requests and downlink transmission of LLC frames. For uplink transmission of LLC frames the new P-TMSI shall be used. 

The MS shall consider the old P-TMSI and old RAI as invalid as soon as an LLC frame is received with the local TLLI derived from the new P-TMSI. 

Upon the transmission of a GMM message containing a new P-TMSI the network shall consider the new P-TMSI and new RAI and also the old P-TMSI and old RAI as valid in order to be able to receive LLC frames from the MS. 

The network shall consider the old P-TMSI and old RAI as invalid as soon as an LLC frame is received with the local TLLI derived from the new P-TMSI.

4.7.1.5.2
PTMSI handling (UMTS only)
If a new P-TMSI is assigned by the network the MS and the network shall handle the old and the new P-TMSI as follows:
Upon receipt of a GMM message containing a new P-TMSI the MS shall consider the new P-TMSI and new RAI as valid. Old P-TMSI and P-TMSI signature are regarded as invalid.
The network shall consider the old P-TMSI and old RAI as invalid as soon as an acknowledge message (e.g. ATTACH COMPLETE, ROUTING AREA UPDATE COMPLETE and P-TMSI REALLOCATION COMPLETE) is received.

****************** NEXT MODIFICATION **************************

4.7.5.1.1
Normal and periodic routing area updating procedure initiation

To initiate the normal routing area updating procedure, the MS sends the message ROUTING AREA UPDATE REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-AREA-UPDATING-INITIATED. 
In GSM the message ROUTING AREA UPDATE REQUEST with update type normal or combined shall contain the P-TMSI signature when received within a previous ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message.
In UMTS the message ROUTING AREA UPDATE REQUEST shall contain the P-TMSI signature if the message is sent unciphered, when received within a previous ATTACH ACCEPT, ROUTING AREA UPDATE ACCEPT or DETACH ACCEPT message.
In UMTS, if the MS wishes to prolong the established RR connection after the normal routing area updating procedure, it may set a follow-on request pending indicator on.

4.7.5.1.2
GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM authentication and ciphering procedure.

4.7.5.1.3
Normal and periodic routing area updating procedure accepted by the network

If the routing area updating request has been accepted by the network, a ROUTING AREA UPDATE ACCEPT message shall be sent to the MS. The network may assign a new P-TMSI and/or a new P-TMSI signature for the MS. If a new P-TMSI have been assigned to the MS, the new P-TMSI shall be included in the ROUTING AREA UPDATE ACCEPT message together with the routing area identification. The network shall change to state GMM-COMMON-PROCEDURE-INITIATED and shall start the supervision timer T3350 as described in section 4.7.6.

If the LAI or PLMN identity contained in the ROUTING AREA UPDATE ACCEPT message is a member of any of the “forbidden” lists then any such entry shall be deleted.

In UMTS, the network should prolong the RR connection if the mobile station has indicated a follow-on request pending in ROUTING AREA UPDATE REQUEST. The network may also prolong the RR connection without any indication from the mobile terminal.

Upon receipt of a ROUTING AREA UPDATE ACCEPT message, the MS stores the received routing area identification, stops timer T3330, shall reset the routing area updating attempt counter and sets the GPRS update status to GU1 UPDATED. If the message contains a P-TMSI, the MS shall use this P-TMSI as new temporary identity for GPRS services and shall store the new P-TMSI. If no P-TMSI was included by the network in the ROUTING AREA UPDATING ACCEPT message, the old P-TMSI shall be kept. Furthermore, the MS shall store the P-TMSI signature if received in the ROUTING AREA UPDATING ACCEPT message. If no P-TMSI signature was included in the message, the old P-TMSI signature, if available, shall be deleted.

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA UPDATE ACCEPT message contained:

-
a P-TMSI; and/or

-
Receive N‑PDU Numbers (see 04.65 [78] and TS 25.322). 

In this case the Receive N‑PDU Numbers values valid in the MS, shall be included in the ROUTING AREA UPDATE COMPLETE message.

NOTE:
In UMTS, after a routing area updating procedure, the mobile station can initiate Service Request procedure to request the resource reservation for the active PDP contexts if the resources have been released by the network or send upper layer message (e.g. ACTIVATE PDP CONTEXT REQUEST) to the network via the existing PS signaling connection.

After that in UMTS, if the mobile station has indicated follow-on request pending and  has a CM application request pending, it shall send an appropriate message (for example ACTIVATE PDP CONTEXT REQUEST) to the network.

****************** NEXT MODIFICATION **************************

Messages

9.4.1
Attach request

This message is sent by the MS to the network in order to perform a GPRS or combined GPRS attach. See table 9.4.1/TS 24.008.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.1/TS 24.008: ATTACH REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
½


Attach request message identity
Message type

10.4
M
V
1


MS network capability
MS network capability

10.5.5.12
M
LV
2


Attach type
Attach type

10.5.5.2
M
V
½


GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
M
V
½


DRX parameter
DRX parameter

10.5.5.6
M
V
2


P-TMSI or IMSI
Mobile identity

10.5.1.4
M
LV
6 - 9


Old routing area identification
Routing area identification

10.5.5.15
M
V
6


MS Radio Access capability
MS Radio Access capability

10.5.5.12a
M
LV
6 - 31

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer
value
GPRS Timer

10.5.7.3
O
TV
2

9-
TMSI status
TMSI status

10.5.5.4
O
TV
1

9.4.1.1
Old P-TMSI signature

In GSM this IE shall be included if a valid P-TMSI and P-TMSI signature are stored in the MS.
In UMTS this IE shall be included if a valid P-TMSI and P-TMSI signature are stored in the MS.
9.4.1.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.1.3
TMSI status

This IE shall be included if the MS performs a combined GPRS attach and no valid TMSI is available.

****************** NEXT MODIFICATION **************************

9.4.14
Routing area update request

This message is sent by the MS to the network either to request an update of its location file or to request an IMSI attach for non-GPRS services. See table 9.4.14/TS 24.008.

Message type:
ROUTING AREA UPDATE REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.14/TS 24.008: ROUTING AREA UPDATE REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Routing area update request message identity
Message type

10.4
M
V
1


Update type
Update type

10.5.5.18
M
V
1/2


GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
M
V
1/2


Old routing area identification
Routing area identification

10.5.5.15
M
V
6


MS Radio Access capability
MS Radio Access capability

10.5.5.12a
M
LV
6 - 31

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer value
GPRS Timer

10.5.7.3
O
TV
2

27
DRX parameter
DRX parameter

10.5.5.6
O
TV
3

9-
TMSI status
TMSI status

10.5.5.4
O
TV
1

18
P-TMSI
Mobile identity

10.5.1.4
O
TLV
7

9.4.14.1
Old P-TMSI signature

In GSM this IE is included by the MS if it was received from the network in an ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message, and a valid P-TMSI is stored in the MS.
In UMTS this IE is included by the MS if it was received from the network in an ATTACH ACCEPT, ROUTING AREA UPDATE ACCEPT or DETACH ACCEPT message, the message is sent unciphered, and a valid P-TMSI is stored in the MS.
9.4.14.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.14.3
DRX parameter

This IE may be included if the MS wants to indicate new DRX parameters.

9.4.14.4
TMSI status

This IE shall be included if the MS performs a combined routing area update and no valid TMSI is available.

9.4.14.5
P-TMSI (UMTS only)

This IE shall be included by the MS.

