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4.1.1.1.1
Integrity protection (UMTS only)

Integrity protection of L3 signalling messages is the responsibility of lower layers. It is the responsibility of the network to activate the integrity protection. This is done by the security mode control procedure (TS 25.331). Lower layers in the MS provide the MM sub-layer with an indication on when the integrity protection is activated. After this activation, lower layers in both MS and network supervises that all L3 signalling messages are integrity protected and makes the integrity checking. 

The supervision on that integrity protection is activated is the responsibility of the MM sub-layer in the MS. It is essential that the MM sub-layer in the MS does not forward any CM layer messages to the CM sub-layer unless the integrity protection is activated. With exception of the listed messages below, it is essential that the receiving MM/GMM entity in the MS does not process any MM/GMM messages unless the integrity protection is activated.

The following MM/GMM messages may be received and then processed by the MM/GMM entity in the MS, before the integrity protection is activated:

MM messages

AUTHENTICATION REQUEST

AUTHENTICATION REJECT

CM SERVICE REJECT

IDENTITY REQUEST

LOCATION UPDATING REJECT

LOCATION UPDATING ACCEPT (at periodic location update with no change of any registration information)

GMM messages

ATTACH REJECT

AUTHENTICATION AND CIPHERING REQUEST

AUTHENTICATION AND CIPHERING REJECT

IDENTITY REQUEST

ROUTING AREA UPDATE REJECT

ROUTING AREA UPDATE ACCEPT (at periodic location update with no change of any registration information)

SERVICE REJECT

