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Reason for 
change:

According to 24.008 version 3.2.1, the MS shall delete the P-TMSI signature after a successful completed Detach procedure if the P-TMSI signature has been sent in the Detach Request message. Whenever the P-TMSI signature is deleted the network has to allocate a new one. In UMTS the P-TMSI signature should only be used whenever it is useful as integrity protection is introduced. 

In GSM, there is no need to send the P-TMSI in the Detach Request message as the MS is identified in the network by the TLLI; and there is no need to send the P-TMSI signature in the Detach Request message as the message is always sent ciphered if ciphering mode is on.

In UMTS, if the Detach Request is sent unciphered, then the P-TMSI signature has a certain use, because it avoids randomly detach subscribers from the network by a malicious user. 

Furthermore in UMTS, if the MS is performing a Detach procedure with detach type “IMSI detach” (e.g detaches for CS services in the network but stay attached for GPRS services in the network), the MS will delete the P-TMSI signature after a successful completed procedure. The network has to run a P-TMSI reallocation procedure in order to allocate a new P-TMSI signature to the MS. If a new RA is entered before the network has allocated a new P-TMSI signature to the MS, then the MS will not be able to send any P-TMSI signature in the RAU procedure (e.g. inter-system change).

This CR proposes: 

· the MS shall only send the P-TMSI and P-TMSI signature in the Detach Request message in UMTS and not in GSM;

· the P-TMSI signature shall only be included in the Detach Request message, if the Detach Request message is sent unciphered and the MS has a valid P-TMSI signature available;

-      to add the possibility for the network to allocate a new P-TMSI signature to the MS in the
       Detach Accept message.
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Other 
comments:


4.7.4
GPRS detach procedure

The GPRS detach procedure is used:

-
to detach the IMSI for GPRS services only. Independent of the network operation mode, this procedure is used by all kind of GPRS MSs; 

-
as a combined GPRS detach procedure used by GPRS MSs operating in MS operation mode A or B to detach the IMSI for GPRS and non-GPRS services or for non-GPRS services only, if the network operates in network operation mode I; or

-
in the case of a network failure condition to indicate to the MS that a re-attach with successive activation of previously active PDP contexts shall be performed.

After completion of a GPRS detach procedure or combined GPRS detach procedure for GPRS and non-GPRS services the GMM context is released.

The GPRS detach procedure shall be invoked by the MS if the MS is switched off, the SIM card is removed from the MS or if the GPRS or non-GPRS capability of the MS is disabled. The procedure may be invoked by the network to detach the IMSI for GPRS services. The GPRS detach procedure causes the MS to be marked as inactive in the network for GPRS services, non-GPRS services or both services.

In GSM, if the GPRS detach procedure is performed, the PDP contexts are deactivated locally without peer to peer signalling between the SM and LLC entities in the MS and the network.

In UMTS, if the GPRS detach procedure is performed, the PDP contexts are deactivated locally without peer to peer signalling between the SM entities in the MS and the network.

4.7.4.1
MS initiated GPRS detach procedure

4.7.4.1.1
MS initiated GPRS detach procedure initiation

The GPRS detach procedure is initiated by the MS by sending a DETACH REQUEST message. The detach type information element may indicate “GPRS detach with switching off”, “GPRS detach without switching off”, “IMSI detach”, “GPRS/IMSI detach with switching off” or “GPRS/IMSI detach without switching off”.

In UMTS, the MS shall include the P-TMSI in the DETACH REQUEST message. If the DETACH REQUEST message is sent unciphered then the MS shall also include a valid P-TMSI signature, if available.

If the MS is not switched off, timer T3321 shall be started after the DETACH REQUEST message has been sent. If the detach type information element value indicates “IMSI Detach” the MS shall enter GMM-REGISTERED.IMSI-DETACH_INITIATED, otherwise the MS shall enter the state GMM-DEREGISTERED-INITIATED. If the detach type information element value indicates “IMSI Detach” or “GPRS/IMSI Detach”, state MM IMSI DETACH PENDING is entered

If the detach type information element value indicates “GPRS detach without switching off ” and the MS is attached for GPRS and non-GPRS services and the network operates in network operation mode I, then if in the MS the timer T3212 is not already running, the timer T3212 shall be set to its initial value and restarted after the DETACH REQUEST message has been sent.

4.7.4.1.2
MS initiated GPRS detach procedure completion for GPRS services only

When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the MS, if the detach cause IE value indicates that the detach request has not been sent due to switching off. If switching off was indicated, the procedure is completed when the network receives the DETACH REQUEST message. The network and the MS shall deactivate the PDP contexts and deactivate the logical link(s), if any.

The MS is marked as inactive in the network for GPRS services; state GMM-DEREGISTERED is entered in the MS and the network.

In UMTS, if the detach has been sent due to switching off, then the network shall release the resources in the lower layers for this MS (see TS 25.331).

NOTE:
When the DETACH REQUEST message is received by the network, and if the detach cause IE value indicates that the detach is not due to power off, the authentication and ciphering procedure as well as the identification procedure may be performed.

4.7.4.1.3
MS initiated combined GPRS detach procedure completion

When the DETACH REQUEST message is received by the network, a DETACH ACCEPT message shall be sent to the MS, if the detach cause IE value indicates that the detach request has not been sent due to switching off. Depending on the value of the detach type IE the following applies:

GPRS/IMSI detach:
The MS is marked as inactive in the network for GPRS and for non-GPRS services. The network and the MS shall deactivate the PDP contexts and deactivate the logical link(s), if any. The States GMM-DEREGISTERED and MM NULL are entered in both the MS and the network.

In UMTS, if the detach has been sent due to switching off, then the network shall release the resources in the lower layers for this MS (see TS 25.331).

IMSI detach:
The MS is marked as inactive in the network for non-GPRS services. State MM NULL is entered in the MS and the network.
In UMTS, the network may assign and include a new P-TMSI signature to the MS in the DETACH ACCEPT message. If the DETACH ACCEPT message contains a P-TMSI signature, the MS shall use this P-TMSI signature as the new temporary signature for the GMM context. The MS shall delete its old P-TMSI signature, if available, and store the new one. 
4.7.4.1.4
Abnormal cases in the MS

The following abnormal cases can be identified:

a) 
T3321 time-out

On the first expiry of the timer, the MS shall retransmit the DETACH REQUEST message and shall reset and restart timer T3321. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3321, the GPRS detach procedure shall be aborted, the MS shall change to state:

-
MM-NULL if "IMSI detach" was requested; 

-
GMM-REGISTERED.NORMAL-SERVICE if “IMSI Detach” was requested-
GMM-DEREGISTERED if “GPRS detach” was requested;

-
GMM-DEREGISTERED and MM-NULL if “GPRS/IMSI” detach was requested.

b) 
Lower layer failure before reception of DETACH ACCEPT message

The detach procedure is aborted and the MS shall change to state: 

-
MM-NULL if “IMSI detach” was requested;

-
GMM-REGISTERED.NORMAL-SERVICE if “IMSI Detach” was requested

-
GMM-DEREGISTERED if “GPRS detach” was requested;

-
GMM-DEREGISTERED and MM-NULL if “IMSI/GPRS” detach was requested.

c)
Detach procedure collision

If the MS receives a DETACH REQUEST message before the MS initiated GPRS detach procedure has been completed, a DETACH ACCEPT message shall be sent to the network.

d)
Detach and GMM common procedure collision

GPRS detach containing  cause "power off":

-
If the MS receives a message used in a GMM common procedure before the GPRS detach procedure has been completed, this message shall be ignored and the GPRS detach procedure shall continue.

GPRS detach containing  other causes than "power off"

-
If the MS receives a P-TMSI REALLOCATION COMMAND, a GMM STATUS, or a GMM INFORMATION message before the GPRS detach procedure has been completed, this message shall be ignored and the GPRS detach procedure shall continue. 

-
If the MS receives an AUTHENTICATION AND CIPHERING REQUEST or IDENTITY REQUEST message, before the GPRS detach procedure has been completed, the MS shall respond to it as described in section 4.7.7 and 4.7.8 respectively.

e)
Change of cell within the same RA (GSM only)

If a cell change occurs within the same RA before a DETACH ACCEPT message has been received, then the cell update procedure shall be performed before completion of the detach procedure.

f)
Change of cell into a new routing area. 

If a cell change into a new routing area occurs before a DETACH ACCEPT message has been received, the GPRS detach procedure shall be aborted and re-initiated after successfully performing a routing area updating procedure. 
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Figure 4.7.4/1 TS 24.008: MS initiated GPRS detach procedure

*** Next Modification ***

9.4.5.2
Detach request (mobile originating detach)

This message is sent by the MS to request the release of a GMM context. See table 9.4.5.2/TS 24.008.

Message type:
DETACH REQUEST


Significance:

dual

Direction:


MS to network

Table 9.4.5.2/TS 24.008:DETACH REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Detach request message identity
Message type

10.4
M
V
1


Detach type
Detach type

10.5.5.5
M
V
1/2


Spare half octet
Spare half octet 

10.5.1.8
M
V
1/2

  18
P-TMSI
Mobile identity

10.5.1.4
O
TLV
7

  19
P-TMSI signature
P-TMSI signature

10.5.5.8
O
TLV
5

9.4.5.2.1
P-TMSI (UMTS only)
In UMTS, this IE shall be included by the MS.

9.4.5.2.2
P-TMSI signature (UMTS only)
In UMTS, this IE shall be included if the MS has a valid P-TMSI and P-TMSI signature stored in the MS, and if and only if the DETACH REQUEST message is sent unciphered.

*** Next Modification ***
9.4.6
Detach accept

9.4.6.1
Detach accept (mobile terminated detach)

This message is sent by the MS to indicate that the detach procedure has been completed. See table 9.4.6.1/TS 24.008.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


 MS to network

Table 9.4.6.1/TS 24.008:Detach ACCEPT message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Detach accept message identity
Message type

10.4
M
V
1

9.4.6.2
Detach accept (mobile originating detach)

This message is sent by the network to indicate that the detach procedure has been completed. See table 9.4.6.2/TS 24.008.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


network to MS

Table 9.4.6.2/TS 24.008:Detach ACCEPT message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Detach accept message identity
Message type

10.4
M
V
1


Force to standby
Force to standby

10.5.5.7
M
V
1/2


Spare half octet
Spare half octet 

10.5.1.8
M
V
1/2

19
P-TMSI signature
P-TMSI signature

10.5.5.8
O
TLV
5

9.4.6.2.1   P-TMSI signature (UMTS only)

In UMTS, this IE may be included to assign an identity to the MS’s GMM context.
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