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To provide SIM Capability indication to the network (GSIM or USIM subscriber). This enhancement allows retrieve authentication information from the previous VLRs instead of retrieving it from the HLR during GSM/UMTS interworking. This enhancement allows the reduction of  traffic across the MAP/D interface and at the same time enables the interworking with pre-99 VLRs.
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Other 
comments:
Introduction

TSG-SA3 #7 approved a contribution (S3-99368) and a CR to TS 33.102 (S3-99369) concerning the distribution of authentication vectors between VLRs and between SGSNs, in order to avoid an authentication error, as described in S3-99368.

As result for a USIM, the authentication vectors received by a UMTS capable VLR/SGSN (UMTS or GSM R99) from a non-UMTS capable VLR/SGSN (pre-R99) can only be used in a GSM security context and they shall not be sent to any other UMTS capable VLR/SGSN.

Description

The purpose of the procedure for distribution of authentication vectors between VLRs or SGSNs is to provide a newly visited VLR or SGSN with unused authentication vectors from a previously visited VLR or SGSN. Note: this relates to the exchange of vectors between core network nodes of the same domain type, i.e. between VLRs and SGSNs.

The procedure is shown in the following figure.
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Figure 1: Distribution of authentication data between SN/VLR

The procedure is invoked by the newly visited SN/VLRn after a location update request sent by the user. Typically the user identifies himself using a temporary user identity TMUIo and the location area identity LAIo of a location area under the jurisdiction of SN/VLRo. 

With regards to the PS domain, this procedure is invoked by the newly visited SGSN after a routing area update is sent by the user. The user identifies himself using a temporary user identity P-TMSI and the routing area identity RAIo of a routing area under the jurisdiction of the old SGSN.

Upon receipt of the request the VLRo or SGSNo verifies whether it has any unused authentication vectors of the appropriate mode in its database and if so, sends the unused authentication vectors to the VLRn or SGSNn respectively. The previously visited VLRo or SGSNo shall then delete these authentication vectors from its database.

Upon receipt of the response from an UMTS capable VLR or SGSN, the VLRn or SGSNn stores the received authentication vectors. 

Upon receipt of the response from a non-UMTS capable VLR or SGSN, the VLRn or SGSNn can use the received authentication vectors only in GSM security context and shall not send those authentication vectors to any UMTS capable VLR or SGSN.

If VLRo or SGSNo indicates that it has no authentication vectors or the VLRo or SGSNo cannot be contacted, VLRn  or SGSNn should request new authentication vectors from the user’s HE.

As consequence from the previous procedure, the authentication vectors received from a pre-R99 VLR/SGSN are not valid in a UMTS VLR/SGSN neither for a UMTS user nor for a GSM user since the new VLR/SGSN does not know if they were generated for a GSIM (GSM SIM), which would be valid, or for USIM, which would provoke an authentication error.

In a network with a mixed configuration, VLRs/SGSNs from pre-R99 and R99, it will provoke an unnecessary overload in the MAP/D interface and authentication vectors would need to be request to the HE/AuC independently of the user (GSIM or USIM) as shown in the following figure

The MSC/VLR is going to contact first the MSC/VLR and has no means to know whether a GSIM or USIM is requesting a location update (please refer to TS 23.020). Using the SIM Capability indicator, the R99 MSC/VLR will know in advance whether is a GSM SIM or UMTS SIM and would ask the HLR directly for the authentication vectors in case of USIM or the previous MSC/VLR in case of GSIM. 

The implementation of this Information Element and the integration inside the LOCATION UPDATING REQUEST doesn’t cause additional load on the air interface because the message remains inside the 20 octets burst limit. 
Conclusion

The network needs to have an indication if it is either an GSIM or USIM subscriber and based on that info the needed authentication vectors (either GSM or UMTS) can be fetched from the previous VLR/SGSN or from the HE/AuC, optimizing by this way the use of MAP/D interface.

This contribution proposes the inclusion of an SIM Capability indication provided from the US/MS at Location Update Request message in order to identify the authentication mode, i.e. if the authentication vectors fetched from a pre-R99 VLR are valid for GSIM authentication.

In order to identify if a MS updating its location is a GSIM or a USIM we propose the introduction of a new Information Element in the LOCATION UPDATING REQUEST where this condition shall be indicated. If this SIM Capability is not present, it means a GSIM. The proposed changes for TS 24.008 are indicated below. 



9.2.15
Location updating request

This message is sent by the mobile station to the network either to request update of its location file (normal updating or periodic updating) or to request IMSI attach. See table 9.2.17/TS 24.008.

Message type:
LOCATION UPDATING REQUEST

Significance:

dual

Direction:


mobile station to network

Table 9.2.17/TS 24.008: LOCATION UPDATING REQUEST message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





Location Updating
Message type
M
V
1


Request message type
10.4





Location updating type
Location updating type
M
V
1/2



10.5.3.5





Ciphering key sequence
Ciphering key sequence
M
V
1/2


number
number






10.5.1.2





Location area
Location area
M
V
5


identification
identification






10.5.1.3





Mobile station
Mobile station
M
V
1


classmark
classmark 1






10.5.1.5





Mobile identity
Mobile identity
M
 LV
2-9



10.5.1.4





SIM capability
SIM capability
O
TV
1



10.5.1.12




9.2.15.1
Location area identification

The location area identification stored in the SIM is used.

9.2.15.2
Mobile Station Classmark

This IE shall include for multiband MS the Classmark 1 corresponding to the frequency band in use.

9.2.15.3 SIM Capability

This information element shall provide an identification for GSM SIM (GSIM) or UMTS SIM (USIM) as well as an indication for future capabilities. It is an optional information element for compatibility with old GSIMs but shall be mandatory from R99 and further.
10.5.1.12 SIM Capability
The purpose of the SIM Capability is to provide information identifying the kind of SIM, either a GSM SIM (GSIM) or UMTS SIM (USIM). The SIM Capability IE may be included in LOCATION UPDATING REQUEST message. The SIM Capability is coded as shown in figure 10.5.12/TS 24.008 and table 10.5.12/TS 24.008.

The SIM Capability is a type 1.   
8     7     6     5     4     3             2     1

+-------------------------------------------------+

│     │ SIM Capability  │  0  │SIM Capability│G/U │  
│     │        IEI      │spare│  indicators  │SIM │octet 1

+-----------------------------------------------+

Figure 10.5.12/TS 24.008 SIM Capability
Table 10.5.12/TS 24.008 SIM Capability
+-------------------------------------------------------+

│ SIM Capability value part (octet 1)                   │

│ Bit                                                   │

│ 3 2 1                                                 │

│ x x 0    GSM SIM                                      │

│ x x 1    UMTS SIM                                     │

│ 0 0 x    for further use                              │

│ 0 1 x    for further use                              │

│ 1 0 x    for further use                              │

│ 1 1 x    for further use                              │

│                                                       │

│                                                       │

+-------------------------------------------------------+
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