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1. Introduction

This contribution shows comments to the N1-99C29.

2. Contents

2.1. SQN handling
The SQN that is a lowest value in the window or the list shall be provided on every Update Location message to the SN(VLR/SGSN). Then the SN verifies the SQN(MS) and SQN in the AV to check whether the SQN(AV) is greater then SQN(MS). If the SQN(AV)s are out of range the SN then sends Send Authentication Info message to the HN(HLR) to order new AVs.

This new procedure was proposed to last S3 meeting with CR(S3-99349) for 33.102 and approved.

The SQN parameter is needed to add to the Update Location for CS and PS messages with optional.

The SQN that can be referred directly was already added to the AV independently SQN in AUTN.

2.2. Procedure handling in the SN

N1-99C29 proposed that enhanced existing authentication procedure was used in GSM and UMTS. I want to clarify which is an appropriate way whether the existing procedure is enhanced for UMTS or the new procedure for UMTS is specified independently with GSM procedure.

I am confusing that how the procedure knows which authentication feature is performed GSM or UMTS. In the enhanced procedure case, for example, the authentication procedure decides with saved terminal capability data like an MS classmark which authentication scheme is performed. In the independent procedure case, the Update Location procedure decides with the MS classmark which procedure for GSM or UMTS is performed.

The MS has a same concern about feature handling.

The both of the AV in GSM and UMTS shall be transported using GSM access network is proposed in S3-99332 that is one of the CR for 33.102 and approved in S3 #6 meeting.

When the GSM MS receives the Authentication request including UMTS AV, the MS may cause unexpected motion if the MS is not support UMTS authentication feature.

I would like to clarify the impact from this.

I think that the authentication procedure for UMTS and R99 of the GSM shall handle both of the AV in UMTS and GSM, and is specified independently from the existing procedure. It is easier for feature handling and no impact to the old version of the GSM networks.
I don’t have strong proposal.

2.3. Unsuccessful Authentication(Core Network failure)

The MS sends Authentication Reject message to the SN and then the MS shall release all connections. If the SN received Authentication Reject message from MS, then SN performs that SN stops the timer and releases all connections for MS.

The MS actions are needed to specify in the subclause 4.3.2.5.1 on N1-99C29.

2.4. Other editorial comments

2.4.1. Authentication request

The length of the AUTN is 14-18 octets.

The presence of the AUTN is C.

2.4.2. Authentication response

The length of Authentication response parameter(reminder) is 1-12. 

2.4.3. Authentication and ciphering request

The length of the RAND is 16 octets.

The length of the AUTN is 14-18 octets.

2.4.4. Authentication and ciphering response

The length of the Authentication Response parameter is 4 octets.

The length of the Authentication Response parameter(reminder) is 1-12 octets.

The table of the composition of the AV in 33.103 is following. There is one editorial error. The length of AUTN is total of SQN(AK), AMF and MAC-A. So, It is 112-144 bits(14-18 octets).

Table 16: Composition of an authentication vector

Symbol
Description
Multiplicity
Length

SQN
Sequence number
1
32-64

RAND
Network challenge
1
128

XRES
Expected response
1
32-128

CK
Cipher key
1
128

IK
Integrity key
1
128

AUTN
Authentication token
1 that consists of:
96-128

  SQN ( AK
Concealed sequence   number
1 per AUTN
32-64

AMF
Authentication Management Field 
1 per AUTN
16

  MAC-A
Message authentication code for network authentication
1 per AUTN
64

3. Conclusion
I would like to discuss about these contents and clarify how to enhance authentication procedure and messages to finalize in 1999 based on N1-99C29 in this meeting.
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