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TSG S2 would like to inform N1 about the decision made on the ciphering of the initial message. The following question was presented on this topic in Tdoc WHS-99019 [1], which was submitted to the joint meeting on handover 23rd of August in Sophia Antipolis: 

6. LLC layer provides ciphering in GPRS. The ciphering parameters are calculated during GPRS Attach and stored both in the MS and the SGSN. Due to this any subsequent message will be ciphered. As this does not apply in UTRAN then the initial CN layer message, such as Activate PDP Context Request or an SMS needs to be ciphered by other means to provide provide data security.

Question:
How is the ciphering of the initial message supposed to work over UTRAN?

Due to the removal of LLC layer and the location of the ciphering in UTRAN, S2 has decided to introduce a new Service Request procedure for PS Mobility Management (PMM). A more detailed description of the procedure is in [2], which was accepted to be included into TS 23.060, i.e. UMTS PS domain and GPRS R99 Stage 2 description. The following signaling flow illustrates the use of the procedure. 
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1. The UE establishes an RRC connection, if none exists for CS traffic.

2. The UE sends an Service Request (PTMSI, PTMSI Signature, RAI, CKSN, Service type), which indicates to the SGSN that cipher command procedure needs to be performed. At this point, SGSN may perform authentication procedure.

3. The SGSN may perform the cipher mode procedure.

4. The UE sends an uplink packet, e.g. Activate PDP context message or SMS.

S2 would like N1 to further develop the Service Request procedure for UMTS PMM. 
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