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Discussion paper

Subject: Network initiated Detach "IMSI detach"

the following analysis is a extract of a e-mail discussion. The black sections are original text send out by Ericsson, the blue text are the comments from Siemens. 

Dear Roland and others,

- It seems to be 2 reasons for the need of detach type 'IMSI detach' from the network side. In 09.18 chapter 10.2 for the implicit detach procedure and in chapter 11.3 for the VLR reset.

In the Implicit detach case no signalling to the MS is specified, this also does not make any sense, as the MS is not reachable.

- In 11.3 the reaction of the MS is indicated as a re-attach should be performed after the network initiated detach. This could be a combined RA/LA update with IMSI attach. And if the VLR association is not working a reject for the non-gprs attach due to Gs problems will after 5 RAU attempts result in MM specific procedures.

- Corrections seems needed in 04.08 to state this MS behavior,- and avoid use of cause code when 'IMSI detach' is indicated ?

This probably seems the case for which the detach typ "IMSI detach" was defined for. It is stated in 11.3 that the " detach procedures for deleting the association are still applicable " and that " upon reception of any Routeing Area Update or Combined Routeing and Location Area update request from the MS, the SGSN request the re-attach to non-GPRS services ". 

There seems to be two possibilities for the SGSN to react: Sending a network initiated Detach request to the MS, in order to request the re-attach to non-GPRS services. Assuming that in this case the SGSN still knows the relation P-TMSI/IMSI it seems to be enough that the MS performs an combined RAU with IMSI attach subsequently. But if the SGSN still has all the GMM context data related to the IMSI, I did not understand, why there is the need for any interaction with the MS in this case. Wouldn't it be sufficient hat the SGSN sends the relevant data (as it is available in the SGSN) to the VLR, e.g. with a message?

The other possibility would be to reject the Combined RAU with # 10(Implicitly detached) which forces the MS to reattach; but this would also require to re establish all active PDP contexts which is probably not needed as only the VLR association is corrupted in this case. But is it really necessary to reject the RAU, as the SGSN could itself send the BSSAP+-LOCATION-UPDATE-REQUEST to the VLR in this case?

Conclusion: 
CR to 04.08 , that clarifies, that the MS shall perform a combined RAU with IMSI attach after the completion of the net initiate detach "IMSI detach".
CR to09.18, that clarifies, that is the SGSN has not send the detach request to the MS before the MS requests a combined RAU, the SGSN shll perform a LU to the VLR in order to re-establish the association.
- In 09.18 clarifications to the procedure in 10 and 11 may be apropriate. When shall the SGSN send the Detach message, at sending the BSSAP+-IMSI-DETACH-INDICATION or at reception of the BSSAP+-IMSI-DETACH-ACK (refer to 9.2.2 which states that Detach ack is not sent before the SGSN has received BSSAP+-IMSI-DETACH-ACK at MS initiated IMSI-detach)?

I think there is no need for clarification in sec. 10 as in the implicit detach case the MS is not informed.

Also for sec. 11 there is no need for clarification, as in the case of a VLR failure, the signaling between the VLR and the SGSN one general procedure which is not related to a specific subscriber.

- Besides, the 09.18 ch. 9.2.3 seems to need clarification to when and what are the SGSN sending ? Probably a detach accept.  And since the MS has not received that acknowledgement another Detach request (IMSI detac) may be retransmitted (in which case that statement is superfluous).

In my opinion this definition is superfluous. The SGSN should send the Detach Ack message to the MS. As for the normal case the Detach Ack message s not sent to the MS before receiving the Ack from the VLR I assume that this should also apply for the abnormal case.

Before making any attempt to write a CR (Siemens and/or Ericsson?) it would be good to have a common understanding on this exploder since time in the next meeting will be short for discussions and CR updates.

Best regards Per

CR to 09.18, based on Rel. '97

4.2.1
MM context variables at the SGSN

VLR-Reliable:
Boolean


Set to ‘false’ when the SGSN has received a reset indication from the VLR.  Upon reception of a  Combined Routeing and Location Area update request from the MS, the SGSN shall perform the Location Update for non-GPRS services procedure.
SGSN-Reset:

Boolean


Set to ‘true’ when the SGSN restarts after a failure. The ‘SGSN-Reset’ variable is unique within an SGSN and it applies to all the MM context stored in the SGSN.

9
Explicit IMSI detach from non-GPRS services procedure

9.1
General description

This procedure is used by the SGSN to indicate to the VLR that the MS has performed IMSI detach from non-GPRS services and therefore the association between the SGSN and the VLR has to be deactivated. This procedure only applies to MSs that are not in the Gs-NULL state at the SGSN . The procedures specified in this section only apply to IMSI detach or combined IMSI and GPRS detach requests.

The explicit IMSI detach from non-GPRS services procedure aborts any other ongoing procedure related to this MS on the Gs interface in the SGSN and in the VLR.

The VLR and the MS should be synchronised as to whether the PBCCH or the BCCH is used, for any of the subsequent paging.. In order to achieve this, the SGSN shall attempt to inform the VLR about the detach event by using a retry scheme if the initial delivery of the BSSAP+-IMSI-DETACH-INDICATION message fails.

9.2
Procedures in the SGSN

9.2.1
Explicit IMSI detach initiation

When an SGSN receives a Detach Request from an MS which is not in the Gs-NULL state, it shall check the detach type indicated. If the MS is indicating IMSI detach or combined IMSI and GPRS detach the SGSN shall send an BSSAP+-IMSI-DETACH-INDICATION message to the VLR indicating ‘Explicit MS initiated IMSI detach from non-GPRS service’ or ‘Combined explicit MS initiated IMSI detach from GPRS and non-GPRS services’.

After the sending of the BSSAP+-IMSI-DETACH-INDICATION message to the VLR, the SGSN shall move the state of the association to Gs-NULL. The SGSN shall start timer T9 upon transmission of the BSSAP+-IMSI-DETACH-INDICATION message and if timer T6-1 is running, timer T6-1 shall be stopped and reset..

9.2.2
Explicit IMSI detach Response

If the detach type received from the MS indicated IMSI only detach or combined IMSI and GPRS detach not due to switch off, the SGSN shall wait for the reception of the BSSAP+-IMSI-DETACH-ACK message before sending the confirmation of the detach to the MS.

9.2.3
Abnormal cases

i) with switch off

If the SGSN sent a BSSAP+-IMSI-DETACH-INDICATION message for a combined IMSI and GPRS detach due to switch off and  timer T9 expires, the SGSN shall repeat the BSSAP+-IMSI-DETACH-INDICATION message a maximum of N9 times.

ii) with no switch off

If the SGSN sent a  BSSAP+-IMSI-DETACH-INDICATION message for a IMSI only detach or a combined IMSI and GPRS detach not due to switch off and timer T9 expires, the SGSN shall repeat the BSSAP+-IMSI-DETACH-INDICATION message a maximum of N9 times. If no BSSAP+-IMSI-DETACH-ACK is received after that the SGSN shall send the confirmation of the detach to the MS 
9.3
Procedures in the VLR

When a VLR receives an BSSAP+-IMSI-DETACH-INDICATION message , the VLR shall send an BSSAP+-IMSI-DETACH-ACK message to the sending SGSN. The state of the association for the MS shall be moved from any state to Gs-NULL. If the BSSAP+-IMSI-DETACH-INDICATION message indicated ‘Explicit MS initiated IMSI detach from non-GPRS service’, the VLR marks the association as ‘IMSI detached for non-GPRS services’. If the BSSAP+-IMSI-DETACH-INDICATION message indicated ‘Combined explicit MS initiated IMSI detach from GPRS and non-GPRS services’, the VLR marks the association as ‘IMSI detached for GPRS and non-GPRS services’.

11
VLR failure procedure

11.1
General description

This procedure is used by the VLR to inform to the associated SGSNs about the recovery from an internal failure that has affected the association with the SGSNs.

The VLR recovery procedure shall be handled in such a way that the signalling load on the VLR and SGSN does not create any overload problem.

11.2
Procedures in the VLR

11.2.1
VLR Reset Initiation

In the event of a failure at the VLR which has resulted in the loss of SGSN association information on some MSs, the VLR shall move from any state to the Gs-NULL state for all the associations with SGSNs per MS. The VLR shall also set the ‘Confirmed by Radio Contact’ restoration indicator to ‘false’ (see GSM 03.07). The VLR shall not send any BSSAP+- MS-INFORMATION-REQUEST or BSSAP+-MM-INFORMATION-REQUEST messages to MSs with the SGSN association in the Gs-NULL state.

When the VLR restarts a BSSAP+-RESET-INDICATION message shall be sent to all the SGSNs connected to the VLR by the Gs interface. This message indicates to the SGSN that for the MSs with an association to that VLR, the associations are no longer reliable. The VLR shall also start timer T11.

11.2.2
VLR Reset Response

Upon receipt of a BSSAP+-RESET-ACK message, the VLR shall stop the timer T11.

11.2.3
Abnormal cases

If the VLR does not receive a BSSAP+-RESET-ACK message from that SGSN before  the T11 timer expires, the VLR shall retransmit the BSSAP+-RESET-INDICATION message. The retransmission is repeated a maximum of N11 times. If no BSSAP+-RESET-ACK is received after that a report shall be made to the O&M system.

11.3
Procedures in the SGSN

Upon receipt of a BSSAP+-RESET-INDICATION message from the VLR, the SGSN is informed that all the associations with that VLR for all the MSs registered in the SGSN are no longer reliable because the VLR may have lost information about the state of the MSs and during the failure the VLR may have missed signalling messages. The SGSN shall set the ‘VLR-Reliable’ MM context variable to ‘false’ and shall move all the associations containing the restarted VLR to the Gs-NULL state. The detach procedures for deleting the association are still applicable (sections ‘Explicit IMSI detach from GPRS services procedure’, ‘Explicit IMSI detach from non-GPRS services procedure’ and ‘Implicit IMSI detach from non-GPRS services procedure’). If the ‘VLR-Reliable’ MM context variable is set to ‘false’, upon reception of a  Combined Routeing and Location Area update request from the MS, the SGSN shall perform the Location Update for non-GPRS services procedure .

The SGSN sends a BSSAP+-RESET-ACK message to the VLR. This indicates to the VLR that all the sociations for the MSs which have an association with that VLR will be moved to the Gs-NULL state.

CR to 04.08, based on Rel. '97

4.7.4.2
Network initiated GPRS detach procedure

4.7.4.2.1
Network initiated GPRS detach procedure initiation

The network initiates the GPRS detach procedure by sending a DETACH REQUEST message to the MS. The network shall start timer T3322, shall deactivate the PDP contexts and deactivate the logical link(s), if any, and shall change to state GMM-DEREGISTERED-INITIATED. The DETACH REQUEST message shall include a detach type IE In addition, the network may include a cause IE to specify the reason for the detach request. 

If the detach type IE indicates "re-attach required", the MS shall perform a new attach procedure. The MS should also activate PDP context(s) to replace any previously active PDP contexts.

NOTE: In some cases, user interaction may be required and then the MS cannot activate the PDP context(s) automatically.

4.7.4.2.2
Network initiated GPRS detach procedure completion by the MS

When receiving the DETACH REQUEST message and the detach type IE indicates “re-attach not required” or “re-attach required, the MS shall deactivate the PDP contexts and deactivate the logical link(s), if any. The MS shall then send a DETACH ACCEPT message to the network and shall change state to GMM-DEREGISTERED. The MS shall, after the completion of the GPRS detach procedure, initiate a GPRS attach procedure if indicated by the network in the detach type IE.

When receiving the DETACH REQUEST message and the detach type IE indicates “IMSI detach”, the MS shall send a DETACH ACCEPT message to the network. If the MS is attached for both GPRS and non-GPRS services in a network operating in network mode I, the MS shall after the completion of the detach procedure start a combined routing area update indicating “combined RA/LA updating with IMSI attach”, if the SIM is still valid for both GPRS and non-GPRS services.
Depending on the received cause code, the MS shall act as follows:

# 2
(IMSI unknown in HLR) 

The MS shall set the update status to U3 ROAMING NOT ALLOWED and shall delete any TMSI, LAI and ciphering key sequence number. The new MM state is MM IDLE. The SIM shall be considered as invalid for non-GPRS services until switching off or the SIM is removed. 

# 3
(Illegal MS); or


# 6
(Illegal ME)

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The new GMM state is GMM-DEREGISTERED. The SIM shall be considered as invalid for GPRS services until switching off or the SIM is removed.

A GPRS MS operating in MS operation mode A or B shall in addition set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The new MM state is MM idle. The SIM shall be considered as invalid also for non-GPRS services until switching off or the SIM is removed. 

# 7
(GPRS services not allowed) 

The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The SIM shall be considered as invalid for GPRS services until switching off or the SIM is removed. The new state is GMM-DEREGISTERED. 

# 8
(GPRS services and non-GPRS services not allowed)


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and the update status to U3 ROAMING NOT ALLOWED (and shall store it according to section 4.1.3.2). Furthermore, it shall delete any P-TMSI, P-TMSI signature, TMSI, RAI, LAI, ciphering key sequence number and GPRS ciphering key sequence number and shall consider the SIM as invalid for GPRS and non-GPRS services until switching off or the SIM is removed.

# 11
(PLMN not allowed); 

# 12
(Location area not allowed); or

# 13
(Roaming not allowed in this location area)


The MS shall delete any RAI or LAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number, shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to section 4.1.3.2). 

A GPRS MS operating in MS operation mode A or B shall in addition set the update status to U3 ROAMING NOT ALLOWED and shall delete any TMSI, LAI and ciphering key sequence number. The new MM state is MM IDLE. 

The MS shall store the LAI or the PLMN identity in the appropriate forbidden list, i.e. in the “forbidden PLMN list” for cause #11, in the list of “forbidden location areas for regional provision of service” for cause #12 or in the list of “forbidden location areas for roaming” for cause #13. If #11or  #13 was received, the MS shall perform a PLMN selection instead of a cell selection.

Other cause values shall not impact the update status. Further actions of the MS are implementation dependent.

4.7.4.2.3
Network initiated GPRS detach procedure completion by the network

The network shall, upon receipt of the DETACH ACCEPT message, stop timer T3322 and shall change state to GMM-DEREGISTERED.

4.7.4.2.4
Abnormal cases on the network side

The following abnormal cases can be identified:

a) 
T3322 time-out

On the first expiry of the timer, the network shall retransmit the DETACH REQUEST message and shall start timer T3322. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3322, the GPRS detach procedure shall be aborted and the network changes to state GMM-DEREGISTERED.

b) 
Low layer failure

The GPRS detach procedure is aborted and the network changes to state GMM-DEREGISTERED.

c)
GPRS detach procedure collision

If the network receives a DETACH REQUEST message with “switching off” indicated, before the network initiated GPRS detach procedure has been completed, both procedures shall be considered completed.

If the network receives a DETACH REQUEST message without “switching off” indicated, before the network initiated GPRS detach procedure has been completed, the network shall send a DETACH ACCEPT message to the MS.

d)
GPRS detach and GPRS attach procedure collision

If the network receives an ATTACH REQUEST message before the network initiated GPRS detach procedure has been completed, the network shall ignore the ATTACH REQUEST message, except when the detach type IE value, sent in the DETACH REQUEST message, indicated that the MS shall perform a GPRS attach procedure. In this case, the detach procedure is aborted and the GPRS attach procedure shall be progressed after the PDP contexts have been deleted. 

e)
GPRS detach and routing area updating procedure collision

GPRS detach containing detach type "GPRS detach" or "combined GPRS/IMSI detach":

If the network receives a ROUTING AREA UPDATE REQUEST message before the network initiated GPRS detach procedure has been completed, the detach procedure shall be progressed, i.e. the ROUTING AREA UPDATE REQUEST message shall be ignored. 

GPRS detach containing detach type "IMSI detach":

If the network receives a ROUTING AREA UPDATE REQUEST message before the network initiated GPRS detach procedure has been completed, the network shall abort the detach procedure and shall progress the routing area update procedure. 
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Figure 4.7.4/2 GSM 04.08: Network initiated GPRS detach procedure

