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4.7.7.1
Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION AND CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION AND CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters when authentication is performed (see GSM 03.20 [13]). 

If authentication is requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall contain the GPRS ciphering key sequence number, allocated to the GPRS ciphering key and the RAND. If authentication is not requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall contain neither the GPRS ciphering key sequence number nor the RAND.

If ciphering is requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall indicate the GPRS ciphering algorithm.

The network includes the A&C reference number information element in the AUTHENTICATION AND CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION AND CIPHERING REQUEST in a RA with its RESPONSE. The A&C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION AND CIPHERING RESPONSE message.

4.7.7.2
Authentication and ciphering response by the MS

An MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time. If the AUTHENTICATION AND CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS  processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. The new GPRS ciphering key calculated from the challenge information shall overwrite the previous one. It shall be stored and shall be loaded into the ME before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The GPRS ciphering key sequence number shall be stored together with the calculated key.

If the AUTHENTICATION AND CIPHERING REQUEST message does not include the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

The GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).

4.7.7.3
Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see GSM 03.20 [13]). For this, it may use the A&C reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to determine whether the response is correlating to the last request that was sent.

The GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).

If  STATUS message with cause#96 (Invalid mandatory information) is received after the AUTHENTICATION AND CIPHERING REQUEST message is sent during an attach procedure, the network shall then immediately send another AUTHENTICATION AND CIPHERING REQUEST message, reset and start timer T3360. If this is a loop situation it is implementation dependant when AUTHENTICATION AND CIPHERING REJECT message is sent.
9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to indicate whether ciphering will be performed or not. Additionally, the authentication of the MS identity could be initiated. See table 9.4.9/GSM 04.08.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/GSM 04.08: AUTHENTICATION AND CIPHERING REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering request message identity
Message type

10.4
M
V
1


Ciphering algorithm
Ciphering algorithm 

10.5.5.3
M
V
1/2


IMEISV request
IMEISV request

10.5.5.10
M
V
1/2


Force to standby
Force to standby 

10.5.5.7
M
V
1/2


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2

21
Authentication parameter RAND
Authentication parameter RAND 

10.5.3.1
O
TV
17

8-
GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
C
TV
1

9.4.9.1
Authentication Parameter RAND

This IE shall only be included if authentication shall be performed.

9.4.9.2
GPRS ciphering key sequence number

This IE is included if and only if the Authentication parameter RAND is contained in the message.

9.4.10
Authentication and ciphering response

This message is sent by the MS to the network in response to an Authentication and ciphering request message. See table 9.4.10/GSM 04.08.

Message type:
AUTHENTICATION AND CIPHERING RESPONSE

Significance:

dual

Direction:


MS to network

Table 9.4.10/GSM 04.08: AUTHENTICATION AND CIPHERING RESPONSE message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering response message identity
Message type

10.4
M
V
1


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2


Spare half octet
Spare half octet

10.5.1.8
M
V
1/2

22
Authentication parameter SRES
Authentication parameter SRES 

10.5.3.2
O
TV
5

23
IMEISV
Mobile identity

10.5.1.4
O
TLV
11

9.4.10.1
Authentication Parameter SRES

This IE is included if authentication was requested within the corresponding authentication and ciphering request message.

9.4.10.2
IMEISV

This IE is included if requested within the corresponding authentication and ciphering request message.

10.5.5.14
GMM cause 

The purpose of the GMM cause information element is to indicate the reason why a GMM request from the mobile station is rejected by the network.

The GMM cause information element is coded as shown in figure 10.5.129/GSM 04.08 and table 10.5.147/GSM 04.08.

The GMM cause is a type 3 information element with 2 octets length.


8

7


6


5

4


3

2

1



GMM cause IEI
octet 1


Cause value
octet 2

Figure 10.5.129/GSM 04.08: GMM cause information element

Table 10.5.147/GSM 04.08: GMM cause information element

Cause value (octet 2)                          ¬

       Bits                                              

  8 7 6 5 4 3 2 1                                        

  0 0 0 0 0 0 1 0  IMSI unknown in HLR                   

       0 0 0 0 0 0 1 1  Illegal MS                            

  0 0 0 0 0 1 1 0  Illegal ME                            

  0 0 0 0 0 1 1 1  GPRS services  not allowed  

  0 0 0 0 1 0 0 0  GPRS services and non-GPRS services


                   not allowed  

  0 0 0 0 1 0 0 1  MS identity cannot be derived by the  

                   network

  0 0 0 0 1 0 1 0  Implicitly detached

  0 0 0 0 1 0 1 1  PLMN not allowed                      

  0 0 0 0 1 1 0 0  Location Area not allowed             

  0 0 0 0 1 1 0 1  Roaming not allowed in this           

                     location area                      

  0 0 0 1 0 0 0 0  MSC temporarily not reachable         

  0 0 0 1 0 0 0 1  Network failure
  0 0 0 1 0 1 1 0  Congestion                            

  0 0 1 0 0 0 1 1  Ciphering required or ciphering 
                   algorithm not supported

  0 0 1 1 0 0 0 0  }                                     

        to         }  retry upon entry into a new cell   

  0 0 1 1 1 1 1 1  }                                     

  0 1 0 1 1 1 1 1  Semantically incorrect message        

  0 1 1 0 0 0 0 0  Invalid mandatory information         

  0 1 1 0 0 0 0 1  Message type non-existent             

                     or not implemented                  

  0 1 1 0 0 0 1 0  Message type not compatible with      

                   the protocol state                    

  0 1 1 0 0 0 1 1  Information element non-existent      

                     or not implemented                  

  0 1 1 0 0 1 0 0  Conditional IE error                  

  0 1 1 0 0 1 0 1  Message not compatible with           

                     the protocol state                  

  0 1 1 0 1 1 1 1  Protocol error, unspecified           

  Any other value received by the mobile station         

  shall be treated as 0110 1111, 'Protocol error,'       

  unspecified'. Any other value received                 

  by the network shall be treated as 0110 1111,          

  'Protocol error, unspecified'.                         

  NOTE: The  listed reject cause values are defined in   

        Annex G.                                         





G.4
Causes related to nature of request

Cause value = 32 Service option not supported


This cause is sent when the MS requests a service/facility in the CM SERVICE REQUEST message which is not supported by the PLMN.

Cause value = 33 Requested service option not subscribed


This cause is sent when the MS requests a service option for which it has no subscription.

Cause value = 34 Service option temporarily out of order


This cause is sent when the MSC cannot service the request because of temporary outage of one or more functions required for supporting the service.
Cause value = 35 Ciphering required or ciphering algorithm not supported

This cause is sent when the SGSN require ciphering and the MS has indicated no ciphering algorithm available. Or in later releases when more than one ciphering algorithm is possible, the one proposed by the MS is not supported by the network.
Cause value = 38 Call cannot be identified


This cause is sent when the network cannot identify the call associated with a call re-establishment request.
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