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�3.2	Abbreviations

IHOSS	Internet-Hosted Octet Stream Service

OSP	Octet Stream Protocol



9.5	Packet Terminal Adaptation Function

The Packet Terminal Adaptation function adapts packets received from and transmitted to the Terminal Equipment to a form suitable for transmission within GSM.

A range of MT versions providing different standard interfaces towards the TE can be used, e.g.:

-	MT with asynchronous serial interface and PAD (Packet Assembly / Disassembly) support (e.g., AT command set PAD, X.28 [35] / X.29 [36] / X.3 [33] PAD). In the case when the PAD function does not exist in the MT, it exists in the TE.

-	"IntegratEmbedded MT" integrated with the TE, possibly via withan industry -standard application program interface.

-	MT with synchronous serial interface.

The remaining CR text is all new, and not underlined for ease of reading.

12.4	Octet Stream Protocol Functionality

The Octet Stream Protocol (OSP) is used to carry an unstructured octet (character) stream between the MS and GGSN. It is used to provide a character pipe to allow an MS to communicate (via the GGSN) with an arbitrary Internet host, or other character-based service. PDP type shall be selected as OSP for this purpose. Unlike PDP types IP and X.25, OSP has no existence outside the PLMN. In the MS there is a character stream at the R reference point together with some optional control signals. In the GGSN there is a relay function, carrying the same character stream and control signals between OSP and a fixed-network protocol stack.

OSP has two modes of operation. In octet mode, it uses a Packet Assembly function to assemble a number of user octets into a single packet for more efficient transport by the underlying protocols. A complementary Packet Disassembly function performs the reverse operation in the peer OSP. In block mode, the Packet Assembly / Disassembly (PAD) function is bypassed. In this case, data is transferred between the OSP user and OSP in blocks of octets. Each block of octets is delivered as a single OSP PDU to the underlying protocol. The selection of octet or block mode is made independently for each OSP connection as an implementation or configuration decision before the connection is established, and remains fixed for the duration of the connection. An example of the use of the block mode is when OSP is used for interworking with a fixed network where the octets are also carried in packets. This avoids the use of back-to-back PADs. It could also be used in an embedded MT where the application transfers data in blocks of octets.

OSP uses the services of SNDCP between the MS and SGSN, and the services of GTP between the SGSN and GGSN. The quality of service is determined mainly by that provided by the underlying layers. However, the end-to-end delay may be affected by the presence of the PAD function. A reliable (acknowledged) service shall be provided by the layers below SNDCP and GTP.

The main functions of OSP are:

-	transport of an unstructured octet stream;

-	packet assembly and disassembly to make efficient use of network resources; and

-	end-to-end flow control.

OSP may additionally provide:

-	transport of a 'break' signal;

-	transport of control information blocks between the OSP users;

-	user control of packet assembly buffer forwarding; and

-	direct OSP user access to the underlying packet service, bypassing the PAD.

Figure x.1 illustrates the OSP transmission plane.
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Figure x.1: Relationship of OSP to the Rest of the GPRS Protocol Architecture

12.4.1	PAD Function

In order to make efficient use of the network resources, particularly the radio resource, octets received from the OSP user are not forwarded immediately but are placed in a buffer. When some forwarding criterion is satisfied, the contents of the buffer are forwarded in the payload of an N�PDU to the SNDCP layer. At the receiving end, the payload of an N�PDU received from the SNDCP layer is placed in a buffer and the octets are delivered to the OSP user as an octet stream.

The PAD is used only when OSP operates in octet mode. It is not used when OSP operates in block mode.

12.4.1.1	Packet Assembler

The packet assembler shall be able to detect the following forwarding criteria. When any one criterion is satisfied, the contents of the buffer shall be forwarded in an N�PDU to the SNDCP layer, subject to any flow control condition.

12.4.1.1.1	Buffer Full

The buffer contents are forwarded when the number of octets in the buffer reaches the value of the maximum buffer size parameter.

12.4.1.1.2	Inactivity Timer Expiry

The inactivity timer shall be started whenever an octet is placed in the buffer. When the timer expires, the buffer contents shall be forwarded. The inactivity timer shall be stopped whenever a buffer is forwarded.

12.4.1.1.3	Maximum Buffer Delay Timer Expiry

A maximum buffer delay timer may be started when the first octet is placed in the (empty) buffer,. When the timer expires, the buffer contents shall be forwarded. This optional timer ensures that no octet is delayed in the buffer for longer than the specified time. The maximum buffer delay timer shall be stopped whenever a buffer is forwarded.

12.4.1.1.4	Special Character

Whenever an octet has been placed in the buffer, its least significant 7 bits shall be compared with a list of 7�bit special characters. If the bits match, the buffer shall be forwarded. The possible characters and combinations of characters shall be the same as specified for the X.3 PAD access to X.25.

12.4.1.1.5	Change in Flow Control State

The buffer may be forwarded when there is a need to signal a change in the ready to receive condition.

12.4.1.1.6	Immediate Forwarding Request

When the OSP receives an immediate forward request from its user, it shall immediately forward the buffer unless it is empty.

12.4.1.2	Packet Disassembler

The packet disassembler shall forward the contents of the N�PDU payload to the OSP user, subject to any local flow control condition.

12.4.2	Quality of Service

The QoS provided by the OSP layer is determined by that provided by the underlying protocol layers. However, the PAD functions introduce an additional variable delay into the transmission path. This delay can be limited at the risk of making less efficient use of network resources, in particular the radio resources.

�Annex B (normative):�Internet-Hosted Octet Stream Service

The GPRS Internet-Hosted Octet Stream Service (IHOSS) is a connection-oriented service that can transport an unstructured octet (character) stream between a GPRS MS and an Internet host. The service uses the Octet Stream Protocol (OSP) PDP type to provide a 'character pipe' between the MS and the GGSN. In the GGSN there is an interworking function which provides a relay function between the OSP and the Internet host.

Figure B.1 shows the scope of IHOSS and OSP.
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Figure B.1: Scope of IHOSS and OSP

IHOSS is analogous to a virtual serial cable between the MS and the Internet host.

This service is intended to provide a very simple connection for early implementation and for simple low-cost devices later on in the life cycle of GPRS.

B.1	Direction of Connection Setup

This service shall be mobile-originated only.

B.2	Bearer

The IHOSS shall use the unstructured Octet Stream Protocol as its bearer service.

The MT end of the IHOSS connection shall use the octet mode interface to the OSP as a Packet Assembler / Disassembler function is necessary.

The GGSN end of the IHOSS connection shall use the block mode interface to the OSP to remove the need for two back-to-back PAD functions.

B.3	Setup Data

The following data items are required before an octet stream can be initiated.

B.3.1	Protocol Type – TCP or UDP

This refers to the protocol used over IP on the GGSN to Internet host segment of the connection. The options available are TCP or UDP.

If no protocol is specified for a given context, TCP shall be used.

B.3.2	Host Name

This refers to the Internet host to which the connection is made. It shall be a fully formed domain name extended host name.

There shall be no default host name. If no host name is specified, the context activation shall fail.

B.3.3	Port Number

This refers to the TCP or UDP port on the host name, which forms the endpoint of the Internet side of the connection.

If no port number is specified for a given context, a default value of 23 decimal shall be used.

B.3.4	PAD Parameters

The Packet Assembler / Disassembler parameters determine how to fill the outgoing packets. If the user requires interactive terminal style behaviour then the PAD shall be able to act in this way. If the user requires a streaming data link then a different setup is necessary.

The default values for the PAD parameters are defined in GSM 07.60.

B.4	Flow Control

The service shall use the flow control features provided by the OSP to provide simple start / stop flow control.

B.5	Break Signal

The OSP break signals are mapped onto the appropriate break signals at the R and Gi interfaces.

B.6	Connection Establishment Procedure

Establishing an IHOSS connection involves setting up two segments, the PLMN segment (using the OSP) between the MS and the GGSN, and the fixed-network segment between the GGSN and the Internet host. Establishing the PLMN segment shall be as described in subclause "PDP Context Activation Procedure". Figure B.2 illustrates the overall procedure.
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Figure B.2: IHOSS Connection Establishment

The MS requests that an OSP PDP context be activated by transmitting an Activate PDP Context Request (NSAPI, TI, PDP Type, PDP Address, Access Point Name, QoS Requested, PDP Configuration Options) message to the SGSN with the following parameter values:

-	NSAPI is selected by the MS.

-	TI is selected by the MS.

-	PDP Type shall have a two-part value. The first part shall identify the protocol as OSP, and the second part shall identify the service being used and thereby allow the SGSN to select a GGSN that can provide this service. For IHOSS PDP Type shall be set to OSP:IHOSS.

-	PDP Address shall be empty.

-	APN is selected by the MS, may be empty.

-	QoS Requested is selected by the MS.

-	PDP Configuration Options may contain an Internet host name, a port number, a protocol type, and possibly other parameters in order to enable the GGSN to set up a connection to the Internet host, or it may be empty.

The Activate PDP Context Accept message shall be returned to the MS only after the connection to the Internet host has been established.

The activation parameters shall be provided as either interactive commands or via a system-default value. The following sections describe how these parameters shall be derived for a number of different scenarios.

B.6.1	Fully User-Specified Establishment

The MS shall request an OSP:IHOSS connection, specifying the PAD parameters, the host name, the port, and the protocol (UDP or TCP) in PDP Configuration Options.

The SGSN shall select an appropriate GGSN for the outgoing connection.

The GGSN shall attempt to establish a connection with the specified host. Connection failure shall be signalled back to the MS and the session terminated. A successful connection establishment enables data transmission over the connection.

B.6.2	Default Internet Endpoint Parameters Establishment

The MS shall request an OSP:IHOSS connection, specifying only PAD parameters that deviate from the system defaults.

The SGSN shall connect to the GGSN indicated by the APN in the HLR subscription record.

The GGSN shall use the APN to further select the host name, the port number, and the protocol. The method used to select these parameters is manufacturer specific and outside of the scope of the specifications.

B.7	Connection Termination

Either the MS or the Internet host may request that a connection be cleared.

B.7.1	MS-initiated TCP IHOSS Connection Termination

The MS clears the connection by sending a Deactivate PDP Context Request message to the SGSN. This shall result in the TCP session closure procedures being executed by the GGSN. Once this is complete, the GGSN shall deallocate any resources allocated for this session.

B.7.2	MS-initiated UDP IHOSS Connection Termination

No further action is required by the GGSN towards the Internet endpoint, as the User Datagram Protocol is connectionless. The GGSN shall deallocate any resources allocated for this session.

B.7.3	Internet Host Initiated TCP IHOSS Connection Termination

When the GGSN receives a TCP clear request from the fixed network it shall follows the procedure described in subclause "PDP Context Deactivation Initiated by GGSN Procedure".

B.8	Quality of Service

The QoS profile shall be negotiated to the following QoS attribute values:

-	Precedence: as required.

-	Delay: as required, but consistent with PAD forwarding strategy.

-	Reliability: Class 1 for TCP. Class 3 for UDP.

-	Peak throughput: as required.

-	Mean throughput: as required.

B.9	Security

B.9.1	Authentication of the GPRS User

Identification and authentication of the subscriber by the GPRS network is carried out as described elsewhere in this document. The GPRS network shall not provide any identification of the GPRS subscriber to the Internet host. End-to-end security is provided at the application layer and is outside of the scope of this document.

B.9.2	Malicious Reconfiguration of the GPRS Device

An MS that can not hold protocol, host name, and port information, would render it impossible to gain unauthorised access and subvert the system by providing alternative protocol, host name, or port information. This information would have to be provided by the GGSN, which is potentially more physically secure than the embedded MT, and it would make "man in the middle" type security breaches considerably more complex.

B.10	Maintenance

Configuring the Internet endpoint by accepting a mandatory default endpoint from the GGSN enables a GPRS user to effect system reconfiguration without the requirement for a site visit for each GPRS MS. The association between the APN and the host name, port number and protocol in the GGSN would be updated to give a new host name and/or port number and/or protocol.
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