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�
4.3.2.5	Unsuccessful authentication


If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:


-	the TMSI was used;


-	the IMSI was used.


If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.


If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.


After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in section 3.5.


Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U2 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. 


Additionally, the MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. The SIM shall be considered for GPRS and non-GPRS services as invalid until switching off or the SIM is removed. 


The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED.


If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow section 4.3.4.3.


If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI.





***Next Modification***


4.7.2.2	Periodic routing area updating


Periodic routing area updating is used to periodically notify the availability of the MS to the network. The procedure is controlled in the MS by the periodic RA update timer, T3312. The value of timer T3312 is sent by the network to the MS in the messages ATTACH ACCEPT and ROUTING AREA UPDATE ACCEPT. The value of the timer T3312 shall be unique within a RA.


The timer T3312 is reset and started with its the initial value, when the READY timer is stopped or expires. The timer T3312 is stopped and shall be set to its initial value for the next start when the READY timer is started.


. When timer T3312 expires, the periodic routing area updating procedure shall be started and the timer shall be set to its initial value for the next start. 


If the MS is in other state than GMM-REGISTERED.NORMAL-SERVICE when the timer expires the periodic routing area updating procedure is delayed until the MS returns to GMM-REGISTERED.NORMAL-SERVICE. If the MS in MS operation mode B is in the state GMM-REGISTERED.SUSPENDED when the timer expires the periodic routing area updating procedure is delayed until the state is left.


The network supervises the periodic routing area updating procedure by means of the Mobile Reachable timer. When the Mobile Reachable timer expires, typically the network stops sending paging messages to the mobile and may take other appropriate actions.


If the MS is both IMSI attached for GPRS and non-GPRS services , and if the MS lost coverage of the registered PLMN and timer T3312 expires, then:


a)	if the MS returns to coverage in a cell that supports GPRS and that indicates that the network is in network operation mode I, then the MS shall either perform the combined routing area update procedure indicating "combined RA/LA updating with IMSI attach"; or


b)	if the MS returns to coverage in a cell in the same RA that supports GPRS and that indicates that the network is in network operation mode II or III, then the MS shall perform the periodic routing area updating procedure indicating "Periodic updating" and shall perform the periodic location updating procedure ; or


c)	if the MS returns to coverage in a cell that does not support GPRS, then, depending upon the LA of the cell, the MS shall either perform the periodic location updating procedure or a normal location updating procedure. In addition, the MS shall perform a combined routing area update procedure indicating "combined RA/LA updating with IMSI attach" when the MS enters a cell that supports GPRS and that indicates that the network is in network operation mode Imode I; or


d)	if the MS returns to coverage in a new RA the description given in section 4.7.5 applies.


If the MS is both IMSI attached for GPRS and non-GPRS services in a network that operates in network operation mode I, and if the MS has camped on a cell that does not support GPRS, and timer T3312 expires, then the MS shall start an MM location updating procedure. In addition, the MS shall perform a combined routing area update  procedure indicating "combined RA/LA updating with IMSI attach" when the MS enters a cell that supports GPRS and indicates that the network is in operation mode I.


Timer T3312 shall not be stopped when a GPRS MS enters state GMM-REGISTERED.SUSPENDED. 





***Next Modification***


4.7.5.1.5	Abnormal cases in the MS


The following abnormal cases can be identified:


a)	Access barred because of access class control


	The routing area updating procedure shall not be started. The MS stays in the current serving cell and applies the normal cell reselection process. The procedure is started as soon as possible and if still necessary, i.e. when the barred state is removed or because of a cell change.


b)	Lower layer failure before the ROUTING AREA UPDATE ACCEPT or ROUTING AREA UPDATE REJECT message is received


	The procedure shall be aborted. The MS shall proceed as described below.


c)	T3330 time-out


	The procedure is restarted four times, i.e. on the fifth expiry of timer T3330, the MS shall abort the procedure. The MS shall proceed as described below.


d)	ROUTING AREA UPDATE REJECT, other causes than those treated in section 4.7.5.1.4


	The MS shall proceed as described below.


e)	If a routing area border is crossed, when the MS is in state GMM-ROUTING-AREA-UPDATE-INITIATED, the routing area updating procedure shall be aborted and re-initiated immediately.


f)	If a cell change occurs within the same RA, when the MS is in state GMM-ROUTING-AREA-UPDATE-INITIATED, the cell update procedure is performed, before completion of the routing area updating procedure.


g)	Routing area updating and detach procedure collision


GPRS detach containing detach type "GPRS detach" or "combined GPRS/IMSI detach":


	If the MS receives a DETACH REQUEST message before the routing area updating procedure has been completed, the routing area updating procedure shall be aborted and the GPRS detach procedure shall be progressed.


GPRS detach containing detach type "IMSI detach":


	If the MS receives a DETACH REQUEST message before the routing area updating procedure has been completed, the routing area updating procedure shall be progressed, i.e. the DETACH REQUEST message shall be ignored.


h)	Routing area updating and P-TMSI reallocation procedure collision


	If the MS receives a P-TMSI REALLOCATION REQUEST message before the routing area updating procedure has been completed, the P-TMSI reallocation procedure shall be aborted and the routing area updating procedure shall be progressed.


In cases b, c and d the MS shall proceed as follows:


Timer T3330 shall be stopped if still running. The routing area updating attempt counter shall be incremented. 


If the routing area updating attempt counter is less than 5, and the stored RAI is equal to the RAI of the current serving cell and the GMM update status is equal to GU1 UPDATED:


-	the MS shall keep the GMM update status to GU1 UPDATED and changes state to GMM-REGISTERED.NORMAL-SERVICE. The MS shall start timer T3311. When timer T3311 expires the routing area updating procedure is triggered again.


If the routing area updating attempt counter is less than 5, and the stored RAI is different to the RAI of the current serving cell or the GMM update status is different to GU1 UPDATED:





-	the MS starts timer T3311 and changes state to GMM-REGISTERED.ATTEMPTING-TO-UPDATE.


If the routing area updating attempt counter is greater than or equal to 5:


-	the MS shall start timer T3302 and shall change to state GMM-REGISTERED.ATTEMPTING-TO-UPDATE.


4.7.5.1.6	Abnormal cases on the network side


The following abnormal cases can be identified:


a)	If a lower layer failure occurs before the message ROUTING AREA UPDATE COMPLETE has been received from the MS and a P-TMSI and/or PTMSI signature has been assigned, the network shall abort the procedure and shall consider both, the old and new P-TMSI and the corresponding P-TMSI signatures as valid for a certain recovery time. During this period the network may:


-	use the IMSI for paging; and


-	consider the new P-TMSI as valid if it is used by the MS in a subsequent message;


-	use the identification procedure followed by a P-TMSI reallocation procedure if the old P-TMSI is used by the MS in a subsequent message.


b)	Protocol error


	If the ROUTING AREA UPDATE REQUEST message has been received with a protocol error, the network shall return a ROUTING AREA UPDATE REJECT message with one of the following reject causes:


#96:		Mandatory information element error;


#99:		Information element non-existent or not implemented;


#100:	Conditional IE error;


#111:	Protocol error, unspecified.


c) 	T3350 time-out


	On the first expiry of the timer, the network shall retransmit the ROUTING AREA UPDATE ACCEPT message and shall reset and restart timer T3350. The retransmission is performed four times, i.e. on the fifth expiry of timer T3350, the routing area updating procedure is aborted. Both, the old and the new P-TMSI and the corresponding P-TMSI signatures shall be considered to be occupied for a certain recovery time. During this period the network acts as described for case a above.





***Next Modification***


9.4.9	Authentication and ciphering request


This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/GSM 04.08.


Message type:	AUTHENTICATION AND CIPHERING REQUEST


Significance:		dual


Direction:			network to MS


Table 9.4.9/GSM 04.08: AUTHENTICATION AND CIPHERING REQUEST message content


IEI�
Information Element�
Type/Reference�
Presence�
Format�
Length�
�
�
Protocol discriminator�
Protocol discriminator


10.2�
M�
V�
1/2�
�
�
Skip indicator�
Skip indicator


10.3.1�
M�
V�
1/2�
�
�
Authentication and ciphering request message identity�
Message type


10.4�
M�
V�
1�
�
�
Ciphering algorithm�
Ciphering algorithm 


10.5.5.3�
M�
V�
1/2�
�
�
IMEISV request�
IMEISV request


10.5.5.10�
M�
V�
1/2�
�
�
Force to standby�
Force to standby 


10.5.5.7�
M�
V�
1/2�
�
�
Spare half octet�
Spare half octet


10.5.1.8�
M�
V�
1/2�
�
2A�
GPRS ciphering key sequence number�
Ciphering key sequence number 


10.5.1.2�
O�
TV�
1�
�
21�
Authentication parameter RAND�
Authentication parameter RAND 


10.5.3.1�
O�
TV�
17�
�
9.4.9.1	GPRS ciphering key sequence number


This IE shall only be included if authentication shall be performed.


9.4.9.2	Authentication Parameter RAND


This IE shall only be included if authentication shall be performed.





***Next Modification***


9.4.19	GMM Information


This message is sent by the network at any time to sent certain information to the MS.	�See table 9.4.19/GSM 04.08.


Message type:	GMM INFORMATION


Significance:		local


Direction:			network to mobile station


Table 9.4.19/GSM 04.08: GMM INFORMATION message content


IEI�
Information Element�
Type/Reference�
Presence�
Format�
Length�
�
�
Protocol discriminator�
Protocol discriminator


10.2�
M�
V�
1/2�
�
�
GMM INFORMATION message type�
GPRS message type


10.4�
M�
V�
1�
�
�
Skip indicator�
Skip indicator


10.3.1�
M�
V�
1/2�
�
�
GMM information message identity�
Message type


10.4�
M�
V�
1�
�
43�
Full name for network�
Network name


10.5.3.5a�
O�
TLV�
3 - ?�
�
45�
Short name for network�
Network name


10.5.3.5a�
O�
TLV�
3 - ?�
�
46�
Network time zone�
Time zone


10.5.3.8�
O�
TV�
2


�
�
47�
Network time and time zone�
Time zone and time


10.5.3.9�
O�
TV�
8�
�
9.4.19.1	Full name for network


This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "full length name of the network" that the network wishes the mobile station to associate with the MCC and MNC contained in the routing area identification of the current cell.


9.4.19.2	Short name for network


This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "abbreviated name of the network" that the network wishes the mobile station to associate with the MCC and MNC contained in the routing area identification of the cell the MS is currently in.


9.4.19.3	Network time zone


This IE may be sent by the network. The mobile station should assume that this time zone applies to the routing area of the cell the MS is currently in. 


9.4.19.4	Network time zone and time


This IE may be sent by the network. The mobile station should assume that this time zone applies to the routing area the MS is currently in. The mobile station shall not assume that the time information is accurate.





***Next Modification***


10.5.5.7	Force to standby 


The purpose of the force to standby information element is to force the MS to change the GMM stop the READY timer in order to prevent the MS to perform cell updates.


The force to standby is a type 1 information element.


The force to standby information element is coded as shown in figure 10.5.123/GSM 04.08 and table 10.5.140/GSM 04.08.


�
8		7			6			5		4			3		2		1�
�
�
�
Force to standby�IEI�
0�spare�
Force to standby value�
octet 1�
�
Figure 10.5.123/GSM 04.08: Force to standby information element 


Table 10.5.140/GSM 04.08: Force to standby information element





Force to standby value    (octet 1)              


                                                 


Bits                                             


3 2 1                                            


0 0 0  Force to standby not indicated           


0 0 1  Force to standby indicated                





All other values are interpreted as �force to standby not indicated by this version of the protocol. 


�
�





















