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Proposed LS on the starting of the ciphering process.








During the ongoing SMG3 WPA meeting in Sophia Antipolis 22-25/3-99 the attached CR (A011) was presented regarding starting of the ciphering process. Since this is a shared issue between SMG10 and SMG3 it would be appreciated if SMG10 could discuss this issue based on the attached CR. 


This issue in SMG3 is still open since opinions were raised that an alternative solution to the problem could be to have the algorithm transferred from SGSN to the MS in the ATTACH ACCEPT message.


This would however mean that ATTACH ACCEPT message cannot be ciphered.
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Reason for �change:��
This CR corrects the handling of the CKSN within the GPRS attach procedure.


The Attach Request message will not contain the CKSN any more because the MS does not store the ciphering algorithm at detach and therefore ciphering cannot start without exchanging the algorithm between the MS and the network. Therefore, at attach the network will always invoke the Authentication and Ciphering procedure when ciphering is to be applied.� �Note that handling of ciphering without invocation of the Authentication and Ciphering procedure during the Routing Area Update procedure is not modified.�
�
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*** First modification ***


D.4.5	Starting of the ciphering and deciphering processes


The MS and the SGSN must co-ordinate the instants at which the ciphering and deciphering processes start. The authentication procedure governs the start of ciphering. The SGSN indicates if ciphering shall be used or not in the authentication request message. If ciphering is used, the MS starts ciphering after sending the Authentication Response message. The SGSN starts ciphering when a valid Authentication Response is received from the MS.


As an option, the network may decide to start ciphering without authentication after receiving a Routing Area Update Request message with a valid GPRS-CKSN. At attach or subsequent to the attach procedure, the Authentication and Ciphering procedure must have been executed prior to start of ciphering. This is in order to exchange the ciphering algorithm between the MS and the network..


After the attach procedure, the GPRS Mobility and Management entity in both SGSN and MS shall be aware if ciphering has started or not. LLC provides the capability to send both ciphered and unciphered PDUs. The synchronisation of ciphering at LLC frames level is done by a bit in the LLC header indicating if the frame is ciphered or not. Only a few identified signalling messages (e.g., Routing Area Update Request message) described in GSM 04.08 may be sent unciphered, any other frames sent unciphered shall be deleted. Once the encryption has been started, neither the MS nor the network shall go to an unciphered session.
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