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This CR corrects the handling of the CKSN within the GPRS attach procedure.

The Attach Request message will not contain the CKSN any more because the MS does not store the ciphering algorithm at detach and therefore ciphering cannot start without exchanging the algorithm between the MS and the network. Therefore, at attach the network will always invoke the Authentication and Ciphering procedure when ciphering is to be applied.
 
Note that handling of ciphering without invocation of the Authentication and Ciphering procedure during the Routing Area Update procedure is not modified.
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*** First modification ***

4.7.3.1.2
GMM common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM identification and GMM authentication and ciphering procedure, depending on the received information such as IMSI, old RAI and P-TMSI.

*** Next modification ***

4.7.3.2.2
GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM identification and GMM authentication and ciphering procedure, depending on the received information such as IMSI, old RAI and P-TMSI.

*** Next modification ***

4.7.7.4
GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets, i.e. from a challenge parameter RAND both the authentication response SRES and the GPRS ciphering key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced. The sequence number is managed by the network such that the AUTHENTICATION AND CIPHERING REQUEST message contains the sequence number allocated to the key which may be computed from the RAND parameter carried in that message.

The MS stores this number with the key, and includes the corresponding sequence number in the ROUTING AREA UPDATE REQUEST message. If the sequence number is deleted, the associated key shall be considered as invalid.

The network may choose to start ciphering with the stored key (under the restrictions given in GSM 02.09) if the stored sequence number and the one given from the MS are equal and the previously negotiated ciphering algorithm is known and supported in the network. When ciphering is requested at GPRS attach, the authentication and ciphering procedure shall be performed since the MS does not store the ciphering algorithm at detach.

*** Next modification ***

9.4.1
Attach request

This message is sent by the MS to the network in order to perform a GPRS or combined GPRS attach. See table 9.4.1/GSM 04.08.

Message type:

ATTACH REQUEST

Significance:

dual

Direction:

MS to network

Table 9.4.1/GSM 04.08: ATTACH REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
½


Attach request message identity
Message type

10.4
M
V
1


MS network capability
MS network capability

10.5.5.12
M
LV
2


Attach type
Attach type

10.5.5.2
M
V
½


Spare half octet
Spare half octet
10.5.5.15
M
V
½










DRX parameter
DRX parameter

10.5.5.6
M
V
2


P-TMSI or IMSI
Mobile station identity

10.5.7.14
M
LV
6 - 10

20
Old routing area identification
Routing area identification

10.5.5.15
M
V
6

24
MS Radio Access capability
MS RA capability

10.5.5.12a
M
LV

4 – 11

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer
value
GPRS Timer

10.5.7.3
O
TV
2

