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(Reason for change:)
The previous diagram depicts how a misunderstanding can happen concerning which AUTHENTICATION AND CIPHERING RESPONSE message the network is treating. Therefore, the SRES will not be the one expected. The authentication will then fail. The network will send the AUTHENTICATION AND CIPHERING REJECT to the MS. 

It is worth noting that, according to GSM 08.18, when an SGSN detects a cell change of an MS from a cell update or routing area update, LLC-SDU(s) for a given TLLI stored at an ‘old’ BVCI (corresponding to the old cell so far) can be transferred to a ‘new’ BVCI (corresponding to a new cell so far) with which the TLLI is currently associated, in the case of a cell change within one BSS (see page 6). The message will consequently reach the MS in the new cell.

Therefore, this CR adds A&C reference number information elements in the AUTHENTICATION AND CIPHERING REQUEST and RESPONSE messages. The network can then choose to allocate a value different for each message for each RA. Then it can know what it is treating and react accordingly.

Clauses affected:
4.7.7.1, 4.7.7.2, 4.7.7.3, 9.4.9, 9.4.10 and 10.5.5.19 (created). 

Other specs
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Other 
comments:
‘Upon receipt of an AUTHENTICATION AND CIPHERING REJECT message, the MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. If available, also the TMSI, LAI, ciphering key sequence number shall be deleted and the update status shall be set to U3 ROAMING NOT ALLOWED. The SIM shall be considered as invalid until switching off or the SIM is removed’. GSM 04.08, 6.3.0. It is then not possible to solve this problem by any re-attempt. 

(This CR does not complicate the treating of the error cases at the MS, which only has to copy the received information element).

When the AUTHENTICATION AND CIPHERING REQUEST message is re-sent due to timer T3360 expiry on the network side, then the value of the A&C reference number information element in the re-transmitted message is the same than in the previous one (as it is always the case for an IE within a re-transmitted message).

4.7.7
Authentication and ciphering procedure

The purpose of the authentication and ciphering procedure is threefold:

-
First, to permit the network to check whether the identity provided by the MS is acceptable or not see GSM 03.20 [13]); and

-
Second, to provide parameters enabling the MS to calculate a new GPRS ciphering key; and

-
Third, to let the network set the ciphering mode (ciphering/no ciphering) and algorithm.

The cases in which the authentication and ciphering procedure shall be used are defined in GSM 02.09 [5].

The authentication and ciphering procedure is always initiated and controlled by the network. It shall be performed in a non ciphered mode because of the following reasons:

-
the network cannot decipher a ciphered AUTHENTICATION AND CIPHERING RESPONSE from an unauthorised MS and put it on the black list; and

-
to be able to define a specific point in time from which on a new GPRS ciphering key should be used instead of the old one.

The network should not send any user data during the authentication and ciphering procedure.

4.7.7.1
Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION AND CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION AND CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters (see GSM 03.20 [13]). It also contains the GPRS ciphering key sequence number, allocated to the GPRS ciphering key, and the GPRS ciphering algorithm.
The network includes the A&C reference number information element in the AUTHENTICATION AND CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION AND CIPHERING REQUEST in a RA with its RESPONSE. The A&C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION AND CIPHERING RESPONSE message.

4.7.7.2
Authentication and ciphering response by the MS

An MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time. Upon receipt of the message, it processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message.The new GPRS ciphering key calculated from the challenge information shall overwrite the previous one. It shall be stored and shall be loaded into the ME before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The GPRS ciphering key sequence number shall be stored together with the calculated key.

The GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).

4.7.7.3
Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see GSM 03.20 [13]). For this, it may use the A&C reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to determine which response it is treating.

The GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).

*** Next modified section ***

9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/GSM 04.08.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/GSM 04.08: AUTHENTICATION AND CIPHERING REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering request message identity
Message type

10.4
M
V
1


Ciphering algorithm
Ciphering algorithm 

10.5.5.3
M
V
1/2


GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
M
V
1/2


IMEISV request
IMEISV request

10.5.5.10
M
V
1/2


Force to standby
Force to standby 

10.5.5.7
M
V
1/2


A&C reference number
A&C reference number 


10.5.5.19

M
V
1/2

2A
GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
O
TV
1

21
Authentication parameter RAND
Authentication parameter RAND 

10.5.3.1
O
TV
17

9.4.9.1
GPRS ciphering key sequence number

This IE shall only be included if authentication shall be performed.

9.4.9.2
Authentication Parameter RAND

This IE shall only be included if authentication shall be performed.

9.4.10
Authentication and ciphering response

This message is sent by the MS to the network in response to an Authentication and ciphering request message. See table 9.4.10/GSM 04.08.

Message type:
AUTHENTICATION AND CIPHERING RESPONSE

Significance:

dual

Direction:


MS to network

Table 9.4.10/GSM 04.08: AUTHENTICATION AND CIPHERING RESPONSE message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering response message identity
GPRS message type

10.4
M
V
1


A&C reference number
A&C reference number 


10.5.5.19

M
V
1/2

22
Authentication parameter SRES
Authentication parameter SRES 

10.5.3.2
O
TV
5

23
IMEISV
Mobile identity

10.5.1.4
O
TLV
11

9.4.10.1
Authentication Parameter SRES

This IE is included if authentication was requested within the corresponding authentication and ciphering request message.

9.4.10.2
IMEISV

This IE is included if requested within the corresponding authentication and ciphering request message.

*** For information only ***

10.5.5 GPRS mobility management information elements 

*** Next modified section ***

10.5.5.19
A&C reference number 

The purpose of the A&C reference number information element is to indicate to the network in the AUTHENTICATION AND CIPHERING RESPONSE message which AUTHENTICATION AND CIPHERING REQUEST message the MS is replying to.

The A&C reference number is a type 1 information element.

The A&C reference number information element is coded as shown in figure 10.5.123/GSM 04.08 and table 10.5.140/GSM 04.08.
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




Figure 10.5.134/GSM 04.08: A&C reference number information element 

Table 10.5.152/GSM 04.08: A&C reference number information element






*** Extract from GSM 08.18, version 6.2.0, for information ***

8
Signalling procedures between NM SAPs
8.1
FLUSH-LL (logical link) procedure
When an SGSN detects a cell change of an MS from a cell update or a routing area update, the SGSN shall send a FLUSH-LL PDU to the old BVC to initiate the following procedures:


At a cell change within one NSE (e.g. the BSS is a NSE), LLC-SDU(s) for a given TLLI stored at an “old” BVCI (corresponding to the old cell) are either deleted or transferred to a “new” BVCI (corresponding to the new cell) with which the TLLI is currently associated; or


At a cell change between two NSEs, LLC-SDU(s) stored at the “old” BVCI for the TLLI are deleted.

The SGSN provides the BSSGP with: 


a MS´s TLLI identifying the MS;


the ”old” BVCI identifying the cell in which to find buffered LLC-SDU(s) for the MS; and 


the “new” BVCI identifying the cell to which the MS is currently associated (only when within the same NSE).

If a “new” BVCI is not provided, then the FLUSH-LL PDU shall be interpreted as an instruction to delete the queued LLC-SDU(s) at the old BVC.

Queued BSSGP signalling, e.g. pages, shall not be affected by this procedure.

In response to a FLUSH-LL PDU the BSS shall send a FLUSH-LL-ACK PDU to the SGSN containing: 


the TLLI received in the FLUSH-LL PDU; and


an indication of whether the LLC-SDU(s) were “transferred” (when in the same NSE) or “deleted”.

On receipt of a FLUSH-LL-ACK PDU by the SGSN, indicating that the LLC-SDU(s) associated with the old BVC have been “deleted”, the SGSN may choose to:


immediately re-transmit all un-acknowledged LLC-SDU(s) (in acknowledged LLC operation) to the MS at the new BVC (ie new cell); or


relay on LLC retransmission mechanism to transmit  un-acknowledged LLC-SDU(s).

On receipt of a FLUSH-LL-ACK PDU by the SGSN, indicating that the LLC-SDU(s) associated with the old BVC have been “transferred” within the NSE, the SGSN shall not take any of the above actions. 

8.1.1
Abnormal Conditions

If the BSS receives a FLUSH-LL PDU for an unknown BVCI or TLLI not associated with the given BVCI, then the FLUSH-LL PDU is discarded and no FLUSH-LL-ACK PDU is returned.

If the SGSN does not receive a FLUSH-LL-ACK PDU in response to a FLUSH-LL PDU, no further action is taken.
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