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Proposal

It is proposed that the following text be added to TS 24.228 Annex A (informative) as preliminary material for eventual inclusion in TS 24.228 Section 10.2.  The title of Section 10 should be revised to match that in 23.228, “Procedures to enable enhanced multimedia services.”

It is further proposed that TS 24.228 Section 10.4, “Caller-ID” (incorporated into the following text for section 10.2) be deleted as a separate section.
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10
Procedures to enable enhanced multimedia services

10.2 Initiating and Destination Party Identification

When the UE (or MGCF) initiates a session in the IMS, it shall determine, based on preferences of the initiating user, whether its identity is to be made available to the destination, or to remain anonymous.  Three cases shall be distinguished:

1. The initiating user desires his/her identity to be anonymous

2. The initiating user desires to be identified as the initiator of the session

3. The initiating user did not state a preference for this session.

The values of the headers “From”, “To”, “Call-ID”, “Remote-Party-ID”, and “Contact” shall be based on the decision above.  

When the UE (or MGCF) receives an incoming session request in the IMS, it shall determine, based on preferences of the destination user, whether its identity is to be made available to the initiator or to remain anonymous.  Three cases shall be distinguished:

4. The destination user desires his/her identity to be anonymous

5. The destination user desires to be identified as the destination of the session

6. The destination user did not state a preference for this session.

The values of the header “Remote-Party-ID” shall be based on the decision above.  

The rules for processing the header values at a proxy are given in draft-ietf-sip-privacy-01.

10.2.1
IMS Sessions with Session Initiator desiring Anonymity

If the initiating user desires the session to be anonymous, the following rules shall be followed in generating header values:

From:
UE shall provide a cryptographically random identifier for the userinfo, and a non-identifying hostname, e.g. “localhost” in the host name.  Username shall be empty.

To:
If a telephone number is used in the addr-spec, the UE shall provide a full E.164 number including the country code.  Otherwise, the UE shall provide a cryptographically random identifier for the userinfo, different from the value of the From header, and a non-identifying hostname, e.g. “localhost” in the host name.

Call-ID:
UE shall provide a cryptographically random identifier for the userinfo, and a non-identifying hostname, e.g. “localhost” in the host name.  This may be identical to the “From” header value.

Contact:
The userinfo shall either be empty, or be the same cryptographically random identifier that appears in the From header.  The hostname shall be an IP address rather than an FQDN.

Remote-Party-ID:
UE shall include the subscriber identity and URL in the Remote-Party-ID header, with a tag “privacy=full”

An example of an initial INVITE request following the rules for an anonymous session is given in Table 10.2.1-1.  This revised information would appear as step #1 of MO#1a (Section 8.1.1), MO#1b (Section 8.1.2), MO#2 (Section 8.1.3), and step #4 of PSTN-O (Section 8.1.4).

Table 10.2.1-1: INVITE (Anonymous session)

INVITE sip:+1-212-555-2222@home.net;user=phone SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Supported: 100rel 

Remote-Party-ID: John Doe <tel:+1-212-555-1111>;privacy=full

Proxy-Require: privacy

Anonymity: Off 

From: sip:B36(SHA-1(+1-212-555-1111; time=36123E5B; seq=72))@localhost; tag=171828

To: sip:B36(SHA-1(+1-212-555-2222; time=36123E5B; seq=73))@localhost 

Call-ID: B36(SHA-1(+1-212-555-1111;time=36123E5B;seq=72))@localhost 

Cseq: 127 INVITE 

Contact: sip:[5555::aaa:bbb:ccc:ddd]

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd

s=-

c= IN IP6 5555::aaa:bbb:ccc:ddd 

b=AS:64

t=907165275 0

m=audio 3456 RTP/AVP 97 3 96

a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 G726-32/8000

a=qos:mandatory sendrecv 

From:
Contains a cryptographically random identifier for the userinfo, and a non-identifying hostname (“localhost”) for the hostname.  Username is empty.

To:
Contains a cryptographically random identifier for the userinfo, distinct from the value of the From header, and a non-identifying hostname (“localhost”) for the hostname.  Username is empty.

Call-ID: 
Contains a cryptographically random identifier for the useringo, and a non-identifying hostname (“localhost”) for the hostname.  This value is, in this example, identical to the From header value.

The values of From, To, Call-ID, and Remote-Party-ID, as given above, are carried through the INVITE sequence, through the S-CSCF serving the destination subscriber.  When S-CSCF#2 forwards the INVITE request to the termination procedure (step #11 of S-S#1a, step #13 of S-S#1b, step#11 of S-S#2, step#4 of MT#1a, step#4 of MT#1b, step#4 of MT#2), the Remote-Party-ID header is updated with a private URL.  An example of this INVITE request is given in table 10.2.1-2.

Table 10.2.1-2: INVITE (S-S to MT)

INVITE sip:%5b5555%3a%3aeee%3afff%3aaaa%3abbb%5d@pcscf.home2.net SIP/2.0

Via: SIP/2.0/UDP scscf.home2.net, SIP/2.0/UDP icscf.home2.net, SIP/2.0/UDP 
scscf.home1.net, SIP/2.0/UDP pcscf.home1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd])

Route: sip:+1-212-555-2222@home2.net;user=phone

Record-Route:  sip:scscf.home2.net, sip:scscf.home1.net

Supported: 

Remote-Party-ID: <sip:token(tel:+1-212-555-1111)@scscf.home2.net;user=private>

Proxy-Require: 

Anonymity: 

From: 

To: 

Call-ID: 

Cseq: 

Contact: 

Content-Type: 

Content-length:

v=

o=

s=

c= 

b=

t=

m=

a= 

a=

a=

a= 

Remote-Party-ID:
Contains a cryptographically random identifier for the userinfo, generated from the originating subscriber information, and the hostname identifying the S-CSCF that generated the userinfo string.  Username is empty.

10.2.2
IMS Sessions with Session Initiator being Identified

If the initiating user desires to be identified as the session originator, the following rules shall be followed in generating header values:

From:
UE may provide a cryptographically random identifier for the userinfo, and a non-identifying hostname, e.g. “localhost” in the host name.  The username may be provided as an identification string.

To:
If a telephone number is used in the addr-spec, the UE may provide a full E.164 number including the country code.  Otherwise, the UE may provide a cryptographically random identifier for the userinfo, which shall be different from the value of the From header, and a non-identifying hostname, e.g. “localhost” in the host name.  The username may be provided as an identification string.

Call-ID:
UE may provide a cryptographically random identifier for the userinfo, and a non-identifying hostname, e.g. “localhost” in the host name.  This may be identical to the “From” header value.

Contact:
The userinfo may either be empty, or be the same cryptographically random identifier that appears in the From header.  The hostname may be an IP address or an FQDN.

Remote-Party-ID:
UE shall include the subscriber identity and URL in the Remote-Party-ID header, with a tag “privacy=off”

An example of an initial INVITE request following the rules for an identified session is given in Table 10.2.2-1.

Table 10.2.2-1: INVITE (Identified session)

INVITE sip:+1-212-555-2222@home.net;user=phone SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Supported: 100rel 

Remote-Party-ID: John Doe <tel:+1-212-555-1111>; privacy=off

Proxy-Require: privacy

Anonymity: Off 

From: “Alien Blaster” <tel:+1-212-555-1111>;tag=171828

To: sip:555-2222@home.net;user=phone 

Call-ID: B36(SHA-1(+1-212-555-1111;time=36123E5B;seq=72))@[5555::aaa:bbb:ccc:ddd] 

Cseq: 127 INVITE 

Contact: sip:[5555::aaa:bbb:ccc:ddd]

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd

s=-

c= IN IP6 5555::aaa:bbb:ccc:ddd 

b=AS:64

t=907165275 0

m=audio 3456 RTP/AVP 97 3 96

a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 G726-32/8000

a=qos:mandatory sendrecv 

An additional example of information flows for this situation are those contained in Section 8.

10.2.3
IMS Sessions without Initiator preference for Anonymity

If the initiating user did not state a preference for whether the session be anonymous, local policies and regulations may force the network operator to make it anonymous.  Therefore, the following rules shall be followed in generating header values:

From:
UE shall provide a cryptographically random identifier for the userinfo, and a non-identifying hostname, e.g. “localhost” in the host name.  Username may be empty, or may provide an identifying string.  Any identifying string should not identify the subscriber.

To:
If a telephone number is used in the addr-spec, the UE shall provide a full E.164 number including the country code.  Otherwise, the UE shall provide a cryptographically random identifier for the userinfo, different from the value of the From header, and a non-identifying hostname, e.g. “localhost” in the host name.

Call-ID:
UE shall provide a cryptographically random identifier for the userinfo, and a non-identifying hostname, e.g. “localhost” in the host name.  This may be identical to the “From” header value.

Contact:
The userinfo shall either be empty, or be the same cryptographically random identifier that appears in the From header.  The hostname shall be an IP address rather than an FQDN.

Remote-Party-ID:
UE shall include the subscriber identity and URL in the Remote-Party-ID header, without a “privacy” tag.

An example of an initial INVITE request following the rules for an unspecified session is given in Table 10.2.3-1.

Table 10.2.3-1: INVITE (Unspecified session)

INVITE sip:+1-212-555-2222@home.net;user=phone SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Supported: 100rel 

Remote-Party-ID: John Doe <tel:+1-212-555-1111>

Proxy-Require: privacy

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(+1-212-555-1111; time=36123E5B; seq=72))@localhost>; tag=171828

To: sip:B36(SHA-1(+1-212-555-2222; time=36123E5B; seq=73))@localhost 

Call-ID: B36(SHA-1(+1-212-555-1111;time=36123E5B;seq=72))@localhost 

Cseq: 127 INVITE 

Contact: sip:[5555::aaa:bbb:ccc:ddd]

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd

s=-

c= IN IP6 5555::aaa:bbb:ccc:ddd 

b=AS:64

t=907165275 0

m=audio 3456 RTP/AVP 97 3 96

a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 G726-32/8000

a=qos:mandatory sendrecv 

From:
Contains a cryptographically random identifier for the userinfo, and a non-identifying hostname (“localhost”) for the hostname.  Username contains a string that does not identify the subscriber.

To:
Contains a cryptographically random identifier for the userinfo, distinct from the value of the From header, and a non-identifying hostname (“localhost”) for the hostname.  Username is empty.

Call-ID: 
Contains a cryptographically random identifier for the useringo, and a non-identifying hostname (“localhost”) for the hostname.  This value is, in this example, identical to the From header value.

The values of From, To, Call-ID, and Remote-Party-ID, as given above, are carried through the INVITE sequence, through the S-CSCF serving the destination subscriber.  

Based on local policy or regulatory requirements, the S-CSCF serving the destination subscriber may either allow the identification information to be given to the destination (by following the example in section 10.2.2), or may restrict it (by following the example in section 10.2.1).

10.2.4
IMS Sessions with Destination requesting Anonymity

If the destination user desires the session to be anonymous, the UE shall indicate this in the value of the Remote-Party-ID header in the first non-100 response to the initial INVITE.  An example of this response from UE to P-CSCF (step#8 of MT#1a, step#10 of MT#1b, step#8 of MT#2), is given in Table 10.2.4-1.

Table 10.2.4-1: 183 Session Progress (UE to P-CSCF)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP pcscf.visited.net;branch=token1

Remote-Party-ID: John Smith <tel:+1-212-555-2222>;privacy=full

Anonymity: Off

From: 

To: sip:B36(SHA-1(+1-212-555-2222; time=36123E5B; seq=73))@localhost; tag=314159

Call-ID: 

CSeq: 

Contact: sip:[5555::eee:fff:aaa:bbb]

RSeq: 9021

Content-Disposition: precondition

Content-Type: application/sdp

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd
s=-

c= IN IP6 5555::eee:fff:aaa:bbb

b=AS:64

t=907165275 0

m=audio 6544 RTP/AVP 97 3

a=rtpmap:97 AMR

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=qos:mandatory sendrecv confirm
Remote-Party-ID:  identifies the answering subscriber.  It contains the public identifier URL, and the name of the answering party.  The tag “privacy=full” is appended to indicate Anonymity is requested.

The value of the Remote-Party-ID header is carried through the 183-Session-Progress sequence, to the S-CSCF serving the initiating subscriber.  When S-CSCF#1 forwards the 183-Session-Progress response to the originating procedure (step#16 of S-S#1a, step#19 of S-S#1b, step#16 of S-S#2, also step#9 of MO#1a, step#11 of MO#1b, step#9 of MO#2), the Remote-Party-ID header is updated with a private URL.  An example of this 183-Session-Progress response is given in table 10.2.4-2.

Table 10.2.4-2: 183 Session Progress (S-SCSF to P-CSCF)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP pcscf1.visited.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Record-Route: 

Remote-Party-ID: <sip:token(tel:+1-212-555-2222)@scscf.home1.net;user=private>

Anonymity: 

From: 

To: 

Call-ID: 

CSeq: 

Contact: 

RSeq: 

Content-Disposition: 

Content-Type: 

Content-length: 

v=

o=

s=

c=

b=

t=

m=

a=

a=

a=

Remote-Party-ID:
Contains a cryptographically random identifier for the userinfo, generated from the originating subscriber information, and the hostname identifying the S-CSCF that generated the userinfo string.  Username is empty.

10.2.5
IMS Sessions with Destination Party being Identified

If the destination user desires to be identified, the privacy tag of the Remote-Party-ID header indicate “privacy=off”.  An example of this response from UE to P-CSCF (step#8 of MT#1a, step#10 of MT#1b, step#8 of MT#2), is given in Table 10.2.5-1.

Table 10.2.5-1: 183 Session Progress (UE to P-CSCF)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP pcscf.visited.net;branch=token1

Remote-Party-ID: John Smith <tel:+1-212-555-2222>;privacy=off

Anonymity: Off

From: 

To: sip:B36(SHA-1(+1-212-555-2222; time=36123E5B; seq=73))@localhost; tag=314159

Call-ID: 

CSeq: 

Contact: sip:[5555::eee:fff:aaa:bbb]

RSeq: 9021

Content-Disposition: precondition

Content-Type: application/sdp

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd
s=-

c= IN IP6 5555::eee:fff:aaa:bbb

b=AS:64

t=907165275 0

m=audio 6544 RTP/AVP 97 3

a=rtpmap:97 AMR

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=qos:mandatory sendrecv confirm
Remote-Party-ID:  identifies the answering subscriber.  It contains the public identifier URL, and the name of the answering party.  The tag “privacy=off” is appended to indicate Anonymity is not requested.

An additional example of information flows for this situation are those contained in Section 8.

10.2.6
IMS Sessions without Destination preference for Anonymity

If the destination user did not state a preference for whether the session be anonymous, local policies and regulations may force the network operator to make it anonymous.  The destination UE indicates its lack of preference by not providing a “privacy” tag on the Remote-Party-ID header. An example of this response from UE to P-CSCF (step#8 of MT#1a, step#10 of MT#1b, step#8 of MT#2), is given in Table 10.2.6-1.

Table 10.2.6-1: 183 Session Progress (UE to P-CSCF)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP pcscf.visited.net;branch=token1

Remote-Party-ID: John Smith <tel:+1-212-555-2222>

Anonymity: Off

From: 

To: sip:B36(SHA-1(+1-212-555-2222; time=36123E5B; seq=73))@localhost; tag=314159

Call-ID: 

CSeq: 

Contact: sip:[5555::eee:fff:aaa:bbb]

RSeq: 9021

Content-Disposition: precondition

Content-Type: application/sdp

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd
s=-

c= IN IP6 5555::eee:fff:aaa:bbb

b=AS:64

t=907165275 0

m=audio 6544 RTP/AVP 97 3

a=rtpmap:97 AMR

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=qos:mandatory sendrecv confirm
Remote-Party-ID:  identifies the answering subscriber.  It contains the public identifier URL, and the name of the answering party.  The lack of a tag “privacy=” indicates lack of a preference for an anonymous or identified session..

Based on local policy or regulatory requirements, the S-CSCF serving the originating subscriber may either allow the identification information to be given to the initiator (by following the example in section 10.2.5), or may restrict it (by following the example in section 10.2.4).
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