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1 Introduction

TS 23.228 identifies the requirement for network configuration hiding: It is a requirement that it shall be possible to hide the network topology from other operators.  It shall be possible to restrict the following information from being passed outside of an operator’s network: exact number of S-CSCFs, capabilities of S-CSCFs, or capacity of the network. The current proposed mechanism for perfoming this function is to use an I-CSCF in the signalling path that manipulates the SIP messages to hide the Via: and Record-Route: headers. While this mechanism fulfills the requirement, it has the adverse affect of preventing loop detection. It is the contention of this contribution that an alternative mechanism must be employed to avoid limiting services in the IM subsystem and hampering the loop detection procedures of the SIP protocol.

2 Discussion

Via: hiding as shown in the session initiation flows within TS 24.228 follows the recommendations outlined in draft-byerly-sip-hide-route-00. An I-CSCF in the operator’s network translates the Via: and Record-Route: headers in outgoing requests and determines the appropriate Via: and Record-Route: headers for incoming responses.  For example:

Table 1: Terminating INVITE (THIG to P-CSCF)

INVITE sip:%5b5555%3a%3aeee%3afff%3aaaa%3abbb%5d@pcscf.visited.net SIP/2.0

Via: SIP/2.0/UDP icscf.home.net, SIP/2.0/UDP Token(SIP/2.0/UDP scscf.home.net, 
SIP/2.0/UDP scscf0.home.net, SIP/2.0/UDP pcscf0.home.net, SIP/2.0/UDP 
[5555::aaa:bbb:ccc:ddd])

Route: sip:+1-212-555-2222@home.net;user=phone 

Record-Route: sip:icscf.home.net, sip:Token(sip:scscf.home.net, sip:scscf0.home.net)

Supported: 

Remote-Party-ID: 

Proxy-Require: 

Anonymity: 

From: 

To: 

Call-ID: 

Cseq: 

Contact: 

Content-Type: 

Content-length: 

v=

o=

s=

c= 

b=

t=

m=

a= 

a=

a=

a= 

The Via: headers for all of the previous hops in the signalling path have been translated into a form that is not recognizeable by subsequent hops external to the operator’s network. A similar treatment is given to the Record-Route: headers.

The problem with this approach is that the information in the Via: headers is necessary to perform loop detection in the SIP protocol. A “loop” occurs when the same SIP request arrives at the same node/interface more than once. In some cases this is natural and perfectly fine. The distinction between these “legal loops” and the illegal form is that the Request-URI must be different each time it arrives at the node for a legal loop. To enforce this, each proxy in the signalling path (P-CSCF, I-CSCF, S-CSCF, BGCF) is expected to perform loop detection. The procedure for doing so in SIP involves storing information in the Via: header which is inserted by each node along the signalling path. When a request arrives at a node, it scans the Via: headers to see if any of the names/addresses in the previous Via: headers match that node. If there is a match, then the node further checks the information which was stored in that previous Via: header to see if the Request-URI has in fact changed since the last time the node saw this request. For this procedure to work, the node must be able to identify Via: headers that it may have previously inserted on a previous path through the node.

Unfortunately, Via: hiding is designed so that the Via: headers become unrecognizeable to subsequent nodes, even if that subsequent node was responsible for inserting one of those Via: headers. In satisfying the requirement for network configuration hiding, the SIP protocol itself has been broken.

It might be tempting to try and invent a new method for loop detection for the SIP protocol. This is unadvisable for a number of reasons. First, “off-the-shelf” SIP proxies will no longer function correctly. Second, pushing a new loop detection procedure into the base SIP protocol will be next to impossible because of the previously mentioned backwards compatibility issue. Third, loop detection is something that every node will need to do to be effective. To detect a loop will require knowledge of a previous pass through a given node. This is exactly the information seeking to be hidden by network configuration hiding. It would appear that these two requirements may be at odd with each other. An alternative solution to network configuration hiding that does not violate the existing loop detection procedures must be found.

It is also possible to use the Max-Forwards: header to implement a time-to-live counter. While this will allow a node to break out of a loop it comes with a number of problems. The Max-Forwards: header does not really provide loop detection; it only provides a mechanism to break out of a loop after an excessive number of hops have been taken. This greatly reduces the options for diagnostics. It also means that signalling will continue to loop until the hop counter has reached zero possibly after multiple loops have occurred.  Choosing an appropriate initial value for the Max-Forwards: header is also problematic, as it is highly dependent on the topology of both the originating and terminating networks.

There are a few related consequences to removing Via: hiding from the THIG (I-CSCF). If the THIG does not perform Via: hiding, then Record-Route: hiding becomes meaningless. The information being hidden in the Record-Route: is readily revealed in the Via: headers.  If the THIG performs neither Via: hiding nor Record-Route: hiding., then it is questionable what value the THIG provides at all.

3 Proposal

It is proposed that an alternative mechanism for network configuration hiding be investigated by CN1. The Via: and Record-Route: hiding proposed in 24.228 should be removed. An editor’s note indicating that further study is required may be inserted as a placeholder until an alternative mechanism can be found.
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