TSG-CN WG1
N1-001444
CN1 SIP Ad-Hoc 28-29 November 2000
Call Flows: Basic Call Setup
New Jersey, USA


Source:

AT&T

Title: 
Signaling Procedures for I-CSCF

Document for: 
Approval

1 Introduction

This contribution is based on the call flow procedures given in 23.228, with additional details included in the flows.

It is further proposed by this contribution that:

· The mechanisms of draft-byerly-sip-hide-route, combined with encryption of Via headers, be utilized to meet the configuration independence requirement

· The I-CSCF be a stateless proxy, and merely pass requests and responses without accepting any responsibility for their retransmission

2 Proposal

It is proposed that sections 13 and 14 of TS24.228 be modified as follows.

13
Signaling Procedures for a Gateway I-CSCF

This section describes the messages required to support IP Multi-Media Sessions between endpoints that use SIP Signaling. The signaling messages are sent from one endpoint to another through a network of CSCFs. When the signaling path leaves the network of one operator and enters the network of another, the entry point of the second network is referred to here as a Gateway I-CSCF.

The Gateway I-CSCF is the main contact point for calls to a subscriber that originate anywhere outside the network operated by the subscriber’s service provider.  It receives requests (typically INVITE requests, but others may also be allowed) and forwards them to the proper Serving CSCF (S-CSCF) assigned for the destination subscriber.

When a roaming subscriber registers, the Gateway I-CSCF receives the REGISTER request and assigns a Serving CSCF (S-CSCF) for the duration of the registration.  Re-registrations refresh this assignment.

If a request is received for a subscriber that is not registered, the Gateway I-CSCF assigns a temporary Serving CSCF to handle any termination service required for the subscriber.

If the network operator desires the network configuration independence, the Gateway I-CSCF may also perform all the functions of a Firewall I-CSCF (as described in Section 14), or may direct all requests to a Firewall I-CSCF that will remain in the signaling path and perform the required functions.

All signaling messages are based on the Session Initiation Protocol (SIP), as specified in RFC 2543. Necessary extensions and changes to the protocol specified in the RFC are presented in TS 24.229. The Gateway I-CSCF MUST support the INVITE and REGISTER request methods, and MAY support the OPTIONS Request method. The Gateway I-CSCF MUST be capable of generating status responses to all valid SIP requests. 

13.1
Retransmission, Reliability, and Recovery Strategy

The Gateway I-CSCF MUST be a SIP stateful proxy in the handling of an INVITE request, and MAY be a stateful proxy for other requests and responses.  The Gateway I-CSCF MUST perform retransmissions of INVITE requests, as specified below, in order to ensure their delivery to the destination endpoint.

The Gateway I-CSCF MUST implement a retransmission timer to recover from lost INVITE request messages.  Gateway I-CSCFs MUST implement the scheme defined in RFC2543, which is based on two timer values, T1 and T2, where the retransmission interval starts at T1 seconds, and is doubled, with each attempt (up to a limit of T2 seconds), with a maximum number of retransmissions. 

Editor’s Note: Values for the timers are FFS.

An Gateway I-CSF receiving a SIP INVITE request MAY send a 100-Trying provisional response, and SHOULD send the 100-Trying provisional response if another (provisional or final) response will not be sent within 200ms of receipt of the request.  

Retransmission of responses by a Gateway I-CSCF is not required.

13.2
General Requirements for SIP Message Headers

The table below lists general syntax and processing requirements for SIP header extensions in SIP messages received or sent by Gateway I-CSCFs.  The table also lists any additional requirements or exceptions for standard headers in SIP messages received or sent by Gateway I-CSCFs.  All other headers are processed by the Gateway I-CSCF according to the requirements listed in RFC2543. 

Header Name
Direction
Requirements, Comments

Request Line
Request
MUST conform to rules for URLs as stated in TS 24.229

MUST NOT contain a private-param.  


Response
MUST NOT be present in a Response message

Via
Request
MUST be IP address or FQDN of UE  

In responses from UEs:  Proxy-CSCF MUST recover and replace the unencrypted Via list saved from request, and MUST forward the response to the address in the next Via header.


Response
Proxy-CSCF copies and saves the Via headers received in all requests sent to UEs. 

The topmost Via header is added by the Proxy-CSCF, is an IP address or FQDN, and is unencrypted. 

Route
Request
MUST be present; MUST contain at least one entry


Response
MUST NOT be present

Record-Route
Request
MUST be present; MUST contain at least one entry (for P-CSCF)


Response
MUST be present

From
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification

To
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification.  Response may contain a tag added by destination endpoint

Call-ID
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification

13.3
Registration Procedures

Editor’s Note: contents to be supplied

13.4
I-CSCF Processing of INVITE Requests

A Gateway I-CSCF receiving an INVITE request MUST make the following checks on the validity of the request message:

Invite: (originator -> I-CSCF)

Header:
Requirement of Gateway I-CSCF

INVITE URL  SIP/2.0
MUST be present. URL MUST identify the Gateway I-CSCF.

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

Route:
MUST be present.  MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MUST be present.


An empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.

v=

o=

s=

c=

b=

t=

a=

m=
SDP description of media stream requested by the call originator MUST be present.



If the headers indicated in the above table are not present in the received INVITE, the Gateway I-CSCF MUST not accept the request and MUST generate an appropriate client 4xx response, as given in RFC2543.

A Gateway I-CSCF receiving an INVITE MUST use the contents of the Route header to determine the destination endpoint, or routing to the destination endpoint.   

If a single entry is present in the Route header value, the Gateway I-CSCF uses the single URL as the identity of the destination endpoint.  If this URL possibly identifies a mobile subscriber, the Gateway I-CSCF initiates a query to the HSS for current location information.  If the response from the HSS indicates a registered subscriber, then a new Route header MUST be constructed with next-to-last component being the URL of the Serving CSCF (S-CSCF) assigned to this destination, and last component being the original Route header value.  If the response from the HSS indicates an unregistered subscriber, then a new Route header MUST be constructed with next-to-last component being the URL of a temporary Serving CSCF (S-CSCF) assigned to handle this call attempt, and last component being the original Route header value.  If the response from the HSS indicates the destination is not a mobile subscriber (or if the Gateway I-CSCF was able to determine this without the query to the HSS), then a new Route header MUST be constructed with next-to-last component being the URL of a MGCF assigned to handle this call attempt, and last component being the original Route header value.

The Gateway I-CSCF removes the first entry in the (new) Route header, and replaces the URL in the request line.  

If the network operator utilizes the option to maintain configuration independence, the Gateway I-CSCF MUST add itself to the Record-Route header, by adding a SIP URL at the beginning of the list containing a hostname identifying the Gateway I-CSCF.  This URL MAY contain a username of local significance to the Gateway I-CSCF.  The Gateway I-CSCF MUST encrypt the remaining Record-Route headers with a private key, and MUST encrypt the Via header values with a private key.  The encrypted value of Record-Route and Via are converted into alphanumeric strings, and replace the original values in the Record-Route and Via headers.

The Gateway I-CSCF then adds itself to the list of Via headers, and sends the INVITE request to the network element identified by the new Request-URI.

13.5
I-CSCF Processing of all other Requests

A Gateway I-CSCF receiving a non-INVITE request MUST make the following checks on the validity of the request message:

Request: (originator -> I-CSCF)

Header:
Requirement of Gateway I-CSCF

<METHOD> URL  SIP/2.0
MUST be present. URL MUST identify the Gateway I-CSCF.

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

Route:
MUST be present.  MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MAY be present.


If a Content-Length is present and non-zero, an empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.


If a Content-Length is present and non-zero, a message body MUST be present..



If the headers indicated in the above table are not present in the received message, the Gateway I-CSCF MUST not accept the request and MUST generate an appropriate client 4xx response, as given in RFC2543.

A Gateway I-CSCF receiving a non-INVITE request MUST use the contents of the Route header to determine the destination endpoint, or routing to the destination endpoint.   

If a single entry is present in the Route header value, the Gateway I-CSCF uses the single URL as the identity of the destination endpoint.  If this URL possibly identifies a mobile subscriber, the Gateway I-CSCF initiates a query to the HSS for current location information.  If the response from the HSS indicates a registered subscriber, then a new Route header MUST be constructed with next-to-last component being the URL of the Serving CSCF (S-CSCF) assigned to this destination, and last component being the original Route header value.  If the response from the HSS indicates an unregistered subscriber, then a new Route header MUST be constructed with next-to-last component being the URL of a temporary Serving CSCF (S-CSCF) assigned to handle this request, and last component being the original Route header value.  If the response from the HSS indicates the destination is not a mobile subscriber (or if the Gateway I-CSCF was able to determine this without the query to the HSS), then a 4xx response MUST be returned to the originator of the request.

The Gateway I-CSCF removes the first entry in the (new) Route header, and replaces the URL in the request line.  

If the network operator utilizes the option to maintain configuration independence, the Gateway I-CSCF MUST add itself to the Record-Route header, by adding a SIP URL at the beginning of the list containing a hostname identifying the Gateway I-CSCF.  This URL MAY contain a username of local significance to the Gateway I-CSCF.  The Gateway I-CSCF MUST encrypt the remaining Record-Route headers with a private key, and MUST encrypt the Via header values with a private key.  The encrypted value of Record-Route and Via are converted into alphanumeric strings, and replace the original values in the Record-Route and Via headers.

The Gateway I-CSCF then adds itself to the list of Via headers, and sends the request to the network element identified by the new Request-URI.

13.6
I-CSCF Processing of Responses

A Gateway I-CSCF receiving a response MUST make the following checks on the validity of the response message:

Response: (dest. -> I-CSCF)

Header:
Requirement of Gateway I-CSCF

SIP/2.0 xxx
MUST be present. 

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MAY be present.


If a Content-Length is present and non-zero, an empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.


If a Content-Length is present and non-zero, a message body MUST be present..



If the network operator utilizes the option to maintain configuration independence, the Gateway I-CSCF MUST decrypt the Via headers with its private key, and restore the Via header to its value in the corresponding request.  The Gateway I-CSCF MUST locate its own entry in the Record-Route header, and the MUST decrypt the entry immediately following.  All Record-Route header values prior to the entry for this I-CSCF MUST be reversed and encrypted with a private key, making a single alphanumeric string syntactically identical to a hostname.

The Gateway I-CSCF removes the topmost Via header in the response, and sends the response to the address given in the next Via header.

14
Signaling Procedures for a Firewall I-CSCF

This section describes the messages required to support IP Multi-Media Sessions between endpoints that use SIP Signaling. The signaling messages are sent from one endpoint to another through a network of CSCFs. When the signaling path leaves the network of one operator and enters the network of another, the network operator has the option of routing through an I-CSCF that maintains configuration independence between operators.  This exit/entry point is referred to here as a Firewall I-CSCF.

The Firewall I-CSCF is a network element inserted into the signaling path during the registration process, or during handling of an initial INVITE request.  

Signaling messages are never sent unsolicited to a Firewall I-CSCF.  Any such unsolicited messages MAY be ignored.

All signaling messages are based on the Session Initiation Protocol (SIP), as specified in RFC 2543. The Firewall I-CSCF MUST support all request methods, and all responses. 

14.1
Retransmission, Reliability, and Recovery Strategy

The Firewall I-CSCF SHOULD be a stateless SIP proxy in the handling of requests and responses.  The Firewall I-CSCF does not perform retransmissions of requests, rather depends on retransmissions being performed by other network elements.  The Firewall I-CSCF therefore does not participate in reliability or recovery strategies.

14.2
General Requirements for SIP Message Headers

The table below lists general syntax and processing requirements for SIP header extensions in SIP messages received or sent by Gateway I-CSCFs.  The table also lists any additional requirements or exceptions for standard headers in SIP messages received or sent by Gateway I-CSCFs.  All other headers are processed by the Gateway I-CSCF according to the requirements listed in RFC2543. 

Header Name
Direction
Requirements, Comments

Request Line
Request
MUST conform to rules for URLs as stated in TS 24.229

MUST NOT contain a private-param.  


Response
MUST NOT be present in a Response message

Via
Request
MUST be IP address or FQDN of UE  

In responses from UEs:  Proxy-CSCF MUST recover and replace the unencrypted Via list saved from request, and MUST forward the response to the address in the next Via header.


Response
Proxy-CSCF copies and saves the Via headers received in all requests sent to UEs. 

The topmost Via header is added by the Proxy-CSCF, is an IP address or FQDN, and is unencrypted. 

Route
Request
MUST be present; MUST contain at least one entry


Response
MUST NOT be present

Record-Route
Request
MUST be present; MUST contain at least one entry (for P-CSCF)


Response
MUST be present

From
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification

To
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification.  Response may contain a tag added by destination endpoint

Call-ID
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification

14.3
I-CSCF Processing of Request

A Firewall I-CSCF receiving a non-INVITE request MUST make the following checks on the validity of the request message:

Request: (originator -> I-CSCF)

Header:
Requirement of Firewall I-CSCF

<METHOD> URL  SIP/2.0
MUST be present. URL MUST identify the Firewall I-CSCF.

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

Route:
MUST be present.  MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MAY be present.


If a Content-Length is present and non-zero, an empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.


If a Content-Length is present and non-zero, a message body MUST be present..



If the headers indicated in the above table are not present in the received message, the Firewall I-CSCF MUST not accept the request and MUST generate an appropriate client 4xx response, as given in RFC2543.

If the network operator utilizes the option to maintain configuration independence, the Firewall I-CSCF MUST decrypt (if necessary) the Route header with its private key.  

A Firewall I-CSCF receiving a request MUST use the contents of the Route header to determine the routing to the destination endpoint.   

The Firewall I-CSCF removes the first entry in the (new) Route header, and replaces the URL in the request line.  

If the network operator utilizes the option to maintain configuration independence, the Firewall I-CSCF MUST add itself to the Record-Route header, by adding a SIP URL at the beginning of the list containing a hostname identifying the Firewall I-CSCF.  This URL MAY contain a username of local significance to the Firewall I-CSCF.  The Firewall I-CSCF MUST encrypt the remaining Record-Route headers with a private key, and MUST encrypt the Via header values with a private key.  The encrypted value of Record-Route and Via are converted into alphanumeric strings, and replace the original values in the Record-Route and Via headers.

The Firewall I-CSCF then adds itself to the list of Via headers, and sends the request to the network element identified by the new Request-URI.

14.4
I-CSCF Processing of Responses

A Firewall I-CSCF receiving a response MUST make the following checks on the validity of the response message:

Response: (dest. -> I-CSCF)

Header:
Requirement of Firewall I-CSCF

SIP/2.0 xxx
MUST be present. 

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MAY be present.


If a Content-Length is present and non-zero, an empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.


If a Content-Length is present and non-zero, a message body MUST be present..



If the network operator utilizes the option to maintain configuration independence, the Firewall I-CSCF MUST decrypt the Via headers with its private key, and restore the Via header to its value in the corresponding request.  The Firewall I-CSCF MUST locate its own entry in the Record-Route header, and the MUST decrypt the entry immediately following.  All Record-Route header values prior to the entry for this I-CSCF MUST be reversed and encrypted with a private key, making a single alphanumeric string syntactically identical to a hostname.

The Firewall I-CSCF removes the topmost Via header in the response, and sends the response to the address given in the next Via header.
